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Chapter 1

Introduction

We live in a world in which cryptography has become ubiquitous. Devices around us are constantly
processing cryptographic computations to ensure the confidentiality and the authenticity of our
communications. As of today, cryptography is widely deployed to secure payment transactions,
phone calls, wireless communications between devices, video and music streaming, and of course
many communications on the Internet (including chat, video calls, user authentication for web
services, etc.). Tomorrow, cryptography might increasingly be involved when accessing our homes
and work offices, unlocking our cars, proving our identities to third parties (with legal value),
sending instructions to our domestic appliances, using privacy-preserving artificial intelligence services,
performing cryptocurrency/blockchain transactions, and much more.

Cryptography has experienced an impressive development in the last forty years. It has become
a full-fledged branch of computer science and has provided the world with practical, reliable and
well-understood tools to build secure communications (such as encryption, authentication, digital
signature). Paradoxically, a strongly imbalanced conception of security persists depending on the
level of abstraction of a cryptographic mechanism: one requires very high assurance for an algorithm
or a protocol but very low assurance for its actual implementation. The scientific community and
the industry (through standardization committees) have converged towards the paradigm of provable
security for cryptographic algorithms and protocols. Under this paradigm, a cryptographic algorithm
or protocol should come with a security proof (or security reduction) that, under some well-studied
computational hardness assumptions, breaking the mechanism requires some considerable computing
power (e.g. 2'2® CPU instructions). Such a proof is usually limited to the so-called black-box model in
which the adversary is assumed to have an input-output access to the cryptographic mechanism, the
latter is hence considered as a black box answering some e.g. encryption requests.

In the late 1990’s, Kocher, Jaffe and Jun have demonstrated that information leaking through
so-called side channels could be exploited to practically break (black-box secure) cryptographic
implementations [Koc96, KJJ99]. A side-channel adversary can for instance measure the running time
of an implementation to mount what is known as a timing attack. Many cryptographic implementations
have been (and are still frequently) shown vulnerable to this type of attacks. While designing constant-
time algorithms has become the norm in cryptography, the current challenge resides in ensuring
that timing attacks are systematically avoided even by inexperienced developers (e.g. by selecting
cryptographic standards avoiding these pitfalls and/or developing formal verification tools or compilers
for cryptographic implementations).

Besides the running time, a side-channel adversary might take advantage of a (partial) physical
access to the computing device to monitor the power consumption and/or electromagnetic emanations
of the device a.k.a. the side-channel leakage. This physical access is non-invasive in the sense that
the adversary does not need to tamper with the device but only to passively observe its physical
behavior. When measurable, this leakage enables devastating key-recovery attacks against unprotected
implementations. Moreover, recent advances tend to ease the practice of physical side-channel attacks:
turnkey side-channel equipment is more accessible (and at lower cost) than before. For example,
the progress of far-field electromagnetic attacks relaxes the physical access requirement for potential
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attackers, the advent of deep-learning based attacks relaxes the necessary expertise of potential
attackers.

To face this threat, we present in this thesis some contributions toward the provable security
of cryptographic implementations in the presence of side-channel leakage. Our approach relies on
masking whose principle is to apply secret sharing at the computation level. The goal of masking
is to randomize the intermediate variables processed by the computation in order to mitigate the
side-channel information leakage. While the first masking countermeasures were ad hoc and of limited
order, the results presented in this thesis have contributed to the formalization of masking security,
the construction of masking schemes secure at any orders, the formalization of practically-relevant
side-channel leakage models, and the construction of masking schemes achieving provable security
under these models.

This thesis is organized as follows: Chapter 2 provides the necessary technical preliminaries.
Chapter 3 introduces the concept of masking and presents the design of masking schemes at any
order in the probing security paradigm. Chapter 4 introduces the noisy leakage model, a formal model
which captures the physical reality of power and electromagnetic leakages. Chapter 5 and Chapter 6
address the composition of elementary masking gadgets into globally secure masking schemes under
different probing security flavors. Chapter 7 and Chapter 8 finally describe concrete masking schemes
achieving provable security in the noisy leakage model.
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Preliminaries

Contents
2.1. Basic notions and notations . . . . . . .. .. ..o 3
2.2. Arithmetic circuits . . . . . . . . ... L 3
2.3. Sharing and gadgets . . . . . . . . ... 4
2.4. Circuit compilers . . . . . . . ... e 4
2.5. Simulation-based security notions . . . . . . .. ... o0 6

2.1. Basic notions and notations

Along this thesis, K shall denote a finite field while IF; shall denote the finite field with ¢ elements. A K-
linear map shall refer to any function f : K¢ — K™, for some £, m € N, such that f(x+y) = f(x)+f(y)
for every x,y € K*. For any n € N, we shall denote [n] the integer set [n] = [1,n] N Z. For any tuple
z = (z1,...,2,) € K" and any set I C [n], we shall denote x|; = (z;);es.

For a probability distribution D, the notation z +— D means that x is sampled from D. For a finite
set .S, the notation x < S means that x is uniformly sampled at random from S. For an algorithm A,
out < A(in) further means that out is obtained by a call to A on input in (using uniform random
coins whenever A is probabilistic).

The statistical distance between any two probability distributions D; and D, (with same sample
space), denoted A(Dy;Ds), is defined as

ADDy) = 53 oo, () — poa ()]

where pp, (+) and pp,(-) denote the probability mass functions of D; and Dy. Two distributions Dy
and Dy are said e-close, denoted Dy =z, Ds, if their statistical distance is upper bounded by ¢, while

they are identically distributed, denoted D; 2 D, if their statistical distance is null.

2.2. Arithmetic circuits

An arithmetic circuit over a field K is a labeled directed acyclic graph whose edges are wires and
vertices are arithmetic gates representing operations over K. We consider the following arithmetic
gate:

o an addition gate, of fan-in 2 and fan-out 1, computes an addition over K,
e an subtraction gate, of fan-in 2 and fan-out 1, computes an addition over K,
o a multiplication gate, of fan-in 2 and fan-out 1, computes a multiplication over K,

e a scalar multiplication gate, of fan-in 1 and fan-out 1, computes a multiplication by a constant
over K,
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e a copy gate, of fan-in 1 and fan-out 2, outputs two copies of its input.
A randomized arithmetic circuit is equipped with an additional type of gate:
e a random gate, of fan-in 0 and fan-out 1, outputs a fresh uniform random value of K.

A (randomized) arithmetic circuit is further formally composed of input gates of fan-in 0 and fan-out
1 and output gates of fan-in 1 and fan-out 0.

Along this thesis, the set of wires of a circuit C shall be denoted Wires(C'). The size of a circuit C,
denoted |C|, shall refer to the number of wires of C, i.e. |C| = |Wires(C')| (which is always greater
than the number of gates). We shall call output wires the wires of C' which are incoming an output
gate. All the other wires are called the internal wires of C.

Evaluating an f-input m-output circuit C' consists in writing an input « € K’ in the input gates,
processing the gates from input gates to output gates, then reading the output y € K™ from the
output gates. Defining y as the output corresponding to an input « is denoted by y = C(x). During
the evaluation process, each wire in the circuit is assigned with a value on K. We call the tuple of all
these wire values a wire assignment of C (on input x). Along this thesis, we will consider the wire
assignment of a circuit C' on input x for a subset W of its wires, which we shall denote

AssignWires(C, W, z) € KW .

We stress that for a randomized arithmetic circuit, which includes random gates, AssignWires can be
thought of as a probabilistic algorithm (which randomly samples the output of random gates).

2.3. Sharing and gadgets

Let us recall that for some tuple @ = (x1,...,2,) € K" and for some set I C [n], the tuple (z;);c; is
denoted x|;.

Definition 1 (Linear Sharing). Let n € N and v € K". For any x € K, an v-linear sharing of x
is a vector x € K" such that (v,x) = x. A random vector x distributed over K" is said to be a
uniform v-linear sharing of a variable x if for any set I C [n|, with |I| < n, the tuple x|; is uniformly
distributed over K11,

The v-linear decoding mapping is the function mapping x € K" to (v,x) € K. A v-linear encoding
is a probabilistic algorithm which on input = € K outputs a uniform v-linear sharing of x. Such an
encoding typically samples n — 1 random values z1,...z,_1 over K and computes z,, in order to
verify the v-linear decoding relation (v, z) = z.

Definition 2 (Gadget). Let g : K¢ — K™. We shall call an (n-share, (-to-m) v-gadget for g, a
randomized arithmetic circuit G that maps an input (x1,...,x;) € (K™)* to an output (y1,...,Ym) €
(K™)™ while satisfying

(<”7yi>)1<¢<m = 9[(<"” $i>)1<¢<e}

with probability 1 over the internal randomness of G.

Along this thesis, we shall sometimes drop the v prefix when the vector v is clear from the context.
Most of the time, we shall focus on the particular case v = (1,1,...,1) for which the decoding function
is simply (v, &) = 21+ -+ x,. In this case, we shall use the terminology of n-linear sharing, n-linear
encoding, and n-linear decoding to refer to the above concepts, while making the number of shares
explicit.

2.4. Circuit compilers

A circuit compiler transforms an input circuit C' into a functionally equivalent circuit c working on
encoded variables in order to satisfy some security properties. In the following definitions, poly(+)
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stands for asymptotically polynomial in the argument(s), i.e. poly(ai,as) = O(aj*as?) for some
constants ey, es.

Definition 3 (Circuit Compiler). A circuit compiler is a triplet of algorithms (CC, Enc, Dec) defined
as follows:

o CC (circuit compilation) is a deterministic algorithm that takes as input an arithmetic circuit
C' and outputs a randomized arithmetic circuit C'.

e Enc (input encoding) is a probabilistic algorithm that maps an input & € K¢ to an encoded input
x e KX,

e Dec (output decoding) is a deterministic algorithm that maps an encoded output y € K™ toa
plain output y € K™.

These three algorithms satisfy the following properties:
e Correctness: For every arithmetic circuit C of input length £, and for every x € K¢, we have

Pr(Dec(a(Enc(a)))) =C(xz)) =1, where C = CC(0).

e Efficiency: For some security parameter k € N, the running time of CC(C) is poly(k, |C|),
the running time of Enc(x) is poly(k, |x|) and the running time of Dec(y) is poly(k, |y|).

The ratio |C|/ |5 | between the size of the original circuit and the size of the output of the circuit
compiler shall be referred to as the complexity overhead of the compiler.

We shall focus on a special kind of circuit compilers which relies on linear sharing of the variables
and replace each gate from the original circuit by a gadget. Such standard circuit compilers are
formally defined hereafter.

Definition 4 (Standard Circuit Compiler). Let x € N be some security parameter and let n = poly (k).
Let {G} be a family of n-share gadgets for the different arithmetic gates (addition, multiplication,
copy, etc.) over K. The standard circuit compiler with sharing order n and base gadgets {G} is the
circuit compiler (CC, Enc, Dec) satisfying the following:

1. The input encoding Enc applies a n-share linear encoding to each input of the circuit.
2. The output decoding Dec applies the linear decoding mapping to each output of the circuit.

3. The circuit compilation CC consists in replacing each gate in the original circuit by an n-share
gadget with corresponding functionality from the base {G}, and each wire by a set of n wires
carrying a linear sharing of the original wire. If the input circuit is a randomized arithmetic
circuit, each of its random gates is replaced by n random gates (thus producing an n-linear
sharing of a random value).

For such a circuit compiler, the correctness and efficiency directly follows from the correctness and
efficiency of the gadgets from {G}. In particular we have |C| < |C| - max |G|, namely the complexity
overhead of the standard circuit compiler is the complexity of its largest base gadget.

We shall further consider standard circuit compiler making use of so-called refresh gadgets. Formally,
a refresh 1-to-1 gadget is a gadget for the identity function. One usually expect some security
properties from a refresh gadget such as the uniformity which holds when the output sharing is
uniform and independent of the input sharing. But as we will see along this thesis, further security
notions are desirable for the refresh gadget.

Definition 5 (Refreshing). A standard circuit compiler with refreshing is defined for a base of n-share
gadgets {G} together with an additional refresh gadget:

o In a standard circuit compiler with partial refreshing, the compilation CC further inserts refresh
gadgets at carefully chosen location in C.

o In a standard circuit compiler with full refreshing, the compilation CC further inserts a refresh
gadget at the output of every gadget of C.
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2.5. Simulation-based security notions

Along this thesis, a simulator should formally refer to a probabilistic algorithm. We use this terminology
when the purpose of this algorithm is to produce an output which simulates a given distribution.

Simulation-based security notions consider an adversary that can gain access to a certain number
of leaking wires in a circuit C' taking an encoded input Enc(x) and working on encoded values. While
the topology of those leaking wires depend on the considered leakage model, all the simulation-based
security notions introduced hereafter rely on the fact that those leaking wires can be (perfectly)
simulated without any knowledge on the plain output. Formally, given any distribution D, of the
plain input x, those security notions require the existence of a simulator which outputs a distribution
identical (or at least statistically close to) the assignment of the leaking wires of C' on input Enc(x)
(where « is not input to the simulator).

In the following definitions, we shall consider an encoding Enc mapping K’ to K¢ for some 0 €N,
a randomized arithmetic circuit C' with input space KY (output space of the encoding), and a
distribution D, defined over K* (input space of the encoding). Those definition spaces are left implicit
for the sake of simplicity.

Definition 6 (Probing Security). A randomized arithmetic circuit C is t-probing secure w.r.t. an

encoding Enc if there exists a simulator Sim which, for every set W C Wires(C), with [W| < t, and
for every distribution Dy, satisfies

Sim(W) = AssignWires(CA', W, Enc(z))
where x is randomly sampled from Dy.

Definition 7 (Region Probing Security). A randomized arithmetic circuit C is r-region probing
secure w.r.t. an encoding Enc if there exist a circuit partition (C1,Ca,...,Cp) = C and a simulator
Sim which, for every sequence of sets Wi C Wires(C1), Wa C Wires(Cs), ..., Wy, C Wires(Cy,),
with IW;| < [r|Cs], and for every distribution Dy, satisfies

Sim(W) £ AssignWires(C, W, Enc(x)) ,

where W =Wy UWa U...UW,, and x is randomly sampled from Dy. The parameter r is the probing
rate tolerated by C.

While the above definitions apply to a randomized arithmetic circuit (with respect to an encoding),
they naturally extend to circuit compilers as follows.

Definition 8. A circuit compiler (CC, Enc, Dec) is {t-, r-region} probing secure if for every arithmetic
circuit C, the circuit C = CC(C) is {t-, r-region} probing secure with respect to Enc.

Note that the above definitions consider perfect (region) probing security in the sense that the
simulator is required to output a perfect simulation of the wire assignment. They naturally generalize
to statistical (region) probing security for which the simulation is only required to be statistically
close to the wire assignment, i.e.

Sim(W) ~. AssignWires(C, W, Enc(z)) ,

for some parameter € (which should be negligible in the security parameter). In that case, we shall
refer to these notions as (¢,¢)-probing security and (t, €)-region probing security.

The random probing security notion introduced hereafter is statistical in nature. Informally speaking,
in the random probing model, each wire of a circuit C' leaks its value with probability p (the leakage
probability), all these leakage events being mutually independent. To formally define the random
probing security notion, let us first introduce the leaking-wires sampler. For a leakage probability
p € [0,1] and a randomized arithmetic circuit C, it outputs a set W, denoted as

W LeakingWires(é,p) ,
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where W is constructed by including each wire from the circuit C with probability p to W (where all
the probabilities are mutually independent).

Definition 9 (Random Probing Security). A randomized arithmetic circuit C is (p, €)-random probing
secure w.r.t. encoding Enc if there exists a simulator Sim which, for every distribution Dy, satisfies

Sim() ~ (AssignWires(C, W, Enc(z)) , W) ,

where W is randomly sampled from LeakingWires(@,p) and x is randomly sampled from Dy.

Remark 1. For the constructions described in this thesis, the simulator shall always sample W from
LeakingWires(C, p), and thus get a perfect distribution for W, from which it then attempts to simulate

AssignWires(C', W, Enc(x)). For the sake of simplicity and without loss of generality, we shall therefore
make the W output of the simulation implicit and aim for a simulator achieving

Sim() =~ AssignWires(é’, W, Enc(z)) .
Here also, we obtain a random probing security definition for compilers as follows.

Definition 10. A circuit compiler (CC, Enc, Dec) is (p, €)-random probing secure if for every arithmetic
circuit C, the circuit C = CC(C) is (p,|C| - €)-probing secure with respect to Enc.

Remark 2. The above security definitions consider the stateless model in which the compiled circuit
has no memory. They can be naturally extended to the stateful model by considering circuits with
memory (see formal definition in [ISW03]). In the stateful model, the circuit has a persistent memory
from one invocation to another, and the compiled circuit is required to remain secure in the presence
of {t-probing, r-region probing, (p,e)-random probing, ...} leakage for each invocation. This model, is
relevant to the practical context of a cryptographic implementation for which a key must be stored
in memory. We note that secure compilers for the stateless model can generally be extended to the
stateful model. In a nutshell, one applies refreshing of the state encoding from one invocation to
another (see for instance [Corl4, Section 4]). This might be at the cost of a slight degradation of the
achieved security: for instance the probing secure schemes of [ISW03, Cor14] loose a factor 2 in terms
of tolerated probes while turning to the stateful model.
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3.1. Introduction

Masking is one of the most (if not the most) widely deployed countermeasure against power and
electromagnetic side-channel attacks. Many masking schemes have been designed to efficiently protect
cryptographic implementations following the discovery of these attacks in the late nineties. However,
for more than a decade, the proposed schemes were restricted to first (or low) masking orders which
only provide limited security guaranties. In [RP10] we have shown how the private circuits construction
of Ishai, Sahai and Wagner [ISW03] could be instrumental to design efficient masking schemes with
arbitrary security orders. We applied this approach to the specific case of AES and showed in a
subsequent work how to generalize it to further ciphers [CGPT12].

This chapter revisits these works. We first provide some background on the concept of masking as
side-channel countermeasure in Section 3.2 and outline the Ishai-Sahai-Wagner (ISW) construction in
Section 3.3. We then present in Section 3.4 the masking approach suggested in [RP10] which consists
in generalizing and tightening the ISW scheme in view of its efficient implementation. This approach
notably raises the issue of mask refreshing which is further discussed with an overview of relevant
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follow-up works. Finally, Section 3.5 describes the efficient application of ISW-based masking to
AES [RP10] and to further block ciphers [CGP112].

3.2. Masking

3.2.1. Principle

Soon after the publication of the differential power analysis (DPA) [KJJ99], masking was suggested as a
possible countermeasure in different works. It was patented by Kocher, Jaffe and Jun [KJJ98a, KJJ98b)
and further independently published by Chari, Jutla, Rao and Rohatgi in [CJTRR99] as well as Goubin
and Patarin in [GP99].

The principle of masking is to randomize the intermediate variables processed by a cryptographic
algorithm in order to break the statistical dependence between these data and the (mean) side channel
leakage. To be specific, DPA exploits the difference of means E(T' | x =0) # E(T | z = 1), where T
is a leakage trace and x is a bit processed by the target implementation which can be predicted by
guessing a small part of the key (e.g. a byte). Note that this difference is not expected to occur in
every sample of T but in the leakage points corresponding to the processing of z. Now masking the
implementation consists in replacing every processing of such bit x by a pair of variables « & r and r,
where 7 is a uniformly drawn random bit. Some points of T" will then depend on z & r, other points
will depend on r, but the randomness of r ensures that no point of 7" depends on z anymore which
yields E(T' | 2 =0) = E(T | z = 1) and prevents DPA.

A shortcoming of first-order masking, which relies on a single mask r, is its vulnerability to second-
order attacks. Although no point in the leakage trace T' depends on some predictable bit z anymore,
some pairs of points are jointly dependent of . In other terms, the (multivariate) second-order moment
of T depends on x. This dependency can be exploited through a second-order attack combining the
leakage on x @ r together with the leakage on r (see for instance [Mes00, OMHT06, PRB09]).

3.2.2. Higher-order masking

In order to reach higher-order security, a natural idea is to increase the number of masks or equivalently
to rely on secret sharing [Sha79]. Specifically, every sensitive intermediate variable x processed during
the cryptographic computation is randomly split into n shares 1, ..., £, which satisfy a completeness
relation:

r=x1+ -+ Ty, (3.1)

over some additive finite group or field. To share a variable, n — 1 shares are randomly drawn while
the remaining one is derived to satisfy the above relation. Such linear sharing is the most common
choice but other masking relation might be preferred in some contexts (see for instance Chapter 7).

Although such an n-sharing (a.k.a. (n — 1)-order masking) might be vulnerable to a side-channel
attack of order n, it can be argued that the sharing order n provides a sound security parameter
against side-channel attacks.

3.2.3. Soundness of masking

The security of higher-order masking in the presence of noisy leakage was formally argued in the
pioneering work of Chari, Jutla, Rao and Rohatgi in [CJRR99]. They assume a simplified but
still relevant leakage model in which a bit = is masked as n random shares z1, ..., x, satisfying
Equation 3.1, and an adversary is given a noisy leakage L; = x;+ N; on each share, where N; < N(0,0)
is a random Gaussian noise of standard deviation o. Under this leakage model, the authors show that
the number of samples required by any adversary to distinguish the distribution (Lq,...,L, | z = 0)
from the distribution (L1, ..., L, | = 1) is lower bounded by ¢"*? where § = 4loga/logo for a
success probability a. In other words, extracting some information from such (static) noisy leakage of
the shares is exponentially difficult in the sharing order n (where the base of the exponentiation is
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related to the amount of noise in the leakage). One can further argue about the practical difficulty of
locating the n different leakage points corresponding to the target shares among the many samples
composing a leakage trace, and which are subject to jittering. The combination of these theoretical and
practical arguments make the sharing order a sound security parameter for a masked implementation.

3.2.4. Masking schemes

We call masking scheme an algorithm which applies the masking principle to some specific (crypto-
graphic) comoputation, namely which performs the computation while solely manipulating shared
variables. The goal of such a masking scheme is to be complete, i.e. ensuring that the masked process
computes the correct output (once unmasked), while preserving some security property. In particular,
a masking scheme is said t-th order side-channel secure if it ensures that any ¢-tuple of intermediate
variables is statistically independent of the algorithm data (e.g. input and secret key). We stress that
this security property is equivalent to the probing security in the circuit model formalized by Ishai,
Sahai and Wagner in [ISW03] which is recalled hereafter.

Following the publication of the DPA attack and the principle of masking, many first-order
masking schemes have designed targeting various algorithms and implementation contexts, see for
instance [GP99, Mes01, AG01, BGK04, OMPRO5]. A first attempt to design a generic (higher-order)
masking scheme was made by Schramm and Paar in [SP06] but we showed in a joint work with Coron
and Prouff that it was actually vulnerable to attacks of order 2 and 3 [CPRO7]. We further designed
a masking scheme achieving second-order security in a joint work with Dottax and Prouff [RDPO0S|
but its generalization to higher orders was still open at that time, which was addressed by Coron
meanwhile [Corl14].

In the rest of this chapter, we show how we filled this gap in our works [RP10, CGPT12] by relying
on the ISW construction [ISW03].

3.3. Ishai-Sahai-Wagner (ISW) construction

In their pioneering work [ISWO03], Ishai, Sahai and Wagner designed the first circuit compiler achieving
what they formalized as t-probing security. In a nutshell, they showed how to compile any Boolean
circuit into a new randomized circuit tolerating up to t probes on its wires without leaking any
information about the processed data.

3.3.1. The ISW circuit compiler

The ISW scheme applies to Boolean circuits composed of AND and NOT gates, which is enough
to represent any Boolean circuit. Each single wire of the original circuit is replaced by n wires
carrying an n-sharing of the original variable. Each NOT gate is replaced by a NOT gadget which
simply consists in applying a NOT gate to one of the input shares. Correctness simply follows since
NOT(xz) = NOT(z1) @ x2 - - - ® x,, for any sharing (x1,...,z,) of z. Each AND gate is replaced by an
AND gadget defined as follows.

Let x,y € Fy and let z = AND(z,y) = xy. From two sharings (z1,...,2zy) and (y1,...,y,) of  and
y, we want to compute a sharing (z1,...,2,) of z. The AND gadget consists of the following steps:

1. For every 1 < i < j < n, draw a random bit r; ;.
2. For every 1 < i < j < n, compute rj; = (r; ; ® z;y;) B x,y;.
3. For every 1 < i < d, compute z; = x;y; B @j# T

In the above process, the use of brackets indicates the order in which the operations are performed,
which is mandatory for security of the scheme.
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The completeness of the solution follows from:

@Zi = @ (xlyl 2] @ﬁ,j) = @ (xlyl 2] @ﬁ,j 53] @(Tj,i S xy; O zjyl))

[ VE 7 J>1 i<t

3.3.2. Probing security

Consider a Boolean circuit C' and its encoded version C produced by the ISW compiler with parameter
n =2t + 1. Ishai et al. show that C achieves t-probing security (see formal definition in Section 2.5).
Let w € [s] denote a wire index, where s = |C/| is the number of wires in C, let * denote the variable

carried by the wire of index w € [s] in C, and let * = (x¥,...,z?) be the sharing of * which is an

n
input/output sharing of some gadget in C. The proof of Ishai, Sahai and Wagner consists in showing
that any wire on C can be perfectly simulated from the shares (2} )wels) and (z¥)ye[s) for two indices
i,j € [n]. Any tuple of ¢ wires can hence be jointly simulated from (z{"),e[s,icr for a set I C [n]
containing at most 2¢ < n share indices. The uniform property of the sharings * implies that all
these shares can be perfectly simulated with fresh and independent random bits. In other words, any

tuple of ¢ wires can be perfectly simulated independently of the plain variables (z;").e[s-

3.4. Efficient ISW-based masking schemes

3.4.1. Generalization to arithmetic circuits

We first note that although described for Boolean circuits made of AND and NOT gates, the ISW
scheme can be generalized to work on any field K with further arithmetic gates. Specifically, we
consider arithmetic circuits over K made of addition gates, subtraction gates, multiplication gates
and constant gates. Additionally, we consider gates computing K-linear maps, namely functions
f: K¢ — K™ such that f(x +y) = f(x) + f(y) (addition and subtraction are particular cases of
linear K-linear maps from K2 to K).

The generalized compiler represents each variable x of the original circuit by a random n-sharing
(z1,...,2,) € K™ and each gate is replaced by a corresponding gadget defined as follows:

o Addition gadget. Given two n-sharings @ = (z1,...,2,) and y = (y1,...,Yn), the addition
gadget outputs
c+y=(x1+Y1, - Tn+Yn) -
This is done via n addition gates processing each share separately.
e Subtraction gadget. Given two n-sharings @ = (z1,...,z,) and y = (y1,. .., yn), the subtraction
gadget outputs
Tr—Yy= (xl_ylv'”vxn_yn) .
This is done via n subtraction gates processing each share separately.

o Linear gadget. More generally, given a K-linear map f : K¢ — K™ and ¢ input sharings
) = (#])icn), with j € [{], the linear gadget for f outputs m sharings yk = (yf)ie[n], with
k € [¢], such that
Wy = flal,. 7))
for every i € [n]. This is done via n linear gates for f processing each share index separately.

e Constant gadget. Given a constant ¢ € K the constant gadget outputs (c,0,...,0) € K™. This
is done via n constant gates.

e Random gadget. The random gadget is simply made of n random gates and outputs a uniform
random n-tuple (rq,...,7,), or equivalently a uniform n-sharing of a random value r.
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o  Multiplication gadget. The multiplication gadget is similar to the AND gadget described above.
This ISW multiplication gadget is depicted in Algorithm 1.

Algorithm 1 ISW multiplication gadget

Input: Sharings © = (21,...,2,) € K" and y = (y1,...,yn) € K?
Output: Sharing z = (z1,...,2,) s.t. >,z = (O, ) (O, vi)

1: fori=1...ndo

2 for j=i+1...ndo

3 ’I"i’j(*K

4 T < (:cl “Yi — ri,j) —+ TjY;

5: fori=1...n do

6 Zi < T;Y;

7 for j=1...nwith j#ido z + 2z + 71
8

: return (z1,...,2,)

3.4.2. Tighter proof for the ISW multiplication gadget

Besides the above generalization, we also suggest in [RP10] that the probing security of the ISW
scheme could be made tighter and actually optimal. Namely, we aim at achieving ¢-probing security
using n-sharings with n = ¢ + 1. We show that the ISW multiplication gadget achieves this tight
probing security assuming that the two input sharing  and y are mutually independent.

Theorem 1. Let x = (z1,...,2,) and y = (y1,...,Yn) be two n-sharings. For any tuple of wires
w = (wy,...,w) of the ISW multiplication gadget (Algorithm 1) on input x and y, there exist two
sets I C [n] and J C [n] with |I],|J| <t such that w can be perfectly simulated from x|r and y|;.

The proof given in [RP10] (see Appendix A) follows the outlines of the proof of Ishai et al. but
instead of building a single set I which gets two indexes per probe, we build two sets I and J (one
per input sharing) each of which gets (at most) one index per probe.

We stress that the above theorem does not prove the tight probing security of the generalized
ISW compiler. Without further precaution, we could face the case of an ISW multiplication gadget
taking as input a sharing = (z1,...,x,) and a sharing y = (f(z1),..., f(zy)) for some linear map
f K —= K (or simply & = y as a special case). In such a context, a perfect simulation of ¢ probes on
the multiplication gadget would require ¢ shares from @ and ¢ shares from vy, which is 2¢ shares from
x. Then we would get the same non-tight probing security as the original ISW scheme. To circumvent
this issue, we suggested in [RP10] to use gadgets that refresh one of the input sharings to deal with
cases of dependency between the input sharings.

3.4.3. Refresh gadgets and the composition issue

We propose in [RP10] the refresh gadget depicted in Algorithm 2. It simply consists in remasking n— 1
out of n shares with n — 1 fresh random masks and accumulating the sum of masks in the last share.
It is not hard to show that for any input sharing @, Algorithm 2 outputs a fresh uniform sharing of
the same value. Thanks to this property, and as a corollary of Theorem 1, the ISW multiplication of
x and Ggr(y) is tightly probing secure (i.e. t-probing secure with ¢t = n — 1) whatever the previous
relation between the sharings « and y.

Although this tight probing security holds at the scale of the multiplication gadget, it unfortunately
falls at the global scale. In other words, the refresh gadget depicted in Algorithm 2 is insufficient
to ensure the composition security of the proposed approach. We indeed showed in a joint work
with Coron, Prouff and Roche [CPRR14] that the composition Gg(x, Gr(G¢(x))) is not tightly
probing secure, with G being the ISW multiplication gadget, Gr being our simple refresh gadget
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Algorithm 2 Simple refresh gadget

Input: Sharing z = (z1,...,z,) € K"
Output: Sharing y = (y1,...,¥n) st. D, ¥ =D, %

f(Wsee o Yn) < (@1, T0)
cfori=1...n—1do

1

2

3 r; +— K

4: Yi— Y+ 715

5 Yn <= Yn — T4

6: return (y1,...,Yn)

(Algorithm 2) and Gy being a linear gadget. Specifically, by probing f"T_ll variables from Gg as well
as 1 variable from from Gg, one can recover some information about the plain variable. We further
show that this flaw can be avoided by defining a new ISW-like gadget for a function of the form
x+— x- f(z), where f is a K-linear map. This gadget then comes as a replacement of the composition
Gg(x, GrR(Gf(x))) while achieving tight probing security. But the tight probing security of a more
global (and possibly complex) composition was left open in our work [CPRR14].

A more general alternative consists in using the ISW multiplication gadget as a refresh gadget. The
principle which was originally suggested in [DDF14] consists in evaluating Ggr : @ — Gg(z, (1,0,...,0))
where Gg is the ISW multiplication. By definition, the output Gr() is a fresh sharing of the variable
encoded by x. Note that this refresh gadget does not formally require the evaluation of an ISW
multiplication but can instead be computed as depicted in Algorithm 3.

Algorithm 3 ISW refresh gadget
Input: Sharing x = (z1,...,2,) € K"
Output: Sharing y = (y1,...,¥n) st D, ¥i =D, %

1 (y17~-~7y'n) — (xla-”axn)
2: fori=1...ndo

3 forj=i+1...ndo
4: ’I’i’j(—K
5
6

Yi <= Yi + 745

: Yj Y —Tiy
return (y1,...,Yn

The issue of secure composition of masking gadgets (with tight probing security) was addressed in
the subsequent work of Barthe, Belaid, Dupressoir, Fouque, Grégoire, Strub and Zucchini [BBD'16].
They notably introduce the notion of strong non-interference (SNI) for a masking gadget, which
makes it inherently composable to achieve tight probing security. They show that several ISW-based
gadgets (specifically, the ISW multiplication gadget, the ISW refresh gadget, and our ISW-like gadget
for x — - f(x) functions) all satisfy the SNI property. They further describe a tool maskComp which
automatically places refresh gadgets in order to ensure the tight probing security of the composition.
However, this placement is overconservative and might insert more refresh gadgets than necessary.

Another conservative and systematic approach that we suggested in a joint work with Goudarzi [GR17]
consists in applying an ISW refresh gadget to one input sharing of every multiplication gadget in the
circuit. We conjectured that such an approach provide a tight probing secure composition. We were
able to formally prove this conjecture in a follow-up work with Belaid and Goudarzi [BGR18] and
to further develop an exact verification tool for the placement of refresh gadgets in an ISW-based
masked circuit.
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3.5. Efficient application to block ciphers
3.5.1. Masking block ciphers

We consider SPN-like block ciphers! which iterate a round function made of a key addition, an s-box
layer and a linear layer. Such a structure is a widely used to design symmetric ciphers: among others,
DES [FIP99Db], AES [AES01] and the SHA3 permutation [FIP99a] are SPN-like block ciphers in this
sense. Such a cipher transforms an input plaintext into an output ciphertext through the repetition
of a key-dependent permutation, called the round transformation. Such a round transformation looks
like pg, : © — Ao~y(x+ k), where @ in the input state, k is the round key, A is a K-linear map for some
field K, « + k is the addition on the same field, and ~ is a non-linear layer. The latter usually consists
of the parallel application of a function S called the s-boz: 7 : (z1,...,x5) — (S(z1),...,S(xs)). The
s-box is the only non-linear ingredient in such a cipher. Usually, the base field K is an extension of
Fs, say K = Fom for some m and the s-box S is an invertible m-bit mapping.

While applying the general ISW-based masking approach described in Section 3.4 to such a cipher,
the linear layer and the key addition are easily dealt with using sharewise linear gadgets. The efficient
implementation of the s-box on the other hand is more tricky. We address this issue hereafter, first
for the special case of AES and then for any s-boxes.

3.5.2. Application to AES

The AES cipher [AES01] follows the above structure over the base field Fa56. Specifically, the AES state
is composed of 16 elements of Fa56 and the linear layer is defined as a linear map (Fas6)'% — (Fa56)16.
We can therefore naturally apply the ISW-based masking approach described in Section 3.4.

Masking the s-box. The AES S-box is defined as the composition of an affine transformation with
the power function = — 2% over Fos. The affine transformation is an Fas-linear map with a constant
addition, which simply gives rise to a linear sharewise gadget (and a constant gadget).

For the exponentiation, a possible idea is to decompose = — 22°* into a sequence of multiplications
by applying an exponentiation algorithm (e.g. the square-and-multiply algorithm). Such an approach
was previously used to design a first-order masking scheme for AES [BGK04]. However, we can do
better here by observing that squaring is a linear map on Fas. In other words, any sharing (z1,...,z,)
of x € Fys satisfies:

x%—}—...—i—xizmz .
The square operation can hence be masked using a linear sharewise gadget. This observation further
holds for any power of 2 since 7" + ...+ x2" = z?" for every m € N.

Our masking of the AES s-box hence relies on sharwise gadgets for squares, and more generally for
functions z — 22", and on ISW multiplication gadgets for standard non-linear Fys multiplications.
From a complexity viewpoint, and for an increasing order n, most of the computation is devoted to
the multiplication gadgets, which involve O(n?) operations and random generations, whereas the
linear gadgets only involve n applications of the original operation. For the sake of efficiency, we aim
at minimizing the number of multiplication gadgets in our computation of x — 22%% while tolerating
a broader used of squaring.

It can be checked that an exponentiation to the power 254 on the field Fos requires at least 4
non-linear multiplications (this is argued in Section 3.5.3). Algorithm 4 achieves this lower bound
and requires few additional squares. Algorithm 5 depicts the corresponding masked algorithm where
Gg denotes the ISW multiplication gadget, Gr denotes a refresh gadget (see Section 3.4.3), and
G(.y2m denotes a sharewise gadget for the z — 22" linear map. We note that this algorithm achieves
tight probing security when Ggr is the ISW-based refresh gadget (Algorithm 3) which was shown
in [BBD*16].

LSPN meaning substitution-permutation network.
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Algorithm 4 Exponentiation to the 254 Algorithm 5 Masked exponentiation
Input: = € Fosq Input: Sharing x of x € Fasg
Output: 2% Output: Sharing y of y = 2245

1z + a2 >z = z? Lz < Gy2(x)

2 Yz by=a3 2: y + Gg(x,Gr(2))

3wyt >w = z'? 3w+ Gy(y)

4 y+y-w >y =a' 4: y <+ Gg(y,Gr(w))

T T >y = 2240 5y Grye(y)

6: Yy w >y = 2252 6: Yy < Gg(y,w)

T Yy z >y =225 7.y Ggly, z)

8: return y 8: return y

3.5.3. Efficient decomposition of any s-boxes

As explained above, the linear layer and key addition in an SPN-like cipher can be easily masked with
sharewise gadgets. The s-box on the other hand might be a random-looking m-bit mapping without
particular structure (unlike the AES s-box). We explain hereafter how to derive an efficient masking
for any s-boxes.

We first note that a function S from {0,1}™ to {0,1}™ has a polynomial representation on the field
Fom, that is

2™ —1
S:z € Fom — Z a;x’ . (3.2)
i=0
The coefficients a; of this polynomial representation can be obtained from the look-up table of S
by applying Lagrange interpolation theorem. The polynomial representation of the s-box can be
straightly evaluated based on four kinds of operations over Fom: additions, scalar multiplications (i.e.
multiplications by constants), squares, and regular multiplications (i.e. of two different variables).
In the masked setting, the latter operation gives rise to an ISW multiplication gadget, while all the
former ones are Fom-linear which can be efficiently evaluated through sharewise gadgets.

While the above observation already provides a masking scheme for any s-box, a trivial evaluation
of Equation 3.2 results in a high number of (inefficient) non-linear multiplications. This leads us to
the definition of the masking complezity of an s-box [CGP*12] (a.k.a. non-linear complezity [CRV14])
as the minimal number of nonlinear multiplications required to evaluate its polynomial representation.
We note that the masking complexity of an s-box is invariant when composed with F5*-affine bijections
in input and/or in output. In other words, affine equivalent s-boxes have the same masking complexity.

We address hereafter the issue of finding polynomial evaluations of an s-box that aim at minimizing
the number of nonlinear multiplications. Those constructions will enable us to deduce upper bounds
on the masking complexity of an s-box. We first study the case of power functions whose polynomial
representation has a single monomial (e.g. the AES s-box). For these functions, we exhibit the exact
masking complexity by deriving addition chains with minimal number of nonlinear multiplications.
We then address the general case and provide efficient heuristics to evaluate any s-box with a low
number of nonlinear multiplications.

The case of power functions. We first consider s-boxes for which the polynomial representation is
a single monomial. These s-boxes are usually called power functions in the literature. We describe a
generic method to compute the masking complexity of such s-boxes. Our method involves the notion
of cyclotomic class.

Definition 11. Let o € [0;2™ — 2]. The cyclotomic class of a is the set C,, defined by:
Co ={a-2"mod 2™ —1; i € [0;m — 1]}.

The study of cyclotomic classes is interesting in our context since a power x® can be computed from
a power 7 without any nonlinear multiplication if and only if & and f lie in the same cyclotomic
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class. Hence, all the power functions with exponents within a given cyclotomic class have the same
masking complexity.

To compute the masking complexity for an element in a cyclotomic class, we use the following
observation: determining the masking complexity of a power function x — z® amounts to find the
addition chain for o with the least number of additions which are not doublings (see [Knu88] for an
introduction to addition chains). This kind of addition chain is usually called a 2-addition chain. Let
(;); denote some addition chain. At step i, it is possible to obtain any element within the cyclotomic
classes (Ca,);j<i using doublings only. As we are interested in finding the addition chain with the least
number of additions which are not doublings, the problem we need to solve is the following: given
some « € C,, find the shortest chain Cy, = Co, = -+ = C4, where Cy, = Cy, C,, = C, and for
every 1 € [1; k], o; € (Uj<i O(,]) + (Uj<i Ooz,)

We shall denote by M the class of exponents « such that x — 2 has a masking complexity equal
to k. The family of classes (M}") is a partition of [0;2" — 2] and each M}" is the union of one or
several cyclotomic classes. For a small dimension m, we can proceed by exhaustive search to determine
the shortest 2-addition chain(s) for each cyclotomic class. We implemented such an exhaustive search
from which we obtained the masking complexity classes M7* for m < 11 (note that in practice most
s-boxes have dimension m < 8). The results are provided in [CGP*12] (see Appendix B).

Interestingly, the inverse function x — x>" —2 related to the cyclotomic class Cyn-1_; always has
the highest masking complexity. In particular, the inverse function x — 225 (for m = 8) used in the
AES has a masking complexity of 4 (as claimed in Section 3.5.2).

Heuristics for general s-boxes. We describe hereafter some heuristics for minimizing the number
of non-linear multiplications in the evaluation of an s-box without assuming anything about its
mathematical structure (i.e. with possibly random coefficients in its polynomial representation).

Cyclotomic method. Let ¢ denote the number of distinct cyclotomic classes of [0;2™ — 2]. The
polynomial representation of S can be written as:

S(x) = ao + agm 12 ' + Z Qi) , (3.3)

i=1

where the ;s are polynomials each composed of powers from a single cyclotomic class Cy,, namely we

can write Q;(z) = _; a; ;v%? for some coefficients a; ; in Fam. Let us then denote L; the linearized
polynomial L;(z) = >, a; ;&% which is a F§'-linear function of z. The cyclotomic method simply
consists in deriving the powers 2% for each cyclotomic class Cy, as well as 22" ~1 if agm _; # 0, and
in evaluating Equation 3.3 with Q;(x) = L;(z“¢). The powers £ can each be derived with a single
nonlinear multiplication. This is obvious for the «; lying in M7*. Then it is clear that every power
x® with a; € M | can be derived with a single multiplication from the powers (xo“)a,ieMkm. The
power 22" ~! can then be derived with a single nonlinear multiplication from the power 2" ~2. The
cyclotomic method hence involves a number of nonlinear multiplications equal to the number of
cyclotomic classes, minus 2 (as #° and x! are obtained without nonlinear multiplication), plus 1 (to
derive 22" 1),

Parity-split method. This method is composed of two stages. The first stage derives a set of powers
(27) ;<4 for some q. The second stage essentially consists in a recursive application of the following
equation (known as Knuth-Eve polynomial evaluation [Knu62, Eve64)):

Q(z) = Q1(2%) + Q2(2*)z (3-4)

where for any polynomial @ of degree ¢, there exist two polynomials @ and Q3 of degree at most [t/2]
satisfying the above equation. The parity-split method consists in applying Equation 3.4 recursively r
times. Those recursive calls involve 2" — 1 non-linear multiplications and the obtained polynomials
are linear combinations of the powers (szj)ij,,ﬂ_1 which can be derived with 2™~"~! — 1 non-
linear multiplications. A detailed description of the method is provided in our paper [CGP12] (see
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Appendix B). We obtain a total number of non-linear multiplications of:

min (2" 427) —2 =

3.2/2)=1 _ 9 if p is even,
og<r<n

o(n+1)/2 _ 9 if n is odd.

where the minimum is reached for r = [ % ].

CRV method. In a follow-up work [CRV14], Coron, Roy and Vivek introduce an improvement of
the cyclotomic method. The so-called CRV method is today the most efficient heuristic evaluation
method to minimize the number of nonlinear multiplications in a random s-box. In a nutshell, the
CRV method consists in representing an s-box S as

S(@) = Y Pia) - @ila) + Pue) (35)

where the P;’s and @Q;’s are polynomials whose monomials belong to #¥ := {2 ; a € L} with L being
the union of several cyclotomic classes. This union set is defined as L = Cp, =0 UCq,=1UC,,U...UC,,
such that for every 7 > 3, o; = o + o, mod 2 — 1 for some j,k < i. This makes it possible to
compute all the monomials in ¥ with ¢ — 2 non-linear multiplications. The total number of nonlinear
multiplications in the evaluation of Equation 3.5 is hence of (¢ —2) + (¢t — 1). It can be shown
that minimizing the number of nonlinear multiplications while ensuring the existence of such a

representation leads to parameters ¢t = /2™ /m and £ & /2™ /m.

Table 3.1 summarizes the masking complexity (a.k.a. nonlinear complexity) achieved by the above
methods on the base field Fom for different values of m.

Table 3.1.: Masking complexity of different evaluation methods.

m = 3 4 5 6 7 8 9 10
Cyclotomic 1 3 5 11 17 33 53 105
Parity-Split 2 4 6 10 14 22 30 46
CRV - 2 4 5 7 10 14 19

Extensions of the CRV method. In some follow-up works, we have extended the CRV method to
different notions of masking complexity arising from different implementation contexts. In particular,
we have considered in [CPRR15] the decomposition of an s-box into a few evaluations of low-degree
functions (for which we define a probing-secure gadgets). We have further proposed in [GR16] efficient
CRV-like heuristics to minimize the Boolean multiplicative complexity of an s-box (with application to
bitslice masked implementations). In [GRVV17] we further generalized this approach to minimize the
number of multiplications on any base field from Fy to Fom. Table 3.2 summarizes the achievements
of these different methods.

Table 3.2.: Masking complexities of different CRV-like heuristics.

m = 4 5 6 7 8 9 10
Fon multiplications [CRV14] 2 4 5 7 10 14 19
Quadratic Fom — Fam eval. [CPRR15] 3 4 5 8 11 17 26
Cubic Fom — Fom eval. [CPRR15] 2 3 3 4 4 - -
Fy multiplications [GR16] 6 11 19 33 56 93 143
F, multiplications [GRVV17] 4 - 12 - 31 - 73
F16 multiplications [GRVV17] 2 - - - 17 - -
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3.6. Conclusion and related works

In this chapter, we have shown how the ISW private circuit framework could be used to design
arbitrary-order masking schemes for cryptographic implementations. Following our first application of
this approach to AES [RP10] and its generalization to any SPN-like block ciphers [CGP*12], many
subsequent works have followed a similar approach to design masking schemes for various algorithms
and contexts. In relation of the issue of refreshing and tight probing security discussed in Section 3.4.3,
a particular line of works has focused on secure masking composition, see in particular [CPRR14,
BBD*16, BGR18, CS20]. Another line of works has focused on the efficient s-box decomposition
and different masking operations, see in particular [RV13, CRV14, CPRR15, GR16, GRVV17], while
dedicated designs of cryptographic primitives amenable to high-order masking have been proposed
in [PRC12, GGNS13, GLSV15, BBB*20, GJK*20]. Alternative probing-secure multiplication gadgets
have further been investigated in [BBP*16, BBPT17, KR18], and probing security has been extended
to capture glitches with the robust probing model [FGPT18, CS21a]. Another important line of
works has focused on building tools to formally verify the probing security of masking gadgets,
see in particular [BBDT15, Cor18, BGIT18, BBC*19, KSM20, CFOS21, BK21]. Efficient low-level
masked implementations and their automatic generation have further been investigated in [MOPT12,
WVGX15, GR17, JS17, GJRS18, BDM™20].

This (non-exhaustive) list of works witnesses that the field of probing-secure masked implementations
has been thoroughly investigated and has reached a certain maturity. Today, several tools have been
developed for the generation of optimized and formally-verified masked implementations achieving
some levels of provable security (in the probing model). From this state of affair, one of the main
challenge that remains to be addressed is to close the gap between the probing model abstraction and
the physical reality of side-channel leakage. This question is explored in the next chapter with the
introduction of a more realistic leakage model, and in the rest of this thesis with the design of secure
masking schemes in this model.
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4.1. Introduction

We have seen in the previous chapter how to design masking schemes achieving arbitrary security
orders in the probing model. However this model (as well as other existing leakage models) does not
give full satisfaction to capture the physical reality of power and electromagnetic leakages. On the
other hand, the later leakages are often moisy in practice and the soundness of masking in the presence
of noise was formally argued in the seminal work of Chari, Jutla, Rao and Rohatgi in [CJRR99]. In
order to capture this intuition in a more general leakage model, we formalized the noisy leakage model
in a joint work with Prouff at Eurocrypt 2013 [PR13]. Compared to the univariate Gaussian model
considered by Chari et al., our model encompasses any type of (noisy) leakage distribution. In this
work, we further demonstrated the soundness of masking in this more general leakage model and
exhibited a proof of security (under some assumptions) for a masked implementation in this model.
Although our proof suffered some limitations, such as the necessity of a leakage-free component and
a linear scaling of the amount of noise, these limitations could be overcome in follow-up works. In
particular, a major result due to Duc, Dziembowski and Faust [DDF14] subsequently shown that the
noisy leakage security of an implementation could be reduced to its (region) probing security.

This chapter survey our definition of the noisy leakage model. After motivating the necessity
of this model in Section 4.2, we recall its formal definition and discuss it relevance in Section 4.3.
We then provide some useful bounds from our initial paper [PR13] in Section 4.4 and overview the
Duc-Dziembowski-Faust reduction in Section 4.5.
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4.2. Motivation

As overviewed in the previous chapter, many works have focused on designing masking schemes
achieving formal security in the t-probing model. In this model, the adversary gets perfect leakage
of exactly ¢ intermediate variables in the computation. Although such a model enjoys some level of
practical relevance (see discussion in Section 3.2) it does not give full satisfaction. In practice a side-
channel adversary gets leakage traces which contain several leakage points from all the intermediate
variables processed in the computation. Such an adversary is clearly out of the scope of the t-
probing model. A particular shortcoming of the probing model is to fail to capture attacks known as
multivariate or horizontal side-channel attacks in which the adversary take advantage of repeated
manipulations of a variable (e.g. a share) in order to average the leakage noise. An implementation
might be perfectly t-probing secure (with possibly high ¢) while being practically insecure against
this type of attacks. We therefore need a model considering some leakage for all the intermediate
variables in order to capture this type of attacks.

A pioneering work towards the formalization of leaking computation was the physically observable
cryptography framework introduced by Micali and Reyzin in [MRO4]. In particular, they formalize the
assumptions that a cryptographic device can at least keep some secrets and that only computation
leaks information (OCLI). In this setting, a cryptographic computation is split into a sequence of
elementary operations that each leaks information on the accessed part of the device state. A few
years later, Dziembowski and Pietrzak introduced the leakage resilient cryptography model [DPOS]
(inspired from the bounded retrieval model [DLWO6]) in which the leakage function f is assumed to
have a bounded range (i.e. taking values in {0,1}* for some parameter \). In this model, an operation
taking an intermediate variable 2 € {0,1} as input leaks f(x) € {0,1}* with A < £. The work of
Dziembowski and Pietrzak had a huge impact and many follow-up works focused on the design of
leakage resilient cryptographic primitives in this model as well as generic circuit compilers (see for
instance [DP08, Pie09, DP10, DF12, GR12]).

752 754 75% 75% 753 7532 753 75% 75% 75 758
Sample (WP1s.)

Figure 4.1.: A power consumption trace of an AES computation.
(Source: ChipWhisperer tutorial — https://wiki.newae.com/).

This model might seem conservative in terms of security since it encompasses leakage functions
with complex structures. Unfortunately, this model also fails in capturing the physical reality of
power and electromagnetic leakages for which the leakage is usually substantially larger than the
secret state (but hopefully does not contain its entire entropy). This is illustrated on Figure 4.1 which
depicts a power consumption trace corresponding to an AES encryption. This trace is composed of
~20.000 points each encoded on several bits. Although the information could be compressed, it would
hardly fit into less that 256 bits (the input size of AES counting the plaintext and the key), thus
invalidating the A < ¢ constraint of the bounded range leakage model. Moreover, such leakage traces
can be made more accurate by increasing the sampling rate of the measurement equipment, resulting
in even heavier traces. This further holds at a smaller granularity: a power or electromagnetic trace
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corresponding to a single CPU instruction might also be made of several points and clearly exceed
the size of the underlying intermediate variable.

In contrast, power and electromagnetic leakages are known to be noisy and several hiding techniques
exist to increase this amount of noise, see for instance [CCD00, SOP04, PM05, HOM06, MOP07,
MSQO07, CK10]. This motivates the definition of a leakage model characterizing this noisy feature.
While the pioneering work of Chari, Jutla, Rao and Rohatgi on the soundness of masking [CJRR99]
(see Section 3.2.3) already considered noisy leakage, it was limited to a very narrow type of leakage
functions of the form f:z € {0,1} — x + N(0,0?) (i.e. with binary input range, univariate leakage,
and Gaussian noise). In the following, we present the noisy leakage definition that we proposed
in [PR13] which encompasses any leakage distribution. The leakage function f, which can take any
form, is characterized through a single parameter (the bias) which captures the amount of noise in
the leakage.

4.3. Noisy leakage definition

4.3.1. Intuition

Our noisy leakage model is a specialization of the physically observable cryptography framework
[MRO4] (and the OCLI assumption) with leakage functions belonging to the class of noisy leakage
functions (as formally defined hereafter). In this model, every step of the processing reveals a leakage
function of the touched part of the device state. The computation is split into several elementary
calculations (in practice, a sequence of few CPU instructions) that each accesses a subpart x of the
device state and leaks a function of x. Starting from the observation that masking is sound when
combined with noise and that many practical solutions exist to amplify leakage noise, we assume the
leakage functions to be noisy. The noisy feature of a leakage function f is captured by assuming
that an observation of f(x) only implies a bounded bias in the probability distribution of x. Namely
the statistical distance between the distributions Pr(z) and Pr(z|f(z)) is bounded by some noise
parameter 6.

Remark 3. We note that a generalization of the bounded range leakage model exists for which the loss in
terms of min-entropy resulting from the leakage is bounded by A, that is Hoo (X |f(X)) — Heo (X) < A1
This generalization introduced in [NS09] has the advantage of being more general (it encompasses
bounded-range leakage functions) and it does not suffer from the limitations exposed above. Moreover,
it was recently shown that this model is essentially equivalent to the bounded range model [BFO™21].
We note that this model is sometimes refer to as the noisy leakage model in the literature, because
it does capture a form of noisy leakage. However, relying on the min-entropy still makes the
underlying leakage assumption strong and imply a separation with our noisy leakage model (as
recently demonstrated in [BFOT21]).

4.3.2. Formal definition

A leaking computation is modeled by a sequence of elementary calculations (g;), accessing a common
memory called internal state. Each elementary calculation reads its input and writes its output on
the internal state. When processed on some input z, an elementary calculation g; reveals f;(z) to the
adversary for some noisy leakage function f;. A noisy leakage function is defined as a function that
takes two arguments: the value x held by the accessed part of the internal state and a random string
p long enough to model the leakage noise. Each execution leaks the values ( filas, pl))l where the z;’s
are the successive intermediate values (from the internal state) in input of the elementary calculations
g;’s and p;’s are fresh random strings. We stress that all the p;’s involved in successive executions are
uniformly and independently drawn (independent noise assumption).

For the sake of simplicity, we shall omit the random string parameter, which leads to the notation
fi(x) where z is the accessed value. Note that f;(x) is not the result of a function but it can be seen

THere Hoo (X |f(X)) is the average conditional min-entropy: Hoo (X|f(X)) = Ey Pr(f(X) = y)Hoo (X |f(X) = y).
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as the output of a probabilistic algorithm. In particular, f;(z) can take several values with a given
probability distribution, and can therefore be considered as a random variable. The noisy property of
f is captured by assuming that the bias introduced in the distribution of a uniform random variable
X given the leakage f(X) is bounded. This is formalized in the next definition:

Definition 12 (Noisy Function). Let X be a finite set and let § € R. A §-noisy leakage function f
on X is a function of domain X x {0,1}?! for some |p| € N such that

BXIY) = 3 Pr(Y =y)- A (X | Y =) <3, (4.1)
yERange(f)

where A is a statistical distance measure, X is a uniform random wvariable over X and where
Y = f(X,R) for a uniform random variable R over {0,1}/°!.

On the notion of statistical distance. The above definition depends on the notion of statistical
distance. In our original definition [PR13], we suggested to use a statistical distance based on the
Euclidean norm (or Ly norm), which is:

[N

Ao(X1; Xo) = ( 3 (Pr(X: = z) — Pr(Xs = x))2)

TeEX

In a follow-up work [DDF14], Duc, Dziembowski and Faust suggested to use L; norm, normalized by
%, which is:
A1 (X713 Xo) = Z |Pr(X, = z) — Pr(X, = z)|
mEX

This choice has the advantage to match the standard definition of statistical distance used in
cryptography and it offers additional advantages discussed in [DDF14]. Let us denote by (81 and fo
the bias measures respectively induced by the statistical distances A; and Ay. From the Lq-Lo norm
inequality, these notions are related as follows:

%B2(X|Y) Bu(X|Y) < «/|X [ Bo(X[Y) . (4.2)

We deduce that a d;-noisy leakage function w.r.t Aj-distance, is also a do-noisy leakage function
w.r.t Ag-distance, with 6o = (1/[X]/2) - 6. On the other hand, a d-noisy leakage function w.r.t
Ao-distance, is also a §1-noisy leakage function w.r.t Aj-distance, with §; = 2d5. We note that for a
small definition space X', the two notions are essentially equivalent.

It was further suggested by Prest, Goudarzi, Martinelli and Passelégue in [PGMP19] to use a
statistical distance notion based on the relative error, specifically:

Are((X | Y =y); X) = max Pr(X =z |Y =y)

TEX Pr(X =x) -1 (4.3)

We note that the above notion of distance is not symmetric and the order of the argument matters:
Arp((X |Y =y); X) # Are(X; (X | Y = y)). Noisy functions based on this distance are referred
to as average relative error (ARE) noisy leakage functions in [PGMP19] since the relative error in
Equation 4.3 is averaged over the distribution of the leakage Y according to Definition 12. The
authors of [PGMP19] argue that using the above notion does not imply a stronger assumption on
the leakage in practice, compared to the definitions based on L, and Lo norms, whereas it has some
advantages for tight security proofs.

On the choice of the uniform distribution. For the above definition of noisy leakage functions
to be sound, we need to specify the distribution of X while bounding 8(X|f(X)), and the uniform
distribution is a natural choice. Of course, this does not constrain the leakage function to only apply
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to uniformly distributed inputs. For a non-uniform variable X and a d;-noisy leakage function f (for
Aj-distance), we obtain the following bound of the bias:?

PL(X|f(X)) < |X[B1(Ux|f(Ux)) = |X][ 01, (4.4)

where Uy denotes a uniform random variable on X. If f is §>-noisy leakage function for the As-distance,
using Equation 4.2, this bound translates to

Ba(X| (X)) < X% Bo(Un|f(Ux)) = |X]3 62 . (4.5)
4.3.3. Discussion

Practical relevance. Our model captures power and electromagnetic leakages since it does not
impose any restriction on the form of the leakage distribution. In all generality, an elementary
calculation processing an value = gives rise to a leakage trace Y (z) which is a multivariate random
variable (a.k.a random vector) following a distribution whose parameters depend on z. In most
practical contexts, this distribution is well approximated by a multivariate Gaussian N (m,%,) for
some parameters m, (mean vector) and 3, (covariance matrix). Such parameters can be inferred
in practice through a profiling of the device, from which we obtain the bias S(X|Y) of the leakage
Y (x) by evaluating Equation 4.1. Of course, this bias should be small enough if we aim to build a
secure implementation tolerating this leakage but this constraint matches a practical requirement:
the noise in the leakage should be high enough to prevent a side-channel adversary from recovering
the processed variable z with overwhelming probability.

We still need to stress that our model makes two implicit assumptions which might not be verified
in practice without further care:

e Data isolation. The OCLI assumption implies that a leakage f;(x;) corresponding to the
elementary calculation g;(z;) only takes as input the touched part of the state z; and not the
previously accessed parts of the state: ..., z;_o, x;—1. In other words, the leakage is assumed
to respect some data isolation between successive elementary calculations. However, physical
effects exist which are likely to break this implicit assumption. In particular, transitions
occurring on memory buses or CPU registers between a previously processed value x,;c, and the
current one x usually leak some information correlated to e, @, which clearly invalidates the
data isolation principle. At the hardware level, glitches further make the leakages of different
successive gates mutually dependent of their respective inputs [MPGO05]. At the software level,
the CPU synchronization tackles the issue of glitches (which can further be avoided in hardware
by the addition of synchronization elements. On the other hand, one should take a special care
to transitions that may occur at many places in the CPU and somehow enforce data isolation
for our model to be valid.

o Independent noise assumption. Our model assumes an independence of the leakage noises
from the successive elementary calculations. Formally, the random tape p; in each f;(z;, p;)
is sampled as a fresh uniform string. Though in practice, if one would cut a leakage trace
into several subtraces corresponding to successive elementary calculations, the noises in the
successive subtraces would hardly be mutually independent. It is indeed known that correlation
exists between successive leakage points, which makes multivariate statistics particularly useful
for side-channel attacks [CRRO3].

Computation granularity. In the OCLI model, a computation is divided into several sub-
computations and the leakage function applies to the input of each sub-computation. In leakage-resilient
cryptography constructions [DP08, Pie09, DP10], such a sub-computation is usually a cryptographic

2To see this, note that £ (X|f(X)) = Zw Pr(X = )z < ch 0z < |X] Zm Pr(Ux = z)d, where we let §; :=
LSS [Pr(Y = y) = Pr(Y = ylX = ).
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primitive, such as a (weak) pseudo random function (e.g. the AES cipher in practice). In contrast,
our noisy leakage model is more suited for a finer granularity: the computation of one cryptographic
primitive is divided into several elementary calculations that each leaks a function of its input. In
other words, while leakage-resilient cryptography addresses the issue of constructing secure protocols
from a cryptographic primitive with limited leakage, our motivation with the noisy model is to address
the provably secure implementation of cryptographic primitives composed of leaking elementary
calculations.

RAM ws. circuit model. Note that in our description, we implicitly assumed that the indexes
(or addresses) of the accessed parts of the internal state throughout the computation are fixed and
data-independent. This notably captures a software program avoiding any data-dependent memory
access (a desirable feature for cryptographic implementations). We stress that in terms of information
leakage, this can equivalently be captured by a circuit model with gate leakage (each gate leaks a
noisy leakage function of its inputs). Our model can be extended to deal with random access memory
(RAM) programs in which the accessed part of the internal state may depend on the data (e.g. a table
look-up). But in that case, one should also consider the address leakage (i.e. the leakage function
should apply to both the address and the read/written data) in order to fully capture the information
leakage of such implementations.

4.4. Some security bounds

We provide hereafter some useful security bounds for noisy leakages. Unless otherwise stated, these
results consider our original definition of noisy leakage functions based on the As-distance (i.e.
A = Ay in Definition 12). The proofs of the following statements are provided in our paper [PR13]
(see Appendix C).

4.4.1. Relation to mutual information

Our notion of bias can be thought of as a measure for the information of X contained in f(X). We
show in the next proposition that it provides an upper bound of the mutual information between X

and f(X).

Proposition 1. Let X be a random variable uniformly distributed over a set X. Let f be a 0-noisy
leakage function. The mutual information between X and f(X) satisfies

Jtd

M1 Y) < X5y (x ) < 012

o (4.6)

4.4.2. Noisy leakage of a shared variable

The next theorem provides a bound of the bias on a variable induced by the noisy leakage of a sharing
of this variable.

Theorem 2. Let X be a uniform random variable over some field K, let (X1,...,X,) be a uniform
sharing of X. Let f1, ..., fn be §-noisy leakage functions defined over K. We have:

The above theorem shows that the bias of X given the leakages on its shares decreases exponentially
with the order n, provided that the initial bias is sufficiently low, namely lower than 1/ m . Theorem 2
can be seen as a generalization of the result of Chari et al. [CJRR99] to any type of noisy leakage
function. It shows that masking provides exponential security in the presence of noisy leakage for any
leakage distribution with sufficient noise, seeing the amount of noise as the inverse of the bias.

Our result can also be interpreted in terms of hardness of distinguishing leakage distributions, as
considered in [CJRR99]. Let F be the randomized function mapping some x € K to the random vector
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(f1(X1),..., fn(X,)) where (Xy,...,X,) is a uniform sharing of z. From Theorem 2, F' is a e-noisy
leakage function with & = |K|26". Now consider the game in which an adversary aims to distinguish
F(z0) from F(z1) for two chosen values xg,z1; € K (this is the game considered in [CJRR99] for K
being Fy and for the specific case of univariate Gaussian leakages). We know that the advantage of
such an adversary is upper-bounded by

A1 (F (o), F(1)) Ay (F(xo), F(Uk)) + A1 (F(Uk), F(x1))
2|K|B1 (Uk|F(Uk))

4K|e = 4|K|*FE o™ .

NN N

where Ay (F(x;), F(Ux)) < |K|B1(Uk|F(Uk)) is obtained from Equation 4.4. We hence get a negligible
distinguishing advantage as the masking order grows.

4.4.3. Noisy leakage of a repeated variable

The next theorem deals with the case of repeated leakages on a variable X.

Theorem 3. Let X be a uniform random variable defined over a finite set X. Let f, ..., f; be
0-noisy leakage functions defined over X with 6 < a/(t|X]) for some o € [0,1]. Then we have:

BX A LX) i) < (Ft)ere)

The bound in Theorem 3 shows that the bias of X given ¢ leakages increases linearly with ¢. A

requirement is that the bias given a single leakage, namely 0, is at least ¢ times lower than ﬁ or
less, namely § < ﬁ for some « € [0,1]. Then the bias of X given ¢ leakages is smaller that A(¢) - §
where ) is an affine function. The value « provides a trade-off between the constraint on ¢ and the
coefficients of A. If @ =1 then A(t) = (e — 1)t + e =~ 1.72 ¢ + 2.72, while A\(¢) tends towards t + 1 as «

approaches 0.

4.5. From probing to noisy leakage security

One year after our formalization of the noisy leakage model, Duc, Dziembowski, and Faust accomplished
a major step towards the design of provably secure schemes in this model [DDF14]. They could show
that proving the security of a scheme in the noisy leakage model is essentially equivalent as proving
its security in the random probing model, which is conceptually much simpler. Thanks to the Chernoff
bound, random probing security can further be obtained from the simpler region probing security (see
Section 2.5 for the formal definition of these probing security notions). We outline the DDF reduction
hereafter.

The random probing model was first used in [ISW03, Ajt11] and formalized by Duc et al. in [DDF14].
It can be seen as a restriction of the noisy leakage model in which leakage functions leak their entire
input with a given probability. These §-random-probing functions (d-identity functions [DDF14]) are
formally defined as follows.

Definition 13. The p-random-probing function s the randomized function ¢ : X — X U {L}
satisfying

p(x) =

{J_ with probability 1 — p (@.7)

x  with probability p

Remark 4. Such a function is a special case of d-noisy leakage function with § = p (for the A;-distance).
To be tighter, a p-random-probing function is a d-noisy leakage function with § = p (1 — ﬁ) < p. For
the As-distance notion of leakage function, a p-random-probing function is a §-noisy leakage function
Withdzp(2—%—|—ﬁ) < 2p.
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The key result of Duc, Dziembowski, and Faust [DDF14] is to show that every noisy leakage function
f can be expressed as a composition f = f’ o ¢ where ¢ is a random-probing function. This enables
to reduce noisy-leakage security to random-probing security.

Lemma 1 ([DDF14]). Let f : X — Y be a §-noisy leakage function with § < Ii?lf\ There exists a

p-random-probing function ¢ : X — X U{L} and a randomized function f': X U{L} — Y such that
for every x € X we have

flx)=f'(é(x)) and p<o-[X]. (4.8)

The reduction. Consider a computation giving rise to a sequence of intermediate variables z1, ...,
xs. This computation is e-secure against §-noisy leakage if there exists a simulator Simy; such that

Ar(Simu (), (fi(z), -, fs(2s))) <€, (4.9)

for any set of d-noisy leakage functions {f;}. This computation is e-secure against p-random probing
leakage if there exists a simulator Sim,,, such that

A1 (Simep(), (d(21), ..., 6(xs))) < €, (4.10)

where ¢ is the p-random-probing function.

We can show that any computation which is e-secure against p-random probing leakage is also
e-secure against J-noisy leakage with 6 = p/|X|. The reduction consists in constructing Simy, from
Sim,p, as follows. Sim,, is first called which outputs a vector (y1,...,ys). Then Simy simply outputs
(fi(y1),---, fl(ys)) where the f!’s are defined such that f; = f! o ¢ which is possible by Lemma 1. By
definition, (y1,...,ys) is e-close to (¢(z1),...,¢(zs)) which implies that (f1(y1),..., fi(ys)) is e-close
to (f1(éd(x1)),- .., fL(d(xs))) which is in turn identically distributed as (f1(z1),..., fs(xs)).

To sum-up we have:
1. d0-noisy leakage security = p-random probing security, for any p < 6/2,
<p/|X],

where X is input space of elementary calculations decomposing the computation. Some ways to
mitigate the loss factor 1/|X| have been suggested in [DFS15, GJR18, PGMP19].

Remark 5. In the original version of Lemma 1, the authors make an additional (weak) assumption
on f so that f’ is efficiently computable in the above simulation.> We note that this requirement is
only necessary for computational security (which requires the simulation to be efficient) and can be
relaxed for statistical security (considering adversaries with unlimited computational power).

2. p-random probing security = J-noisy leakage security, for any §

One step further. In the random-probing model, the total number of leaking operations can be
statistically bounded using the Chernoff bound as suggested in [ISW03, DDF14].

Theorem 4 (Chernoff Bound [Che52]). Consider the §-random probing leakage of a computation
composed of s elementary calculations. The probability that this leakage reveals more than £ > s
variables is upper bounded by

0—65)?
W, s) = exp(— (Hi;s)) . (4.11)
Taking £ = 3ds we get
W, s) = exp ( - %55) . (4.12)

3Precisely, they require that f is efficiently decidable by which they mean that f can be computed in polynomial time
as well as Pr(f(z) = y) for any pair (z,y) € X X ).
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Using the above theorem, any computation e,-secure against t-probing leakage is further e,,-secure
against p-random probing leakage with

p= % and Erpzsp—i—exp(—éds) .

Let us stress that a direct application of the Chernoff bound to a ¢-probing secure circuit C results
in a p-random probing security with p = ©(¢/|C|). Namely, the tolerated leakage probability linearly
scales down with the size of é, which is not satisfactory. This is the motivation to consider region
probing security which requires that each gadget G in the circuit can tolerate up to ¢t probes (see
formal definition in Section 2.5). We then get a p-random probing security with p = ©(r) where
r =t/|G| is known as the probing rate, which is not affected by the total size of C and hence provides
a much tighter reduction. We thus have:

r-region probing security
= p-random probing security, with p = ©(r)
= 0-noisy leakage security, with § = O(p) = O(r)

We observe that, up to constant factors, the probing rate r translates the leakage probability p, which
in turns translates to the bias § in the noisy model. For this reason, we shall jointly refer to those
parameters as the tolerated leakage rate of the implementation. Ideally, we would like this leakage
rate to be constant and as close as possible to 1.

4.6. Conclusion and related works

In this chapter, we have introduced a formal leakage model which arguably captures the physical
reality of power an electromagnetic leakages. In a remarkable follow-up work [DDF14] overviewed in
Section 4.5, Duc, Dziembowski and Faust have shown that the security of an implementation in this
noisy model can be reduced to its security in the conceptually simpler random probing and region
probing models. This reduction motivates the design of new masking schemes achieving these stronger
variants of probing security. This is explored in the next chapters of the present thesis, by first focusing
on secure masking composition in these models and then proposing actual masking schemes achieving
(quasi)constant leakage rates. While Duc et al.’s work unifies our noisy model and probing-like
models, it was recently shown in [BFO™T21] that our noisy model is separated from the bounded range
leakage model [DP08] as well as the “noisy” generalization of the bounded range model [NS09] (which
bounds the loss in min-entropy due to the leakage). Another interesting follow-up work due to Prest,
Goudarzi, Martinelli and Passelegue [PGMP19] has investigated alternative definitions of the bias
metric for noisy leakage functions based on the Rényi divergence. While the noisy leakage model
introduce in this chapter and its generalizations [DDF14, PGMP19] have reduced the gap between
the theory and practice of side-channel security, more research is still to be made to close this gap.
In particular, more investigation is needed to evaluate the noisy leakage functions (and their bias)
observed in practice for common elementary calculations on a wide range of devices. Another related
research direction is to relax and/or practically enforce the ideal hypothesis implicitly made by the
noisy leakage model in terms of data isolation and noise independence.
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5.1. Introduction

As exposed in the previous chapters, the probing security model is widely used to formally prove
the security of masking schemes. Whenever a masked implementation can be proven secure in this
model with a reasonable leakage rate, it is also provably secure in the realistic noisy leakage model
introduced in Chapter 4. In a joint work with Goudarzi, Prest and Vergnaud [GPRV21], we have
introduced a new framework for the composition of probing-secure circuits. Specifically, we have
introduced the security notion of input-output separation (I10S) for a refresh gadget. From this notion,
one can easily compose gadgets satisfying the classical probing security notion —which does not ensure
composability on its own— to obtain a region probing secure circuit. Such a circuit is secure against
an adversary placing up to ¢ probes in each gadget composing the circuit, which ensures a tight
reduction to the more realistic noisy leakage model. This chapter presents the IOS composition
framework. We first introduce the I0S notion as well as the secure composition result in Section 5.2.
In Section 5.3, we then show that a variant of the Battistello, Coron, Prouff and Zeitoun (BCPZ)
refresh gadget [BCPZ16a] achieves IOS security in quasilinear complexity O(nlogn).

5.2. Composition through input-output separation

5.2.1. Input-output separation

We introduce hereafter the input-output separation (I0S) security notion for a refresh gadget, which is
a variant of the input-output linear separability that we originally introduced [GJR18]. We first define
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the notion of uniformity for a gadget which will be a requirement for the IOS notion. These notions
are introduced for v-linear sharings (for which the encoding relation is z = (v, x)) and v-gadgets
(which process v-linear sharings) as formally introduced in Section 2.3.

Definition 14 (Uniformity). Let v € (K*)". A v-refresh gadget G is uniform, if for every x € K",
the output G(x) is a uniform v-linear sharing of (v, x).

In the following, we shall say that a pair of vector (x,y) € (K")? is admissible for a gadget G if there
exists a random tape p (i.e. an assignment of the random gates’ outputs) such that y = GP(x). For an
admissible pair (x,y) and a set W of wires of G, the wire assignment distribution of G in W induced
by (x,y), denoted AssignWires(G, W, z,y) € K", is the random vector AssignWires(G, W, z) (as
introduced in Section 2.2) constrained to y = GP(x), i.e. the wire assignment distribution obtained
for a uniform drawing of p among {p; G, () = y}. We note that for a uniform v-refresh gadget, an
admissible pair is any (z,y) € (K")? such that (v, z) = (v,y).

Definition 15 (Input-Output Separation). Let v € (K*)" and let G be a v-refresh gadget. G is
said t-input-output separative (&-10S), if it is uniform and if for every distribution D 4y sampling
admissible pairs for G and for every set of wires W of G with |W| < t, there exists a (two-stage)
simulator Sim = (Siml, Simg) such that

1. given Simy(W) = (I, J) where I1,J C [n], with [I| < |[W)| and |J| < |W|,
2. and for (z,y) < D(z,y), we have:

Sima(W, |1, y| ) = AssignWires(G, W, x, y)
A v-refresh gadget is simply said to be 10S if it is n-10S.

5.2.2. Composition intuition

The intuition behind the IOS notion can be understood as follows. Any probing leakage from an
IOS refresh gadget can be simulated given a subset of its input shares and output shares. We can
therefore reduce the standard region probing security game to a game in which the refresh gadget
does not leak anything but its surrounding gadgets leak more. The uniformity property then implies
that the leakages from two gadgets separated by a refresh gadget are mutually independent. One can
then achieve a perfect simulation of the full leakage through independent simulations of the separated
leakages from the two gadgets.

This is illustrated on Figure 5.1. The full probing leakage (w;,wg,w2) can be simulated from
(w1,Y|1,Y’| 7, w2). Moreover, the refresh uniformity implies that, given z, the separated leakages
(w1, y|r) and (w2, y’|s) are mutually independent. Therefore, if one can simulate (w1, y|r) on the
one hand and (ws,y’|s) on the other hand, then one can simulate the full leakage.

5.2.3. Composition theorem

The IOS composition approach relies on standard circuit compilation with full refreshing, i.e. inter-
leaving a refresh gadget in output of every operation gadget (see formal definition in Section 2.4).
Specifically, we consider a set {G4} of base gadgets, one per type of gate g, as well as a refresh gadget
GRr. The compilation process replaces each gate of type g by a gadget G, followed by a refresh gadget
GRr. Copy gadgets (which have fan-out 2) give rise to 2 refresh gadgets, one per output copy.

Let us first recall that a circuit composed of gadgets {G;} that jointly tolerates {t;} probes is
r-region probing secure with » = min(¢;/|G;|) (see Section 2.5 for a formal definition of region probing
security). The following composition theorem shows that a standard circuit compiler based on {G4}
and GRr achieves region probing security if Ggr is IOS and if the gadgets {G4} are probing secure.
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Figure 5.1.: Illustration of the IOS property.

e N

Theorem 5 (I0S Composition). Let {Gy4} be tg-probing secure and let Gr be tr-I0S. Then the
standard circuit compiler with full refreshing defined from the base gadgets {G4} and the refresh gadget
GRr satisfies r-region probing security with

t, — 3t t

— 1 97 —_— . -1
T “““(( )y |GR|> (5-1)

The proof follows the intuition given above. Note that for each operation (or copy) gadget, the
sum of fan-in and fan-out is three. This implies that after applying the IOS property to replace
internal probes of refresh gadgets by probes on input/output sharings, each operation gadget G,
has to tolerate 3t probes on its input/output shares (¢ per surrounding refresh gadget) plus its own
probes. The number of its own probes can hence be at most ¢, — 3¢ if the gadget is ¢4-probing secure,
which leads to a probing rate of (t, — 3t)/|G| for this gadget. On the other hand the probing rate
of the refresh gadget is of t/|Ggr|. One can then choose ¢ in order to maximize the minimum rate
among the different gadgets. The formal proof of Theorem 5 can be found in our paper [GPRV21]
(see Appendix E).

5.2.4. Comparison with previous composition approaches

It is well-known that composition of probing secure gadgets is not always probing secure, which was
a motivation to introduce refresh gadgets as discussed in Chapter 3. Stronger security definitions
have been proposed to achieve secure composition in the probing model. In particular, the notion
of (strong) non-interference, or (S)NI, was proposed in [BBD'16] and the notion of probe isolating
non-interference (PINI) was also recently introduced in [CS20].

While the composition approaches considered in these previous works aim at achieving standard
t-probing security for the composition, our aim here is to achieve region probing security, 7.e. to
tolerate some amount of probes in all the gadgets (rather than a total of ¢ probes on the circuit). We
provide a detailed comparison of the composition approaches in our paper [GPRV21] (see Appendix E).
In particular, while SNI refresh gadgets composed with NI operation gadgets can provide region
probing security, PINI gadgets are limited to standard probing security (but without requiring any
refresh gadgets). In contrast our composition approach achieves region probing security by composing
IOS refresh gadgets with any probing secure operation gadgets.
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5.3. An input-output separative refresh gadget

5.3.1. BCPZ refresh gadget

Battistello, Coron, Prouff and Zeitoun (BCPZ) introduced in [BCPZ16a] (long version of [BCPZ16b])
a refresh gadget which achieves SNT in complexity O(nlogn). This refresh gadget is defined recursively
as:

Gr(z) = (Gr(z1+7) + s || Gr(z2 — 1) — 8) (5.2)

for any = (z1 || 2) € K with n > 1, with randomly sampled r + K"/? and s + K"/2, and
Gr(x) = « for n = 1. While this definition implicitly assumes that n is a power of 2, this refresh
gadget is defined more generally for any n € N (see description in [BCPZ16a)).

We show hereafter that a variant of this gadget —which is defined for any v-linear sharing and which
requires half the randomness of the original gadget— achieves the IOS property.

5.3.2. Proposed variant

The modified refresh gadget Gg is described in Algorithm 7. It consists in a simple generalization of
BCPZ to the case of v-linear sharings (for any vector v € K”) and which further saves half of the
randomness compared to the original version. Moreover, this variant is used to generate an v-linear
sharing of 0, denoted z, which is then added to x to refresh it.

Specifically, our 10S refresh gadget is defined as:

Gr(x) »y=z+ 2z with =z« ZeroEncoding(v) , (5.3)

where ZeroEncoding(v) outputs a fresh v-linear sharing of 0 using a variant of BPCZ gadget applied to
the all-0 vector. This variant is defined recursively as follows: for n = 2, it outputs z = (r, —7- (v1v5 "))
such that (z,v) = 0 and for n > 4 a power of 2, ZeroEncoding is called recursively to produce two
halves of the sharing (Steps 4-5) and a post-processing layer is applied to the whole sharing (Steps
6-9). Note that the original refresh gadget proposed in [BCPZ16b] makes use of an additional and
similar pre-processing layer before the two recursive calls. It results that our variant is twice more
efficient in terms of computation and randomness generation.

Algorithm 6 ZeroEncoding (variant of BCPZ)

Input: v = (vy,...,v,)
Output: z = (21,...,2,) such that (z,v) =0
1: if n =2 then
2: r+ K
3: return (r, —(vivy ') - 7)
4: (s1,...,8n) < ZeroEncoding(vy,...,vz) > Recursive call
5: (8241,...,8n) ¢ ZeroEncoding(va 11,...,v,) > Recursive call
6: fori=1,...,5 do
7 r; +— K
8: Zi & 8; + 1
9: Zipn & Siyn — (viv;l%) Ty

Algorithm 7 IOS refresh gadget
Input: = (21,...,2,), v = (vV1,...,0p),
Output: y = (y1,...,ys) such that (y,v) = (x,v)
1: z + ZeroEncoding(v)
2 Y<—x,r+2
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Let us denote R(n), A(n) and M (n) the randomness complexity, the number of additions and the
number of scalar multiplications of the ZeroEncoding algorithm for length-n linear sharing. We have
R(2) =1, A(2) =0and M(2) = 1and R(n) = 2R(%)+ %, A(n) = 2A(3) +nand M(n) = 2M(3)+ 3
for all n > 2. By induction, we thus have for any n > 2, a power of 2,

R(n) = M(n) = glog(n) and A(n) = nlogg . (5.4)
We have n further additions in Algorithm 7.

5.3.3. Input-output separation

The following theorem states the IOS security of the above refresh gadget. The proof is provided in
our paper [GPRV21] (see Appendix E).

Theorem 6. The refresh gadget from Algorithm 7 is input-output separative.

We thus obtain a quasilinear-complexity refresh gadget achieving the IOS property for any v-linear
sharings. We note that the leakage rate (i.e. the ratio ¢/|G|) tolerated by such a gadget is ©(1/logn)
which is not constant but only quasiconstant.

5.4. Conclusion and related works

In this chapter, we have introduced a simple composition approach to obtain region probing security.
The advantage of our approach resides in the fact that given a refresh gadget satisfying our I0S
security property, all the other gadgets composing the scheme only require to satisfy the weak notion
of probing security (as opposed to a stronger composition notion such as e.g. SNI). We have further
shown that a variant of the BCPZ refresh gadget achieves IOS security in quasilinear complexity
O(nlogn) and with a quasiconstant leakage rate ©(1/logn). In Chapter 7, we will present a specific
instantiation of the IOS composition framework which results in a region probing secure scheme with
quasilinear complexity overhead and quasiconstant leakage rate.
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6.1. Introduction

While many works have addressed the issue of secure masking composition in the probing model, until
recently, no composition notions have been proposed for the random probing model. The latter is
arguably more tricky to deal with since any set of wires in a gadget might leak with a given probability.
At Crypto 2020, we filled this gap in a joint work with Belaid, Coron, Prouff and Taleb by formilizing
the notion of random probing composability. This notion is reminiscent to composition notions for the
probing model, like (S)NI, but integrates the probabilistic nature of the random probing model.

This chapter presents this formalization. We first introduce in Section 6.2 the notion of simulation
with abort and simulation failure probability which are at the core of our definition. Then we formally
define the random probing composability (RPC) notion and state the associated composition theorem
in Section 6.3. We further exhibit a relation between the RPC notion and the strong non-interference
(SNI) notion which is widely used for secure composition in the probing model.

6.2. Background notions

6.2.1. Simulation with abort

As formally introduced in Section 2.5, a randomized circuit C is (p, €)-random probing secure (w.r.t.
encoding Enc) if there exists a simulator Sim which satisfies

Sim() ~. AssignWires(C, LeakingWires(C' p), Enc(z)) , (6.1)
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where x < D, (for any given distribution D) and where LeakingWires(a, p), the so-called leaking-
wires sampler, outputs a set VW constructed by including each wire from the circuit C with probability
p to W (with all the probabilities being mutually independent).

For our composition notion, we shall consider a particular simulation strategy called simulation
with abort [AIS18]. In this approach, the simulator first calls the leaking-wires sampler to get a set W
and then either aborts with probability ¢ or outputs the exact distribution of the wire assignment
corresponding to W. Formally, for any leakage probability p € [0, 1], the simulator Sim is defined as

Sim() = Simaw (LeakingWires(C, p)) (6.2)

where Simaw, the wire assignment simulator, either returns L (simulation failure) or a perfect
simulation of the requested wires. More precisely, the experiment

W LeakingWires(ap)
out SimAW(é,W)
leads to
¢ = Prlout = 1] (6.3)

and
id

(out | out # 1) = (AssignWires(@7 W, Enc(x)) | out # 1) .

It is not hard to see that if we can construct such a simulator Simaw for a randomized circuit c , then
the simulator Sim defined in Equation 6.2 satisfies Equation 6.1 and hence the circuit is (p, €)-random
probing secure.

6.2.2. Simulation failure probability

The probability in Equation 6.3 is called the simulation failure probability, which we characterize
hereafter. We consider a randomized circuit C' composed of s wires labeled from 1 to s and a wire
assignment simulator Simay. For any sub-set W C [s] we denote by dyy the value defined as:

1 if SimAw(W) = J_7
ow = .
0 otherwise.

The simulation failure can then be explicitly expressed as a function of p. Namely, we have e = f(p)
with f defined for every p € [0, 1] by:

fp)= > dw-p™ - (1 —py=™ . (6.4)

WC[s]

Letting ¢; be the number of sub-sets W C [s] of cardinality ¢ for which dyy = 1, namely for which the
simulation fails, we have ¢; = Z‘lei dyy and hence Equation 6.4 simplifies to

S S

fO)=>cp-(1-p)*" < > cip. (6.5)

i=1 i=1

We note that for any circuit C achieving ¢-probing security, the values dyy with |[W| < ¢ are equal
to zero which implies ¢; = ¢o = -+ = ¢ = 0. Moreover, by definition, the coefficients ¢; satisfy the
upper bound ¢; < (f) which leads to the following upper-bound for ¢-probing secure circuits:

S

)< Y (j).piﬂ_p)s_i .y C)p

i=t+1 i=t+1

More generally the bound ¢; < (f) can be used to derive an upper bound of f(p) given the knowledge
of a limited number of low-degree coefficients c;.
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6.3. Random probing composability

6.3.1. Formal definition

We introduce hereafter the random probing composability notion for a gadget. In the following
definition, for an n-share, ¢-to-m gadget, we denote by I a collection of sets I = (Iy,...,I;) with
I Cn], ..., I; C [n] where n € N refers to the number of shares.

Definition 16 (Random Probing Composability). Let n,¢,m € N. An n-share gadget G : (K")* —
(K™)™ s (t,p,e)-random probing composable (RPC) for some t € N and p,e € [0, 1] if there exists a
deterministic simulator Simy and a probabilistic simulator Sims such that for every distribution Dy
over (K™)* and for every set collection J; C [n], ..., Jm C [n] of cardinals |J1| < t, ..., |Jn| < t, the
random exrperiment

W < LeakingWires(G, p)

I+ Simi(W,J)
(1,...,2¢) < Dy
out < Simg (@11, ..., @el1,)
yields
Pr((|L|>t) V...V (] >1) <e (6.6)
and

out 2 (AssignWires(G, W, (x1,...,20), (Yils,--- ,ym|Jm))
):

where J = (J1,...,Jm) and (y1,...,Yym) = G(x1,...,2¢). Let f : R — R. The gadget G is (t, f)-RPC

if it is (t,p, f(p))-RPC for every p € [0,1].

In the above definition, the first-pass simulator Sim; determines the necessary input shares (through
the returned collection of sets I') for the second-pass simulator Sims to produce a perfect simulation
of the leaking wires defined by the set W together with the output shares defined by the collection
of sets J. Note that there always exists such a collection of sets I since I = ([n],...,[n]) trivially
allows a perfect simulation whatever W and J. However, the goal of Sim; is to return a collection of
sets I with cardinals at most ¢. The idea behind this constraint is to keep the following composition
invariant: for each gadget we can achieve a perfect simulation of the leaking wires plus ¢ shares of
each output sharing from ¢ shares of each input sharing.

We shall call failure event the event that at least one of the sets Iy, ..., I, output of Sim; has
cardinality greater than ¢t. When (¢,p,e)-RPC is achieved, the failure event probability is upper
bounded by € according to Equation 6.6. We stress that this failure probability can be characterized
in the same way as the failure probability for random probing simulation as detailed in Section 6.2.2
but with dyy defined as:

1 if T=Simy(W,J) with (|I1] > t) V...V (]I > t)),
oy = .
0 otherwise.

6.3.2. Composition security

According to the RPC definition, a failure event occurs whenever Simg requires more than ¢ shares of
one input sharing to be able to produce a perfect simulation of the leaking wires (i.e. the wires with
label in W) together with the output shares in (y1|s,,- .., ¥Ymls,, ). Whenever such a failure occurs,
the composition invariant is broken. In the absence of failure event, the RPC notion implies that a
perfect simulation can be achieved for the full circuit composed of RPC gadgets.

This is formalized in the following theorem. The proof is available in the full version of [BCP*20]
(see Appendix F).
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Theorem 7 (Random Probing Composition). Let t € N, p,e € [0,1], and CC be a standard circuit
compiler with (t,p,e)-RPC base gadgets. For every (randomized) arithmetic circuit C, the randomized
circuit CC(C) is (p, |C| - €)-random probing secure. Equivalently, the standard circuit compiler CC is
(p, €)-random probing secure.

6.3.3. Relation with strong non-interference

We recall the strong non-interfering (SNI) security notion that was introduced in [BBD'16] to
make masking gadgets composable into probing-secure circuits. Informally, a gadget is ¢t-strong
non-interfering (¢-SNI) if and only if any set of at most ¢ probes, among which ¢; are on internal wires
(i.e. all wires except the output ones) and ¢y are on output wires, can be perfectly simulated from at
most t1 shares of each input. The following definition formalizes the SNI notion for 2-input 1-output
gadgets (see Chapter 2 for the formal definitions of gadgets and wires assignment).

Definition 17 (Strong Non-Interference). Let G be a 2-to-1 n-share gadgets. G is said t-Strong
Non-Interferent (t-SNI), if for every distribution Dz, 5,) over K" x K", every set W of internal
wires of G such that |W| < t1, and every set J C [n] of output share indices such that |J| < ta and
t1 + to < t, there exists a (two-stage) simulator Sim = (Siml,SimQ) such that

1. given Simy(W, J) = (I1, Is) where I, Is C [n], with |I1|, |I2] < t1,

2. and for (x1,%2) < D(z, z,) and y < G(x1,x2), we have:
Sima(W, J, @11, T2|1,) = (AssignWires(G, W, (z1,22)), y|7)

A gadget is simply said to be SNI if it is (n — 1)-SNIL.

The following result exhibits a relation between the SNI notion and our random probing composition
notion. We show that ¢-SNI gadgets are also RPC for specific parameters that we explicit in the
following proposition.

Proposition 2. Let n, ¢ and t be positive integers and let G be an ¢-to-1 n-share gadget. If G is
t-SNI, then it is also (t/2,p,e)-RPC for any probability p and € satisfying:

= > (pa- (6.7

i=5+1J
where s = |G| is the number of wires in G.

In a nutshell, the ¢-SNI definition implies the existence of a perfect simulation of the out distribution
in the RPC definition (see Definition 16) for any sets J and W of cardinalities |J| < t/2 and [W| < /2
based on sets I, ... I, of cardinalities |I;| < t/2 for every j € [¢]. The formal proof is available in the
full version of [BCP20] (see Appendix F).

6.4. Conclusion and related works

In this chapter, we have introduced the first composition notion for masking gadgets in the random
probing model. Although a close formula for the simulation failure probability, the function f(p),
might be hard to derive for generic gadgets (which are defined for any number of shares n), its
coefficients can be computed (or at least approximated) for small gadgets, which might be enough
in some contexts. In particular, Chapter 8 presents an approach where arbitrary levels of random
probing security can be obtained by bootstrapping small gadgets. In our paper [BCP*20], we further
describe a tool VRAPS which can verify the random probing composability and characterize the
function f for small masking gadgets. In a recent follow-up work [CFOS21], Cassier, Faust, Orlt
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and Standaert refine our RPC notion with the concept of probe distribution table (PDT). Instead
of using a composition invariant based on a threshold ¢ (i.e. the leaking wires plus ¢ output shares
must be simulatable from ¢ input shares), their PDT computes the failure probability for any pair of
input set(s) of shares and output set(s) of shares. Their approach results in a much tighter random
probing composition. One of its down side thought is that the PDT computation quickly explodes
when several gadgets are composed or when the number of shares increases. Finding good trade-offs
between the PDT accuracy and an efficient scaling is an interesting direction for future research.
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7.1. Introduction

Most probing secure schemes existing in the literature imply a quadratic or beyond quadratic
complexity overhead of the number of gates in the protected circuit. In a joint work with Goudarzi
and Joux [GJR18] we have introduced a scheme achieving a quasilinear complexity overhead. The
original version of this scheme was further extended in a joint work with Goudarzi, Prest and
Vergnaud [GPRV21] to make it applicable to any base field and to fit it in the IOS composition
framework introduced in Chapter 5. When instantiated with n-sharings, our scheme has complexity
overhead O(nlogn) (with fairly small constant factor) and achieves region probing security with
leakage rate ©(1/logn).

This chapter presents this (generalized) quasilinear-complexity scheme. The scheme is described in
Section 7.2 while it security is analyzed in Section 7.3.

7.2. A quasilinear-complexity masking scheme

Our scheme is an instantiation of the IOS composition framework (see Chapter 5) for arithmetic
ciricuits on a base field K. Specifically our scheme consists of a standard circuit compiler using full
refreshing, i.e. interleaving a refresh gadget between any two gadgets, as introduced in Section 2.4.
While linear gadgets (additions, subtractions, multiplications by constants, etc.) apply sharewisely
in complexity O(n) and the IOS refresh gadget described in Section 5.3 has complexity O(nlogn),
the core idea of our scheme is a way to further achieve O(nlogn) complexity for the multiplication
gadget. This is obtained by relying on a special form of linear sharings which are compatible with
fast polynomial evaluation methods.



Chapter 7. Noisy leakage security in quasilinear complexity 42

7.2.1. Encoding

Let K be the base field of the considered arithmetic circuit and let w € K. Our scheme is based on
v,,-linear sharings (a.k.a. w-encodings in [GJR18]) for a vector v,, defined as:

vy = (Lw,...,w" ).
For such a vector, a sharing © = (21,22, ...,2,) of a plain value z € K satisfies
x = (Vy, x) .

The sharing @ can further be seen as the coefficients of a polynomial P, =Y. | ;0" € K[f] such

that Py(w) = z. The quasilinear complexity can then be achieved by using efficient FFT-based
polynomial multiplication.

Remark 6. Note that such encoding is close to —but different from— Shamir’s secret sharing [Sha79).

In the latter the shares are defined as evaluations of a polynomial in fixed points and for which the
plain value is the degree-0 coefficient.

Our scheme makes use of a Fast Fourier Transform (FFT) algorithm that, given any polynomial
P € K] of degree < 2n, maps the coefficients of P to the evaluations of P in 2n points of K, with a
complexity of O(n) operations. That is:

2n
FFTa : (I’l,l'g, . ,SCQn) — (ul,u2, ey Ugn) with U; = ZIL‘Z . Oéj-_l
i=1
for every j € [2n], for some a = (aj,qs,...,a2,) € K?*. We further require that this FFT

algorithm can be written as an arithmetic circuit on K solely composed of additions, subtractions
and multiplication by constants in K, and that it features an inverse FFT algorithm with the same
properties (in terms of type and number of operations). Possible FFT algorithms matching those
criteria are discussed in Section 7.2.4.

7.2.2. Multiplication gadget
Let v/, € K®" be the vector defined as

v, = FFT;l(l,w,aﬁ7 CowiThy

Let Refresh(v],,-) be a v,,-sharing refresh gadget, such as the BCPZ variant introduced in Section 5.3.
Let Compress be the K x K?” — K" mapping defined as

Compress(w;tl, to, ... ,tgn) = (fl +w”- tntl, to + w" “tnt2y ey Iyt w™ - tgn) .

Given two v,-sharings ® and y, the multiplication gadget produces an output v,-sharing z as
follows:

r+ FFTo(x || 0)
s+ FFT4(y || 0)
U—res

u’ < Refresh(v); u)
t + FFT,'(u))

z + Compress(w; t)

S otk w N

where 0 denotes the n-dimensional all-0 vector, || denote the concatenation operator and ® denote the
coordinatewise product. Note that r, s, u, ¢/, t are (2n)-dimensional sharings. Only the input/output
sharings x, y and z are n-dimensional vectors. The procedure is illustrated on Figure 7.1.
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Figure 7.1.: Multiplication gadget.

Correctness. Let z and y be the values encoded by  and y respectively and let P, € K[d] and
P, € K[f] be polynomials of degree n — 1 whose coefficients are the coordinates of  and y, so that
we have Pp(w) =z and Py(w) = y.

Let us first assume that Step 4 applies an identity mapping, 7.e. u’ = u. Then Steps 1-5 perform a
classical FFT-based polynomial multiplication. Namely, the coordinates of ¢ are the coeflicients of the
polynomial P; € K[f] such that P, = P, - P, and in particular P;(w) =« - y. Then Step 6 outputs a
vector z such that (v, z) = Py(w) = x -y, i.e. a v,-sharing of = - y.

Let v/ = (1,w,w?,...,w?" 1), then we have

Pw)=@/t)y=2-y & (v, FFTat)=2z"y.

By correctness of the FFT-based polynomial multiplication, we hence have that u = FFT4 (%) is a
v],-sharing of x - y. Let us now consider the actual multiplication gadget with refreshing at Step 4.
By correctness of the refresh algorithm, u’ is also a v/ -sharing of x - y, and by the above relation we
have that (v/,,u') = x - y implies (v, FFT'(u')) = z - y, which is (v//,t) = x - . We hence get the
correctness of the multiplication gadget.

7.2.3. Overall circuit compiler

Our overall scheme is a standard circuit compiler (see Definition 4) using full refreshing (see Definition 5).
It is based on sharewise gadgets for linear operations (addition, subtraction multiplication by constants,
or any K-linear mapping — see linear gadget description in Section 3.4.1), an I0S quasilinear refresh
gadget of v,-linear sharings (see e.g. Algorithm 7), and the multiplication gadget depicted above.
The value w might either be a constant parameter of the scheme or randomly sampled from K,
depending on the target security proof or argument (see next section). In any case, the value of w is
assumed to be known to the adversary. Note that in case of a random w, the adversary probes are
placed independently of the drawing of w (since we do not consider an adaptive probing adversary).

7.2.4. Field extension and FFT algorithm

In order to instantiate our scheme with sharing order n over a finite field K we need an FFT algorithm
which allows quasilinear multiplication of polynomials of degree at most n with coefficients in K and
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which can be written as an arithmetic circuit on K solely composed of additions, subtractions and
multiplications by constants.

A possible approach suggested in our original paper [GJR18] (see Appendix D) is to consider finite
fields K = F, that contain the (2n)-th roots of unity (i.e. such that 2n | ¢ — 1). We can then use the
so-called number theoretic transform (NTT) which requires 3N log N arithmetic gates for an input of
size N = 2n. Any computation can then be embedded into such a field. See [GJR18] (Appendix D)
for details.

In some contexts, we might want to protect a cryptographic primitive defined on a specific base
field K while avoiding a (practically inefficient) embedding in a field F, containing the (2n)th root of
unity. To extend the original scheme to any finite field K, we can use the general additive FFT due to
Cantor [WZ88, Can89]. For a sharing order n and a base field K = Fpm, this FFT can be instantiated
over the extension F,. where £ is the minimum even value greater than m such that pt > 2n.

For the particular case of a binary base field K = Fom (which is of particular practical importance
e.g. to protect AES), we can use the Gao-Mateer additive FFT [GM10] which is a variant of Cantor
additive FFT that efficiently addresses binary fields. Using this transform, if m is even with 2™ > 2n,
then we can use directly our technique over K = Fom and otherwise we can simply instantiate it over
K = Fy: where £ is the smallest even integer for which 2¢ > 2n and m | ¢ (see [GPRV21] — Appendix E
for details).

7.3. Region probing security

7.3.1. Security reduction

This section provides a security reduction for our scheme. We show that under the probing security of
the FFT, the scheme achieves region probing security. More formally, the reduction is based on the
following hypothesis on the FFT algorithm.

Hypothesis 1 (FFT Probing Security). The circuits processing
FFTo:(z ]| 0)—r and FFT':u/ —t

are tppr-probing secure w.r.t. the v,-encoding and the v/ -encoding respectively.

We can then state our reduction theorem. The meaning of Hypothesis 1 is further discussed
in [GPRV21] — Appendix E.

Theorem 8. Under Hypothesis 1 and the tr-10S property of the refresh gadget, our compiler is
r-region probing secure with

tepT — 61 t )
2-|FFT| " |GR]

where |FFT| denotes the (mazimum) number of wires in the FFT circuits for 2n inputl sharings.

r = max min (
t<tR

(7.1)

Note that the IOS refresh gadget described in Section 5.3 satisfies tr = n — 1 and |Ggr| = 3nlogn.
Assuming the FFT algorithm is quasilinear and that it can tolerate a linear number of probes (in the
encoding order n) and denoting

|[FFT| = a«a-nlogn
Grl = B-nlogn
lFFT = 71

for some constants «, 5 and v (with 4 < 1), one can check that the minimum in Equation 7.1 is
reached for

B
:(2(0[_:/35»'” = 7ﬂ:(2(04—7-3ﬂ)).lo;n ' (7.2)

In particular, we obtain a probing rate r = ©(1/logn).
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The proof of Theorem 8 is based on the two following lemmas (see proofs in [GPRV21] — Appendix E)
and by applying the IOS composition theorem (see Theorem 5).

Lemma 2. Under Hypothesis 1 the circuit processing
(z,y) = u=FFTa(z || 0) ® FFTa(y || 0)
s trpr-probing secure w.r.t. the v, -encoding.

Lemma 3. Under Hypothesis 1 the circuit processing
u' — z = Compress(w; FFT_*(u))
is (trrr/2)-probing secure w.r.t. the vl,-encoding.

Theorem 8 formally shows that if probing security can be demonstrated for the FFT algorithm,
then we obtain region probing security for our scheme. Unfortunately, it is not clear whether the
classical FFT algorithms are probing secure or not. To some extent, this open issue is related to the
choice of w: some choices clearly lead to probing insecurity (e.g. w = 0 or to some nth power of unity
when the NTT is used) while it is not clear whether some choices exist for which we can get the
desired t-probing security (i.e. with ¢ = O(n) to get a probing rate ©(1/logn)).

While the question of a probing secure FFT is still open with respect to a given choice of w, we can
tackle this issue with a random choice of w on a large-enough base field K. We thus obtain (statistical)
region probing security without relying on Hypothesis 1, as detailed hereafter.

7.3.2. Probing security of the FFT on large fields

The region-probing security of our scheme simply holds from the IOS property of the refresh gadget
and assuming that the underlying FFT algorithm is somehow linear. This is captured by the following
definition.

Definition 18 (Linear FFT). An FFT algorithm is said linear if the circuits processing
FFTo: (x| 0) =7 and FFT':u' —t
are composed of additions, subtractions and multiplications by constants on K.

The above definition implies that the value carried by each wire in the FFT circuit can be expressed
as a linear combination of the coordinates of the input sharing. This property is necessary to apply
our security argument. Note that this requirement is relatively weak since it is satisfied by classical
FFT algorithms such as the NTT and the Gao-Mateer additive FFT [GM10].

For a linear FFT algorithm, every value v taken by a wire of FFT, (resp. FFT;l) on input a
v,,-sharing @ (resp a v/ -sharing u’) can be expressed as

v = Z a;; (7.3)

where the a;’s are constant coefficients over K. The lemmas use the following notation
[v] = (ag,a1,. .., an1)" (7.4)

for the column vector of coefficients of such a wire value. Moreover, [vg, v1,. .., ve] shall denote the
matrix with column vectors [vg], [v1], ..., [ve].
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Lemma 4. Let vi,ve,...,vp be the values taken by ¢ < n wires of FFTo on input a uniform v,,-
sharing of a variable x. The distribution of the tuple (v1,va,...,vy) is statistically independent of x
if

v, ¢ span(vy,...,vp) , (7.5)

where span(-) refers to the linear span of the input vectors. The same proposition holds for FFT;l
with v, in place of v,,.

Lemma 5. Let w be a uniform random element in K*. And let vi,vs,...,vs be a set of £ < n
intermediate variables of FFT . We have:

l n
<, (7.6)
K[ -1 " [K]|

Pr(v,, € span(vy,...,vs)) <

where the above probability is defined over a uniform random choice of w. The same proposition holds
for FFT ! with v/, in place of v,,.

The proofs of these lemmas are given in [GJR18] (see Appendix D).

From these two lemmas, the values taken by any set of £ < n wires of FFT, or FFT;1 can be
perfectly simulated without knowledge of the underlying plain value. The simulation simply works by
taking a random x, picking a random wv,,-sharing of x, and evaluating the wires vy, ..., v, accordingly.
By the above lemmas such a simulation fails with probability lower than n/|K].

Corollary 1. If the FFT circuit is linear, our compiler is (r,€)-region probing secure with r being
the rate from Theorem 8 and € = ﬁ.

From the above corollary, we see that to achieve k-bit security, K should be such that |[K| > 2"n,
or equivalently, elements of K should be of size greater than x + logn. If this is not ensured by the
desired base field, one needs to consider a field extension satisfying this constraint.

7.4. Conclusion and related works

This chapter has overviewed the quasilinear-complexity masking scheme that we proposed in [GJR18,
GPRV21]. This scheme achieves region probing security with quasiconstant leakage rate ©(1/logn)
as long as the underlying base field is large enough, i.e. with elements of size klogn (for -
bit security). The region probing security of our scheme is based on the I0S framework with a
quasilinear refresh gadget which is a variant of the Battistello, Coron, Prouff and Zeitoun (BCPZ)
refresh gadget [BCPZ16a] (see Chapter 5). In [GPRV21] (see Appendix E), we further present some
applications of our scheme to protect the AES and MiMC ciphers and show how its performance
favorably scales compared to a standard quadratic-complexity probing-secure scheme (based on
the ISW construction). Other masking schemes based on polynomial encoding, and in particular
on Shamir’s secret sharing, have been proposed in [GM11, PR11, CPR12, CRZ13]. However their
multiplication gadgets, which are derived from multi-party computation protocols, have at least
a quadratic complexity. In contrast, we could achieve a quasilinear complexity by relying on an
FFT-based polynomial multiplication, with the key idea of using a random evaluation point w for
decoding. We further show that our scheme is secure for any field and (fixed) evaluation point w
provided that the underlying FFT achieves probing security with respect to the associated w-encoding.
Finding such probing-secure FFT for small field and/or fixed w is an interesting open issue to allow
more efficient instantiation of our scheme in some contexts. Another direction for improvement would
be to achieve a constant leakage rate instead of the quasiconstant ©(1/logn). Another approach to
probing security in quasilinear complexity was already proposed in the seminal work of Ishai, Sahai
and Wagner [ISWO03]. Their construction uses the principle of wire shuffling to achieve statistical
t-probing security with complexity overhead O(tlogt) (with a constant factor x'° where x is the
security parameter). This appraoch was recently improved by Coron and Spignoli in [CS21b]. They
notably achieve t-probing security with a linear complexity overhead O(t) by relying on the RAM
model.
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8.1. Introduction

Among the few schemes providing random probing security [[SW03, Ajt11, DDF14, ADF16, AIS18,
GJR18], some tolerate a non-constant leakage probability, which needs to decrease with the number
of shares, e.g. p = O(1/n) [ISW03, DDF14] or p = O(1/logn) [GJR18], in order to reach exponential
security € = exp(O(n)), while others achieve the desirable feature of tolerating a constant leakage
probability p = O(1) [Ajtll, ADF16, AIS18]. Prior to the work presented in this chapter, a single
work had introduced such a scheme for which the tolerated (constant) leakage probability was made
explicit. This scheme due to Ananth, Ishai and Sahai [AIS18] is based on an expansion strategy,
which consists in applying a base compiler —using a fixed (small size) encoding— several times to a
circuit until reaching the desired security level. According to the analysis we made in [BCPT20], the
instantiation of this approach proposed in [AIS18] tolerates a leakage probability of 2726 and has
asymptotic complexity of O(k%2) to achieve a security e = 27".

In [BCP*20, BRT21] we have revisited this expansion approach and introduce the framework of
random probing expandability (RPE). We have shown that the expanding compiler can bootstrap
simple base gadgets as long as they satisfy our new RPE security notion. We have further shown that
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the obtained complexity rely on the so-called amplification order of the base RPE gadgets, and we
have exhibited some bounds for this parameter. We have then introduced generic gadget constructions
achieving RPE with optimal amplification order for any number of shares. We have further put
forward concrete instantiations of our framework based on gadgets with small number of shares (3
and 5) which today achieve the highest leakage probability reported so far.

This chapter gives an overview of these works. We first introduce the random probing expansion
framework in Section 8.2. Section 8.3 details our asymptotic analysis and provides related bounds. Sec-
tion 8.4 presents our generic gadget constructions while Section 8.5 provides our concrete instantiation
results.

8.2. Random probing expandability framework

Constructing random-probing-secure circuit compilers with an expansion strategy has been proposed
by Ananth, Ishai and Sahai in [AIS18]. Such a strategy was previously used in the field of multi-party
computation (MPC) with different but close security goals [HM00, CDIT13]. Note that this approach
is called composition in [AIS18] since it roughly consists in composing a base circuit compiler several
times. We prefer the terminology of expansion here to avoid any confusion with the notion of
composition for masking gadgets as usually considered in the masking literature (and in Part III of
the present thesis).

8.2.1. Expanding compiler

The basic principle of the expansion strategy is as follows. Assume that we have a family of n-share
gadgets {G,4} for some base of gates B and consider the underlying standard circuit compiler CC (as
formally defined in Section 2.4). Let us recall that CC simply consists in replacing each gate g in the
original circuit by the corresponding gadget Gy, and replacing each wire by n wires carrying a sharing
of the original value. We shall call CC the base circuit compiler in what follows. We can derive new
n?-share gadgets by simply applying CC to each gadget Gy: ng) = CC(G,) for every g € B. This
process can be iterated an arbitrary number of times, say k, to an input circuit C":

CcC CC cC A

Ck .

c Ci
The first output circuit 51 is the original circuit in which each gate g is replaced by a base gadget G,.
The second output circuit 62 is the original circuit C' in which each gate is replaced by an n2-share
gadget G§2). Equivalently, 6'2 is the circuit 61 in which each gate is replaced by a base gadget. In the
end, the output circuit C/Z'\k is hence the original circuit C' in which each gate has been replaced by a
k-expanded gadget ng) and each wire has been replaced by n* wires carrying an (n*)-linear sharing
of the original wire. The underlying compiler is called expanding compiler which is formally defined
hereafter (we refer to Section 2.4 for the definition of standard circuit compiler).

Definition 19 (Expanding Compiler). Let CC be the standard circuit compiler with n-share base
gadgets. The expanding compiler with expansion level k and base compiler CC is the circuit compiler
(CC™® Enc® Dec™) satisfying the following:

1. The input encoding Enc® is an (n*)-linear encoding.
2. The output decoding Dec is the (n*)-linear decoding mapping.
3. The circuit compilation is defined as

Cc(k)(.) =CCoCCo---0CC(")

k times

The goal of the expansion strategy in the context of random probing security is to replace the leakage
probability p of a wire in the original circuit by the failure event probability € in the subsequent gadget
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simulation. If this simulation fails then one needs the full input sharing for the gadget simulation,
which corresponds to leaking the corresponding wire value in the base case. The security is thus
amplified by replacing the probability p in the base case by the probability £ (assuming that we have
€ < p). Let pmax < 1 denote some maximal tolerated probability parameter such that the failure
event probability € can be upper bounded by some function of the leakage probability: ¢ < f(p) for
every leakage probability p € [0, pmax]- Then the expanding compiler with expansion level & shall
result in a security amplification as

p=cotoe Lo L = fW(p) (8.1)

which for an adequate function f (for instance f : p — p?) provides exponential security. In order
to get such a security expansion, the gadgets must satisfy a stronger notion than random probing
security or the random probing composability notion introduced in Chapter 6. We call this notion
random probing expandability.

8.2.2. Random probing expandability

The random probing expandability notion can be seen as a stronger version of the random probing
composability notion (see Definition 16) that supports the expansion security and specifically Equa-
tion 8.1. In the context of random probing composability, the failure event occurs whenever more
than t shares from an input sharing are necessary to complete a perfect simulation (see Chapter 6).
For a gadget to be expandable we need further conditions. As a first requirement, a two-input gadget
should have a failure probability which is independent for each input. This is because in the base
case, each wire as input of a gate leaks independently. On the other hand, in case of failure event in
the subsequent gadget, the simulator should be able to produce a perfect simulation of the full output
(that is the full input for which the failure occurs). To do so, the simulator is given the clear output
(which is obtained from the simulation of the base case) plus any set of n — 1 output shares. This
means that whenever the set J (output shares indices) is of cardinal greater than ¢, which means a
failure in the subsequent gadget, the simulator can replace it by any set J' of cardinal n — 1. Formally,
we define random probing expandability as follows:

Definition 20 (Random Probing Expandability). Let f : R — R. An n-share gadget G : K" x K" —
K" s (t, f)-random probing expandable (RPE) if there exists a deterministic simulator Simy and
a probabilistic simulator Simg such that for every distribution Dy ) over K" x K", for every set
J C [n] and for every p € [0,1], the random experiment

W <« LeakingWires(G, p)
(11,12, JI) “— Slml(Wv J)
(mvy) < D(wvy)

out < SimoW, J', |1, ,y|1,)

ensures that
1. the failure events Fi = (|I1| > t) and Fp = (|I2| > t) verify
Pr(F)) = Pr(F) =¢ and Pr(FiAF,) =& (8.2)
with € = f(p) (in particular Fy and Fo are mutually independent),
2. J' is such that J = J if |J| <t and J' C [n] with |J'| =n — 1 otherwise,
3. the output distribution satisfies
out = (AssignWires(G, W, (z,y)) , z|5) (8.3)
where z = G(x,y).
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The parameter t in the above definition is referred to as the RPE threshold. Note that a gadget can
achieve the notion for different RPE thresholds (each leading to different functions f).

The RPE notion can be simply extended to gadgets with 2 outputs: the Sim; simulator takes two
sets J1 C [n] and Jy C [n] as input and produces two sets J; and Jj satisfying the same property
as J' in the above definition (w.r.t. J; and J2). The Simg simulator must then produce an output
including z1|‘7{ and Z2|.]{ where z; and 2z are the output sharings. The RPE notion can also be
simply extended to gadgets with a single input: the Sim; simulator produces a single set I so that the
failure event (|I| > t) occurs with probability lower than € (and the Sims simulator is then simply
given x|; where x is the single input sharing). A formal definition of RPE for 1-to-2 gadgets (e.g.
copy gadgets) is provided in the full version of [BCP20] (see Appendix F).

It is not hard to check that the above expandability notion is stronger that the composability notion
introduced in Chapter 6. Formally, we have the following proposition:

Proposition 3. Let f =R — R and n € N. Let G be an n-share gadget. If G is (t, f)-RPE then G
is (t, f1)-RPC, with f'(-) =2 f(-).

Relaxation. The requirement of the RPE property that the failure events F; and J» are mutually
independent might seem too strong. In practice it might be easier to show or verify that some gadgets
satisfy a weaker notion. We say that a gadget is (¢, f)-weak random probing expandable (WRPE) if
the failure events verify Pr(F;) < ¢, Pr(F2) < € and Pr(F; A Fa) < €2 instead of Equation 8.2 in
Definition 20. Although being easier to achieve and to verify, the latter is actually not much weaker
than the original RPE notion. We have the following reduction of RPE to wRPE. The proof is
available in the full version f [BCP*20] (see Appendix F).

Proposition 4. Let f = [0,1] — [0,0.14]. Let G : K" x K* — K" be an n-share gadget. If G is
(t, f)-wRPE then G is (t, f')-RPE with f'(-) = f(-) + 2 f(")2.
Assume that we can show or verify that a gadget is wRPE with the following failure event

probabilities
Pr(F1) = fi(p) , Pr(F2) = fa(p) and Pr(FiAFs) = fi2(p)

for every p € [0,1]. Then the above proposition implies that the gadget is (p, f)-RPE with
3 . I
f 1P fmax(p) + §fmax(p)2 with fmax = max(fl, f27 f12) .

8.2.3. Expansion security

In [BCP*20] we show that level-k gadgets G*) = CC*~1(@) achieve a variant of RPE (in which the
output set J must belong to the adequate subsets of [n*]). While this variant is a restriction of the
general RPE notion, it is still stronger than random probing composability. In particular, if the base
gadgets are (¢, f)-RPE then the level-k gadgets G*) achieve (t/,2f(*)-RPC for some t' < n*. The
random probing security of the expanding compiler can then be deduced from the random probing
composition theorem (see Theorem 7). Formally, we get:

Theorem 9. Letn € N and f : R — R. Let CC be the standard circuit compiler with base gadget
{Gg}gen. Let CC™ be the expanding compiler with base compiler CC. If the base gadgets {Gg}gen
are (t, f)-RPE, then cc® s (p,2 - f*)(p))-random probing secure.

The proof is provided in [BCP*20] (see Appendix F).

8.3. Asymptotic analysis

In this section we show that the asymptotic complexity of a randomized circuit C = CC®(C) is
|C| = O(|C| - k), where & is the security parameter we want to reach (i.e. C'is (p,e)-random probing
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secure with e = 27") and where the exponent e is a constant that we make explicit hereafter. In
particular, we show that e is determined by two parameters: the amplification order and eigen-
complezity of the base compiler.

8.3.1. Amplification order

The complexity of the expanding compiler relates to a parameter called amplification order of the
gadgets, which is formally define as follows.

Definition 21 (Amplification Order).

e Let f: R — R which satisfies
f(p) = cap’ +O(p™OW)

as p tends to 0, for some cq > 0. Then d is called the amplification order of f.

e Lett >0 and G a gadget. Let d be the mazimal integer such that G achieves (t, f)-RPE for
f: R — R of amplification order d. Then d is called the amplification order of G (with respect
to t).

We stress that the amplification order of a gadget is defined with respect to its RPE threshold t.
Namely, different RPE thresholds ¢ are likely to yield different amplification orders d (or equivalently
d can be thought of as a function of ¢).

8.3.2. Eigen-complexity

Let {Gg}4ecn be the base gadgets of CC. For every gate g € B, let us define the gate-count vector of
the gadget G as:
-
Ny = (Ng,gu RRR) Ng,g\m ) Ngw)

where, given an indexing B = {g1,..., 98/}, Ng,g; denotes the numbers of gates g; in the gadget G,
while Vg, denotes the number of random gates in the gadget G4. Let us further define the complewity
matriz M associated to the base compiler CC as

M = (Ng, |-+ | Ny, | N;) with N, =(0,...,0,n)" ,

where IN,. is the gate-count vector for the gadget replacing random gates when applying CC, which is
simply composed of n random gates (by definition of the standard circuit compiler —see Section 2.4).
In the following we shall assume that M is diagonalizable (which is always the case in practice for
considered sets of gadgets).

It can be checked that applying the standard circuit compiler with base gadgets {G4}q4er to a
circuit C' with gate-count vector N¢ gives a circuit C with gate-count vector N = M - N¢. It
follows that the kth power of M gives the gate counts for the level-k gadgets as:

MF=M-M---M= (N |- [ N®|N®) with NP =(0,...,0,n")"
k times
where Nék ) is the gate-count vector of the level-k gadget Ggf) for every i. Let us denote the
eigendecomposition of M as M =Q - A - Q™. We get
A}
MF=Q -AF.Q' with AF=
k
>‘|]B%|+1
where A1, ..., Agj41 are the eigenvalues of M. We then obtain an asymptotic complexity of

1= 0(Ic1- 3o M) = O(IC] M) with A = max(| ) (8:49)
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for a randomized circuit C' = CC®) (C). The parameter Ay, is called the eigen-complezity of the base
compiler. We note that the constant in the above O(:) solely depends on the matrix of eigenvectors
Q@ and shall be fairly small in practice.

Characterization for arithmetic circuits. Let us consider the particular case of arithmetic circuits
for fields of characteristic 2, which are composed of addition, copy and multiplication gates. And let
us assume that the addition and copy gadgets do not involve multiplication gates. In this setting, the
eigenvalues of the complexity matrix M are the following:

(A1, A2) = eigenvalues(My.) , A3 =Np,;m and Ag=n

where M, is the 2 x 2 block matrix of M i.e.
Na,a Nc,a
Mae = (N N) !

where a stands for addition, ¢ for copy and m for multiplication, and N, , the number of gates y in
the gadget for gate x. We hence get

Amax = max(eigenvalues(Myc), Ny, 1) .

Interestingly, the number of random gates used by the operation gadgets does not impact Apax, and
hence does not impact the complexity of the expanding compiler. Similarly, the number of addition
and copy gates in the multiplication gadget does not impact Ap.x either. Those observations are
helpful while searching for base gadgets yielding an efficient instantiation of the random probing
expansion framework.

8.3.3. Complexity of the expanding compiler

In order to reach a security level e = 27" for some target security parameter x and assuming that we
have a security expansion p — f*)(p), the expansion level & must be chosen so that f*)(p) < 27*.

Let d be the amplification order of f, i.e. the (minimum) amplification order of the gadgets {Gy}¢en-
We have

Fp) =Y cip' < (cato(1) p* <cyp?,
i>d

where ¢, = cq + 0(1), as p tends to 0. In other words, for any p < 1, there exists a constant ¢,
satisfying the above inequality. This upper bound implies £ (p) < (¢, p)dk. Hence, to satisfy the
required security f*)(p) < 2% while assuming ¢ p < 1, the number & of expansion steps must satisfy:

k > logy(k) — logy(—logy(cy p)) -
We can then rewrite Equation 8.4 as

_ log Amax

|ICl =0(|C|- k%) with e= log d (8.5)

We thus obtain an explicit formula for the asymptotic complexity of the expanding compiler with
respect to the amplification order of the base gadgets as well as the maximal eigenvalue of the
complexity matrix associated to the base compiler.

Remark 7. Equation 8.5 is obtained by considering the leakage probability as a constant. If the
leakage probability is not considered as a constant but as a parameter, the formula generalizes as:

T K ¢ . _ 1Og)‘max
Cl=0 (|C| : (logp) ) with ¢ = “poE

We see that the exponent e applies to the ratio of the security level we want to reach, i.e. kK =loge,
over the security level we start from, i.e. logp.
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8.3.4. Bounding the amplification order

According to the above analysis, the complexity of the expanding compiler is tightly related to the
notion of amplification order of its base gadgets. Given the gate counts of base gadgets (and associated
Amax ), the higher the amplification order d, the lower the complexity exponent e. It is therefore of
interest to search for gadgets with maximal amplification orders. In this regards, the following lemma
gives a generic upper bound on the amplification order. The proof is available in the full version
of [BRT21] (see Appendix G).

In the following we will say that a function g : K¢ — K™ is complete if at least one of its m
outputs is functionally dependent on the ¢ inputs. Similarly, we say that a gadget G is complete if its
underlying function g is complete.

Lemma 6. Let f : R — R, n € N and £,m € {1,2}. Let G : (K")! — (K™)™ be an {-to-m n-share
complete gadget achieving (t, f)-RPE. Then its amplification order d is upper bounded as

min((t+1),(3—=20)-(n—1)).

We deduce from the above lemma that for a randomized arithmetic circuit composed of 1-input
(copy) and 2-input (operation) gadgets, the amplification order is upper bounded as

dgmin<2(n+1) n—i—l)zn—i—l.

3 2 2
n—1

This upper bound can only be achieved for an odd number of shares by taking ¢t = “5= as RPE
threshold.

8.4. Generic constructions of RPE gadgets

This section provides constructions of RPE gadgets which achieve the maximal amplification order for
any number of shares n. We first introduce natural constructions of copy and addition gadgets from
a refresh gadget and show that these constructions achieve maximal amplification order for specific
refresh gadgets. We then argue that common multiplication gadgets from the literature cannot reach
maximal amplification order and introduce a new construction to fill this gap.

8.4.1. Generic copy and addition gadgets

Tight random probing expandability. Let us first introduce a tighter version of the RPE security
property that shall be instrumental to obtain generic RPE constructions. The so-called tight random
probing expandability (TRPE) is such that a failure occurs when the simulation requires more than ¢
input shares (as in the original RPE notion) but also whenever this number of shares is greater than
the size of the leaking set W. Formally, the failure event F; in Definition 20 is defined for every j as

F;= (|Ij| > min(t, |W|)) .
We then have the two following relations with the standard RPE notion:
1. Gis (t, f)-TRPE of amp. order d = G is (¢, f')-RPE of amp. order d’ > d,
2. Gis (t, f)-TRPE of amp. order d =t+ 1 <= G is (t, f)-RPE of amp. order d =t + 1.

A formal definition of TRPE and a proof of the above relations can be found in [BRT21] (see
Appendix G).

Generic copy gadget. Our generic copy gadget simply consists in applying a refresh gadget Gr
to the input sharing twice in order to obtain two fresh copies. Formally, from Ggr, the generic copy
gadget G, is defined as

Gul@) = (Gr(®), Gr(®)) - (8.6)

We have the following lemma (whose proof is given in the full version of [BRT21] — see Appendix G).
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Lemma 7. Let Gr be an n-share (t, f)-TRPE refresh gadget of amplification order d. Then, the copy
gadget G, displayed in Equation 8.6 is (t, f')-TRPE also of amplification order d.

As a consequence of this result, a TRPE refresh gadget directly yields a TRPE copy gadget achieving
the same amplification order. If the refresh gadget is RPE with amplification order reaching the upper
bound for 1-input gadgets, whichisd=t+1=2(n—t) = 2ntD) “then the copy gadget is also RPE

3
with same (maximal) amplification order.

Generic addition gadget. Our generic addition gadget simply consists in applying a refresh gadget
GR to each of the two input sharings before adding them. Formally, from GRg, the generic addition
gadget Gg is defined as

Ge(z,y) = Gr(z) + Gr(Y) - (8.7)

We have the following lemma (whose proof is given in the full version of [BRT21] — see Appendix G).

Lemma 8. Let Gr be an n-share refresh gadget and let Gg be the corresponding addition gadget
displayed in Equation 8.7. Then if Ggr is (t, f)-RPE (resp. (t,f)-TRPE) of amplification order d,
then Gg is (t, f')-RPE (resp. (t, f')-TRPE) for some f' of amplification order d' > ng

The above lemma shows that an RPE refresh gadget of amplification order d directly yields an
RPE addition gadget of amplification order at least L%J If the refresh gadget achieves the optimal
2(n+1)

d = ==, then the generic addition gadget has an amplification order at least | %] which is not far

: +1
from the upper bound for two-input gadgets of “3—.

Although Lemma 8 is insufficient to ensure an optimal amplification order for the generic addition
gadget, it can still be obtained for specific instantiations of the refresh gadget Gr as we explicit
hereafter.

Instantiation from ISW refresh gadget. Let us recall that the ISW refresh gadget consists in
evaluating Gr : @ — Gg(x, (1,0,...,0)) where Gg is the ISW multiplication gadget. This gadget is
depicted in Algorithm 3 (see Section 3.4.3). We have the following result:

Theorem 10. Lett,n € N with t < n — 2. Let Gr be the n-share ISW refresh gadget, G, be the copy
gadget of Equation 8.6 and Gg the addition gadget of Fquation 8.7. We have

1. Gr is (t, f)-TRPE of amplification order d = min(t + 1,n —t);
2. G, is (t, f)-RPE of amplification order d = min(t + 1,n —t);
3. Gg is (t, f)-RPE of amplification order d = min(t + 1,n —t).
The first item is proven in [BRT21, Corollary 3], the second item holds from the first one and
Lemma 7 above, while the third item is a consequence of [BRT21, Lemma 11] (see Appendix G).

Instantiation from BCPZ refresh gadget. In [BCPZ16a], Battistello, Coron, Prouff and Zeitoun
introduced a refresh gadget with quasilinear complexity O(nlogn). This refresh gadget (already
overviewed in Section 5.3.1) is defined recursively as:

GR(:I:) = (GR(CL‘l + T) + s H GR(SEQ — ’I“) — S) (8.8)

for any = (z1 || 2) € K with n > 1, with randomly sampled r + K"/? and s + K"/2, and
Gr(z) = x for n = 1. While this definition implicitly assumes that n is a power of 2, this refresh
gadget is defined more generally for any n € N (see description in [BCPZ16a)).

We have the following result:

Theorem 11. Let t,n € N witht < n — 1. Let Gr be the n-share BCPZ refresh gadget, G, be the
copy gadget of Equation 8.6 and Gg the addition gadget of Equation 8.7. We have

1. Gr is (t, f)-TRPE of amplification order d = min(t + 1,n —t);
2. Gy is (t, f)-RPE of amplification order d = min(t + 1,n — t);
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3. Gg is (t, f)-RPE of amplification order d = min(t + 1,n —t).

The first item is proven in [BRTV21, Lemma 3], the second item holds from the first one and
Lemma 7 above, while the third item is a consequence of [BRTV21, Lemmas 2 & 3].

The above theorems provide concrete instantiations of the generic copy and addition gadgets (based
on ISW and BCPZ refresh gadgets) reaching the upper bound for the amplification order (for 2-input
gadgets) for any number of shares n. We note that the instantiations from the ISW refresh gadget have
quadratic complexity O(n?) while the instantiations from the BCPZ refresh gadget enjoy quasilinear
complexity O(nlogn); one might therefore prefer the latter.

Remark 8. The generic addition gadget of Equation 8.7 might more generally reach the upper bound on
the amplification order from other refresh gadget constructions. We introduce in [BRTV21] the strong
TRPFE2 notion which, together with TRPE, is sufficient for Gg to ensure a maximal amplification
order for Gg.

8.4.2. Multiplication gadget with maximal amplification order

Constructing a multiplication gadget with maximal amplification order is tricky. As a matter of
fact, we show in [BRT21] (see Appendix G) that the widely spread ISW multiplication gadget (see
Algorithm 1) achieves RPE but with multiplication order min(¢ 4+ 1,n — ¢)/2 which is not optimal.
We further show in [BRT21, Lemma 2] that any multiplication gadget which computes the cross
products of the input shares have an amplification order upper bounded by min((¢+1)/2,n —t) which
is strictly lower than the upper bound of Lemma 6 for 2-input gadgets. In order to reach the maximal
amplification order, we must hence build a multiplication gadget avoiding a direct cross-product of
the input shares. As an additional observation, the addition, copy, and random gates are virtually
free in a multiplication gadget since they do not impact the asymptotic complexity of the expanding
compiler (see Section 8.3). This suggests that we can be greedy in terms of randomness to reach the
maximal amplification order.

From those observations, we describe hereafter a multiplication gadget z = Gg(,y) which achieves
the maximal amplification order min(¢ 4+ 1,n — t) by making greedy use of randomness and input
refreshing. We first describe our core n-share multiplication gadget and then explain how we avoid
the initial cross products of shares. First, the gadget constructs the matrix of the cross product of
input shares:

xl.yl xl.yQ PR xl.yn
z2.y1 I'2.y2 P x2.yn
Tn Y1 Tn - Y2 Tn - Yn

Then, it picks n? random values which define the following matrix:

1,1 1,2 te Tin
T2,1 72,2 s T2,n
Tn,1 Tn,2 o Tn,n

It then performs an element-wise addition between the matrices M and R:

P11 P1,2 e Pin

P21 P22 T P2
P=M+R= . . i

Pn,1 Pn,2 e Pn,n

At this point, the gadget randomizes each product of input shares from the matrix M with a single
random value from R. In order to generate the correct output, the gadget adds all the columns of P
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into a single column V of n elements, and adds all the columns of the transpose matrix R' into a
single column X of n elements:

pPr1t -+ Pin L1t T

P21+t P2n LT T e a7
= . , X = :

Pn,1 + +pn7n T1,n + - +rn,n

The n-share output is finally defined as (z1,...,2,) =V + X.

In order to further increase the maximal amplification order attainable by the gadget, we need to
avoid performing a direct product of shares. To this aim, we add a pre-processing phase to the gadget
using a refresh gadget Gr. Specifically, we refresh the input (y1,...,y,) each time it is used. In other

terms, each row of the matrix M uses a fresh copy of (y1,...,¥yn) produced by a new call to G, that
is
z1 'ygl) Z1 'yél) I 'yr(zl)
(2 (2) (2)
':Z: . x . DY :L‘ . n
M= 2°Y 2 Y2 2°Y
where (yij), . ,yflj))7 j € [n], are the n independent refreshings of the input (y1,...,yn).

With this refreshing scheme, we avoid using the same share more than once for one of the two
input sharings. In addition, the asymptotic computational overhead of these n additional refreshes is
negligible compared to the joint contribution of the copy and addition gadgets.

We have the following result [BRT21, Corollary 6] (see Appendix G):

Theorem 12. Let t < n — 1. Let Gr be a (t,f')-TRPE refresh gadget of amplification order
d’ > min(t 4+ 1,n —t). The above multiplication gadget using Gr as refresh gadget is (t, f)-RPE of the
amplification order d = min(t + 1,n — t).

We note that the weaker notion of TRPEL1 is sufficient from G in the above statement (see [BRT21]
for details). As a corollary of the above theorem and the previous results on ISW and BCPZ refresh
gadgets, the instantiation of our construction with any of these two refresh gadgets yields an RPE
multiplication gadget with maximal amplification order.

In [BRT21] (see Appendix G), we provide an asymptotic analysis of the expanding compiler based
on the generic gadgets introduced in this section. We show that, while increasing the number of shares
n, the asymptotic complexity of the expanding compiler converges towards O(x2). On the other hand,
the tolerated leakage probability decreases while n grows. In the next section, we provide concrete
instantiations of the RPE framework for small gadgets for which we can exhibit the tolerated leakage
probability.

8.5. Efficient instantiation with small RPE gadgets

This section presents constructions of small RPE gadgets for copy, addition, and multiplication
operations with a low number of shares. It can be checked that RPE security with a relevant
amplification order (i.e. strictly greater than 1) cannot be obtained by a gadget with less than 3
shares. Then, as explained in Section 8.3.4, the highest amplification orders can only be achieved for
gadgets with an odd number of shares. We therefore consider the cases of 3-share and 5-share gadgets.
Each one of these gadgets is experimentally verified using the VRAPS verification tool [BCP*20]
from which we derive the tolerated leakage probability as well as the complexity of the underlying
expanding compiler.

Copy and addition gadgets. For the construction of small 3-share and 5-share addition and copy
gadgets, we use the generic constructions depicted in Equation 8.6 and Equation 8.7 (Section 8.4.1)



Chapter 8. Noisy leakage security through random probing expansion 57

which are based a refresh gadget as building block. We hence start by looking for refresh gadgets that
have a good complexity in terms of gate count, and achieve the upper bound on the amplification
order for the specific cases of 3-share and 5-share constructions (but not necessarily for a higher
number of shares).

Multiplication gadget. For the construction of small 3-share and 5-share multiplication gadgets,
we use the generic construction depicted in Section 8.4.2 which, to the best of our knowledge, is
the only multiplication gadget achieving the maximal amplification order for any number of shares,
and specifically for 3-share and 5-share constructions. As for the refresh gadget Gr which is used to
perform n refreshes on the second input, we use the same scheme as for the construction of small
addition and copy gadgets.

While the multiplication gadget from Section 8.4.2 reaches the desired amplification order, we
add another pre-processing phase. In addition to the n refreshes performed on the second input b,
we add another single refresh of the input a before computing the cross-products, using the same
refresh gadget Gr. Refreshing the input a before usage experimentally showed a further increase in
the maximum tolerated leakage probability, by adding more randomness to the input shares before
computing the cross-product matrix M.

The above construction achieves the maximal amplification order for 3-share (d = 2) and 5-share
(d = 3) gadgets based on natural refresh gadgets detailed hereafter.

8.5.1. Three-share gadgets

For the 3-share instances, we use the following refresh gadget as building block:

Gr:z1 «— rm+mm
29 < To+ X9

23 (7’1 +7’2) +£L’3.

This refresh is sufficient to reach the upper bounds on the amplification orders for the three gadgets
while being more efficient in terms of gate count than e.g. the ISW refresh gadget.

Results. Table 8.1 displays the results for the above gadgets obtained through the VRAPS tool.
The second column gives the complexity, where N,, N., N,,, N, stand for the number of addition
gates, copy gates, multiplication gates and random gates respectively. The third column provides
the amplification order of the gadget. And the last column gives the maximum tolerated leakage
probability. The last row gives the global complexity, amplification order, and maximum tolerated
leakage probability for the expanding compiler using these three gadgets.

Table 8.1.: Results for the 3-share gadgets for (¢ = 1, f)-RPE, achieving the bound on the amplification

order.

Gadget Complexity Amplification log, of maximum
(Na, N¢y Ny Ny) order tolerated proba

GRr | (4,2,0,2) | 2 | —5.14

Gg | (11,4,0,4) | 2 | —4.75

Gx \ (8,7,0,4) | 2 | —17.50

Gg | (40,29,9,17) | 2 | —7.41

Compiler | o(|c| - k®9) | 2 | —7.50
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8.5.2. Five-share gadgets

For the 5-shares instances, we use the circular refresh gadget described in [BBDT20, BDF17] (a.k.a.
block refresh gadget):

Gr:2z1 « (r1+r)+m:
zo 4+ (ro+rs)+ a9
z3 < (rs+rs)+axs
zg 4+ (ra+rs)+axy
zs +— (rs+7m1)+ s

This gadget only uses n randoms for an n-share construction, and while it does not achieve enough
security in the generic case (unless the refresh block is iterated on the input a certain number of times
[BBD*20, BDF*17]), it proves to be enough to achieve the necessary amplification order for our
5-share constructions. We use a variant of the original version (also suggested in [BBD"20]): we choose
to sum the random values first (thus obtaining a sharing of 0) before adding them to the input shares.
The idea is to avoid using the input shares in any of the intermediate variables, so that input shares
only appear in the input variables {z;}1<;<» and the final output variables {z;}1<i<n. Intuitively,
this trick allows to have less tuples of intermediate variables resulting in simulation failures because
there are less variables that could leak information about the input. This is validated experimentally
since we obtain better results in terms of amplification order and tolerated leakage probability for
small gadgets.

Results. Table 8.2 gives the results for the above gadgets obtained through the VRAPS tool.

Table 8.2.: Results for the 5-share gadgets for (¢ = 2, f)-RPE, achieving the bound on the amplification

order.
Gadget Complexity Arder " | tierated proba.
Gr | (10,5,0,5) | 3 | —4.83
Go | (25,10,0, 10) | 3 | [—6.43, —3.79]
Ga | (20, 15,0, 10) | 3 | [~6.43, —5.78]
Ge | (130,95, 25, 55) | 3 | [~12.00, —6.03]
Compiler | o(|C| - k323) | 3 | [~12.00, -6.03]

From Table 8.1 and Table 8.2, we observe that the asymptotic complexity is better for the
instantiation based on 5-share gadgets as they provide a better amplification order with limited
overhead. While this result can seem to be counterintuitive, it actually comes from the fact that
each gadget will be expended less in the second scenario. We stress that we could only obtain an
interval [2712,27] for the tolerated leakage probability because it was computationally too expensive
to obtain a tighter interval from the VRAPS tool, but this could probably be improved in the future.
Meanwhile, we can consider that our best complexity O(|C| - k3-2) comes at the price of a lower
tolerated leakage probability of 2712 (5-share gadget) compared to the O(|C] - k*?) complexity and
2775 tolerated leakage probability obtained for our 3-share instantiation.

8.6. Conclusion and related works

In this chapter, we have presented the random probing expandability (RPE) framework introduced
in [BCP*20] and inspired from the work of Ananth, Ishai and Sahai [AIS18]. We have also introduced
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generic gadget constructions achieving the RPE notion as well as concrete instantiations of the RPE
framework based on small gadgets. Those instantiations tolerate the highest leakage probability
exhibited so far, although we expect the state of the art to evolve soon, possibly with better instantia-
tions of the RPE framework. In a recent follow-up work with Belaid, Taleb and Vergnaud [BRTV21],
we have pushed this approach one step further by exhibiting new RPE gadget constructions with
quasilinear complexity (under some conditions on the base field). We have further formalized the
dynamic expanding compiler which adapts the set of base gadgets throughout the expansion. This
approach can make the most of two different sets of base gadgets, inheriting from the highest tolerated
leakage probability on one hand and from the best asymptotic complexity on the other hand. In
another follow-up work with Belaid, Mercadier and Taleb [BMRT22], we have introduced a new formal
verification tool, named IronMask, which provides complete RPC/RPE verification for a large class of
relevant gadgets and which is several orders of magnitude faster than VRAPS. Other previous works
have achieved constant leakage probability in the random probing model. Namely, Ajtai proposed a
scheme based on expander graphs [Ajt11], which was further improved by Andrychowicz, Dziembowski
and Faust in [ADF16]. The concrete instantiation and exact leakage probability still remain to be
investigated for these schemes. More generally, the research of new schemes, or improved RPE gadgets,
achieving leakage probability closer to one as well as better asymptotic complexity (while relaxing the
constraint on the base field) is an interesting direction for further researches.



Part V.

Conclusion



Conclusion

Provable security has become a de facto requirement for cryptographic algorithms and protocols
in the scientific literature as well as in the industry. For cryptographic implementations on the
other hand, expectations and achievements in terms of formal security guaranties are much less
ambitious. And yet, side-channel attacks, and in particular power and electromagnetic attacks, are
truly devastating for the security of cryptographic implementations embedded in somehow accessible
devices. Motivated by this challenge, we have presented in this thesis several contributions on the
provable security of cryptographic implementations against those attacks.

Soon after the publication of differential power analysis [KJJ99], masking, a.k.a. secret sharing at
the implementation level, was identified as a sound approach to protect cryptographic implementations
in the presence of power and electromagnetic leakages [CJRR99, GP99]. For one decade, masking
countermeasures were ad hoc and mostly limited to a single mask (a.k.a. first-order masking). In 2010,
we have shown that the probing security framework and the probing-secure scheme both introduced
in the seminal work of Ishai, Sahai and Wagner [ISW03] could provide a practical answer to the open
issue of masking schemes secure against higher-order side-channel attacks. From this observation, our
humble contribution was to make the so-called ISW scheme efficiently applicable to AES [RP10] and
to any SPN-like block ciphers [CGP112] (see Chapter 3). Many subsequent works have followed a
similar approach and proposed further probing secure masking schemes, masking composition notions,
verification methods and optimized implementations. As of today, probing security has become the
common approach to reason about and formally prove the security of masked implementations.

While the probing security paradigm provides a first level of provable security against side-channel
attacks, it fails to fully capture the ability of an adversary monitoring the power or electromagnetic
leakage of a cryptographic computation. Indeed, in the probing model, the adversary is restricted
to exploit the leakage on a limited number of intermediate variables of the computation, whereas in
practice, a side-channel adversary gets some leakage on all the intermediate variables. To fill this
gap, we have introduced the noisy leakage model [PR13] (see Chapter 4). This model captures any
leakage distribution by quantifying its amount of noise through a simple parameter called the bias. In
a remarkable follow up work [DDF14], Duc, Dziembowski and Faust have unified our noisy model to
strong versions of the probing model, namely the region probing and random probing models. Thanks
to their result, region or random probing secure implementations inherit noisy leakage security, while
designing and proving masking schemes in those models is conceptually much simpler.

Many research works over the last decade have focused on the design, implementation, composition
and verification of masking schemes in the probing model and much less has been done in the
region and random probing models. Only a few schemes have been proposed which achieve provable
security in these models and most of them are theoretical and without concrete instantiation or
concrete evaluation of the tolerated leakage rate. Motivated by this challenge, we have introduced
new composition approaches and new provably secure masking schemes in some recent works [GJR18,
BCP*20, GPRV21, BRT21]. Chapter 5 and Chapter 6 present the masking composition approaches
introduced in these works. Chapter 7 describes a region probing secure scheme with quasilinear
complexity (but which only tolerates quasiconstant leakage rate). Chapter 8 introduces a framework
to bootstrap small masking gadgets into random probing secure implementations. Our instantiations
of this framework achieve concrete leakage rates, which are the highest exhibited so far.

In view of these developments, many interesting and challenging research directions remain open. A
first concrete topic for further investigations is the research of new schemes tolerating higher leakage
rates (as close to 1 as possible) as well as better asymptotic or practical complexity. A promising
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approach is to search for better instantiations of the random probing expansion framework. Likewise,
a lot remains to be done on the efficient implementation and optimization of existing schemes. As
more constructions and improvements will emerge, the community might further investigate formal
verification and code generation tools for masked implementations with provable security in the
noisy leakage model. Another worthwhile direction is to tighten the gap between the theory and
practice of provably secure masked implementations. In particular, much more work would be needed
on the implicit assumptions underlying the noisy leakage model, namely data isolation and noise
independence, to either enforce them in practice or to relax them with more robust designs. A related
practical issue is the conception of efficient and reliable methods to quantify the noise parameters and
to characterize a wide range of devices in the noisy model.

Finally, and as a more general perspective, while we now have some proof-of-concept provably
secure implementations with respect to passive side-channel attacks, a more challenging question
is that of active attacks. In particular, fault attacks are known to be equally devastating against
unprotected cryptographic implementations [BDL97, BS97] and while many works on fault attacks
and countermeasures have been published in the literature, formal models and provably secure designs
would deserve further investigations. A particularly challenging issue is to capture a wide range
of fault attacks as well as combined side-channel and fault attacks. While pushing the adversary’s
tampering capabilities further, one might consider the so-called white-box model in which an adversary
has complete control over the target implementation [CEJv03, DLPR14]. All attempts to provide
secure implementations in this model have failed. The design of secure white-box cryptography,
possibly in weaken adversarial models (which are still to be defined), is a stimulating open issue.
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Abstract. Implementations of cryptographic algorithms are vulnerable to Side Channel Analysis (SCA).
To counteract it, masking schemes are usually involved which randomize key-dependent data by the ad-
dition of one or several random value(s) (the masks). When dth-order masking is involved (i.e. when d
masks are used per key-dependent variable), the complexity of performing an SCA grows exponentially
with the order d. The design of generic dth-order masking schemes taking the order d as security param-
eter is therefore of great interest for the physical security of cryptographic implementations. This paper
presents the first generic dth-order masking scheme for AES with a provable security and a reason-
able software implementation overhead. Our scheme is based on the hardware-oriented masking scheme
published by Ishai et al. at Crypto 2003. Compared to this scheme, our solution can be efficiently im-
plemented in software on any general-purpose processor. This result is of importance considering the
lack of solution for d > 3.

1 Introduction

Side Channel Analysis exploits information that leaks from physical implementations of cryp-
tographic algorithms. This leakage (e.g. the power consumption or the electro-magnetic em-
anations) may indeed reveal information on the data manipulated by the implementation.
Some of these data are sensitive in the sense that they are related to the secret key, and the
leaking information about them enables efficient key-recovery attacks [7,19].

Due to the very large variety of side channel attacks reported against cryptosystems and
devices, important efforts have been done to design countermeasures with provable security.
They all start from the assumption that a cryptographic device can keep at least some secrets
and that only computation leaks [25]. Based on these assumptions, two main approaches have
been followed. The first one consists in designing new cryptographic primitives inherently re-
sistant to side channel attacks. In [25], a very powerful side channel adversary is considered
who has access to the whole internal state of the ongoing computation. In such a model, the
authors show that if a physical one-way permutation exists which does not leak any infor-
mation, then it can be used in the pseudo-random number generator (PRNG) construction
proposed in [4] to give a PRNG provably secure against the aforementioned side channel ad-
versary. Unfortunately, no such leakage-resilient one-way permutation is known at this day.
Besides, the obtained construction is quite inefficient since each computation of the one-way
permutation produces one single random bit. To get more practical constructions, further
works focused on designing primitives secure against a limited side channel adversary [13].
The definition of such a limited adversary is inspired by the bounded retrieval model [10,22]
which assumes that the device leaks a limited amount of information about its internal state
for each elementary computation. In such a setting, the block cipher based PRNG construc-
tion proposed in [30] is provably secure assuming that the underlying cipher is ideal. Other

* Full version of the paper published in the proceedings of CHES 2010.



constructions were proposed in [13,31] which do not require such a strong assumption but are
less efficient [40]. The main limitations of these constructions is that they do not enable the
choice of an initialization vector (otherwise the security proofs do not hold anymore) which
prevents their use for encryption with synchronization constraints or for challenge-response
protocols [40]. Moreover, as they consist in new constructions, these solutions do not allow
for the protection of the implementation of standard algorithms such as DES or AES [14,15].

The second approach to design countermeasures provably secure against side channel
attacks consists in applying secret sharing schemes [2,39]. In such schemes, the sensitive data
is randomly split into several shares in such a way that a chosen number (called the threshold)
of these shares is required to retrieve any information about the data. When the SCA threat
appeared, secret sharing was quickly identified as a pertinent protection strategy [6,17] and
numerous schemes (often called masking schemes) were published that were based on this
principle (see for instance [1,3,18,23,26,29,34,38]). Actually, this approach is very close to the
problem of defining Multi Party Communication (MPC) schemes (see for instance [9,12]) but
the resources and constraints differ in the two contexts (e.g. MPC schemes are often based on
a trusted dealer who does not exist in the SCA context). A first advantage of this approach is
that it can be used to secure standard algorithms such as DES and AES. A second advantage
is that dth-order masking schemes, for which sensitive data are split into d + 1 shares (the
threshold being d + 1), are sound countermeasures to SCA in realistic leakage model. This
fact has been formally demonstrated by Chari et al. [6] who showed that the complexity
of recovering information by SCA on a bit shared into several pieces grows exponentially
with the number of shares. As a direct consequence of this work, the number of shares (or
equivalently of masks) in which sensitive data are split is a sound security parameter of the
resistance of a countermeasures against SCA.

The present paper deals with the problem of defining an efficient masking scheme to
protect the implementation of the AES block cipher [11]. Until now, most of works published
on this subject have focused on first-order masking schemes where sensitive variables are
masked with a single random value (see for instance [1,3,23,26,29]). However, this kind
of masking have been shown to be efficiently breakable in practice by second-order SCA
24,27,42]. To counteract those attacks, higher-order masking schemes must be used but a very
few have been proposed. A first method has been introduced by Ishai et al. [18] which enables
to protect an implementation at any chosen order. Unfortunately, it is not suited for software
implementations and it induces a prohibitive overhead for hardware implementations. A
scheme devoted to secure the software implementation of AES at any chosen order has been
proposed by Schramm and Paar [38] but it was subsequently shown to be secure only in the
second-order case [8]. Alternative second-order masking schemes with provable security were
further proposed in [34], but no straightforward extension of them exist to get efficient and
secure masking scheme at any order. Actually, at this day, no method exists in the literature
that enables to mask an AES implementation at any chosen order d > 3 with a practical
overhead; the present paper fills this gap.



2 Preliminaries on Higher-Order Masking

2.1 Basic Principle

When higher-order masking is involved to secure the physical implementation of a crypto-
graphic algorithm, every sensitive variable x occurring during the computation is randomly
split into d + 1 shares xzq, ..., x4 in such a way that the following relation is satisfied for a
group operation | :

volax L---Lag=u. (1)

In the rest of the paper, we shall consider that L is the exclusive-or (XOR) operation denoted
by @. Usually, the d shares z1, ..., x4 (called the masks) are randomly picked up and the
last one zg (called the masked variable) is processed such that it satisfies (1). When d random
masks are involved per sensitive variable the masking is said to be of order d.

Assuming that the masks are uniformly distributed, masking renders every intermediate
variable of the computation statistically independent of any sensitive variable. As a result,
classical side channel attacks exploiting the leakage related to a single intermediate variable
are not possible anymore. However, a dth-order masking is always theoretically vulnerable
to (d + 1)th-order SCA which exploits the leakages related to d 4+ 1 intermediate variables
at the same time [24,37,38]. Indeed, the leakages resulting from the d + 1 shares (i.e. the
masked variable and the d masks) are jointly dependent on the sensitive variable. Neverthe-
less, such attacks become impractical as d increases, which makes higher-order masking a
sound countermeasure.

2.2 Soundness of Higher-Order Masking

The soundness of higher-order masking was formally demonstrated by Chari et al. in [6].
They assume a simplified but still realistic leakage model where a bit b is masked using d
random bits xq, ..., x4 such that the masked bit is defined as o = bP x1 B --- & x4. The
adversary is assumed to be provided with observations of d + 1 leakage variables L;, each
one corresponding to a share x;. For every 4, the leakage is modelled as L; = x; + N; where
the noises N;’s are assumed to have Gaussian distributions A (i, %) and to be mutually
independent. Under this leakage model, they show that the number of samples ¢ required
by the adversary to distinguish the distribution (Lo, ..., L4|b = 0) from the distribution
(Lo, ..., L4lb=1) with a probability at least « satisfies:

q =o't (2)

where 0 = 4log v/ log o. This result encompasses all the possible side-channel distinguishers
and hence formally states the resistance against every kind of side channel attack. Although
the model is simplified, it could probably be extended to more common leakage models such
as the Hamming weight /distance model. The point is that if an attacker observes noisy side
channel information about d 4+ 1 shares corresponding to a variable masked with d random
masks, the number of samples required to retrieve information about the unmasked variable
is lower bounded by an exponential function of the masking order whose base is related to the
noise standard deviation. This formally demonstrates that higher-order masking is a sound
countermeasure especially when combined with noise. Many works also made this observation
in practice for particular side channel distinguishers (see for instance [37,38,41]).



2.3 Higher-Order Masking Schemes

When dth-order masking is involved in protecting a block cipher implementation, a so-called
dth-order masking scheme (or simply a masking scheme if there is no ambiguity on d) must
be designed to enable computation on masked data. In order to be complete and secure, the
scheme must satisfy the two following properties:

— completeness: at the end of the computation, the sum of the d shares must yield the
expected ciphertext (and more generally each masked transformation must result in a set
of shares whose sum equal the correct intermediate result),

— dth-order SCA security: every tuple of d or less intermediate variables must be independent
of any sensitive variable.

If the dth-order security property is satisfied, then no attack of order lower than d + 1 is
possible and we benefit from the security bound (2).

Most block cipher structures (e.g. AES or DES) alternate several rounds composed of a key
addition, one or several linear transformation(s), and a non-linear transformation. The main
difficulty in designing masking schemes for such block ciphers lies in masking the nonlinear
transformations. Many solutions have been proposed to deal with this issue but the design of
a dth-order secure scheme for d > 1 has quickly been recognized as a difficult problem by the
community. As mentioned above, only three methods exist in the literature that have been
respectively proposed by Ishai, Sahai and Wagner [18], by Schramm and Paar [38] (secure
only for d < 2) and by Rivain, Dottax and Prouff [34] (dedicated to d = 2). Among them,
only [18] can be applied to secure a non-linear transformation at any order d. This scheme is
recalled in the next section.

2.4 The Ishai-Sahai-Wagner Scheme

In [18], Ishai et al. propose a higher-order masking scheme (referred to as ISW in this paper)
enabling to secure the hardware implementation of any circuit at any chosen order d. They
describe a way to transform the circuit to protect into a new circuit (dealing with masked
values) such that no subset of d of its wires reveals information about the unmasked values?.
For such a purpose, they assume without loss of generality that the circuit to protect is exclu-
sively composed of NOT and AND gates. Securing a NOT for any order d is straightforward
since x = P, z; implies NOT(z) = NOT(z¢) ® 21 - - - @ x4. The main difficulty is therefore to
secure the AND gates. To answer this issue, Ishai et al. suggest the following elegant solution.

Secure logical AND. Let a an b be two bits and let ¢ denote AND(a,b) = ab. Let us
assume that a and b have been respectively split into d+ 1 shares (a;),;, and (b;) ;4 such
that P, a; = a and P, b; = b. To securely compute a (d + 1)-tuple (¢;)o;cq 8:t. ;i = ¢,
Ishai et al. perform the following steps:

1. For every 0 < ¢ < j < d, pick up a random bit r; ;.
2. For every 0 < i < j < d, compute r;j; = (r;; © a;b;) & a;b;.
3. For every 0 < i < d, compute ¢; = a;b; @#i Tij-

3 Considering wires as intermediate variables, this is equivalent to the security property given in Section 2.3.



Remark 1. The use of brackets indicates the order in which the operations are performed,
which is mandatory for security of the scheme.

The completeness of the solution follows from:

@ C; = @ (azbl ) @ri,j) = @ (a,b, ) @’F@j ) @(Tjﬂ; ) aibj ) ajbi))

i i J>i Jj<i
=D (ab & Plad; wap) = (Par) (D) -

In [18] it is shown that the AND computation above is secure against any attack of order
lower than or equal to d/2. In Section 4, we give a tighter security proof: we show that the
scheme is actually dth-order secure.

Practical issues. Although the ISW scheme is an important theoretical result, its practical
application suffers few issues. Firstly, it induces an important overhead in silicon area for
the masked circuit. Indeed, every single AND gate is encoded using (d + 1)> AND gates
plus 2d(d + 1) XOR gates, and it requires the generation of d(d + 1)/2 random bits at every
clock cycle. As an illustration, masking the compact circuit for the AES S-box described in [5]
would multiply its size (in terms of number of gates) by 7 for d = 2, by 14 for d = 3 and by 22
for d = 4 (without taking the random bits generation into account). Secondly, masking at the
hardware level is sensitive to glitches, which induces first-order flaws although in theory every
internal wire carries values that are independent of the sensitive variables [20,21]. Preventing
glitches in masked circuits imply the addition of synchronizing elements (e.g. registers or
latches) which still significantly increases the circuit size (see for instance [32]).

Since software implementations of masking schemes do not suffer area overhead and are
not impacted by the presence of glitches at the hardware level, a straightforward approach
to deal with the practical issues discussed above could be to implement the ISW scheme in
software. Namely, we could represent each non-linear transformation S to protect by a tuple of
Boolean functions ( f;); usually called coordinate functions of S, and evaluate the f;’s with the
ISW scheme by processing the AND and XOR operations with CPU instructions. However,
this approach is not practical since the timing overhead would clearly be prohibitive. The
present paper follows a different approach: we generalize the ISW scheme to secure any finite
field multiplication rather than a simple multiplication over Fy (i.e. a logical AND). We apply
this idea to design a secure higher-order masking scheme for the AES and we show that its
software implementation induces a reasonable overhead.

3 Higher-Order Masking of AES

The AES block cipher iterates a round transformation composed of a key addition, a linear
layer and a nonlinear layer which applies the same substitution-box (S-box) to every byte
of the internal state. As previously explained, the main difficulty while designing a masking
scheme for such a cipher is the masking of the nonlinear transformation, which in that case
lies in the masking of the S-box. Our method for masking the AES S-box is presented in the
next section, afterward the masking of the whole cipher is described.

In what follows, we shall consider that a random generator is available which on an
invocation rand(n) returns n unbiased random bits.



3.1 Higher-Order Masking of the AES S-box

The AES S-box S is defined as the right-composition of an affine transformation Af over F3
with the power function x — 22°* over the field Fos = Folz]/(2® + 2% + 23 + 2 +1). Since the
affine transformation is straightforward to mask, our scheme mainly consists in a method for
masking the power function at any order d. Our solution consists in a secure computation of
the exponentiation to the power 254 over Fos. Such an approach has already been described
by Blomer et al. for d = 1 [3]. The core idea is to apply an exponentiation algorithm (e.g.
the square-and-multiply algorithm) on the first-order masked input while ensuring the mask
correction step by step. Compared to Blomer et al. ’s solution, our exponentiation algorithm
is able to operate on dth-order masked inputs and it achieves dth-order SCA security for any
value of d. To perform such a secure exponentiation, we define hereafter some methods to
securely compute a squaring and a multiplication over Fos at the dth order.

Masking the field squaring. Since we operate on a field of characteristic 2, the squaring
is a linear operation and we have 22 ® 22 @ - - - @ 22 = 2% Securely computing a squaring can
hence be carried out by squaring every share separately. More generally, for every natural
integer j, raising x to the power 27 can be done securely by raising each z; to the 27 separately.

Masking the field multiplication. For the usual field multiplication we use the ISW
scheme recalled in Section 2.4. Even if it has been described to securely compute a logical
AND (that is a multiplication over Fy), it can actually be transposed to secure a multiplication
over any field of characteristic 2: variables over Fy are replaced by variables over Fon, binary
multiplications (i.e. ANDs) are replaced by multiplications over Fon and binary additions
(i.e. XORs) are replaced by addition over Fan (that are n-bit XORs). This keep unchanged
the completeness of the scheme recalled in Section 2.4. The whole secure multiplication over
Fon is depicted in the following algorithm.

Algorithm 1 SecMult - dth-order secure multiplication over Fan
INPUT: shares a; satisfying €@, a; = a, shares b; satisfying @, b; = b
OuTPUT: shares ¢; satisfying €D, ¢; = ab

1. for i=0to d do

2. for j=i+1tod do

3. r45,5 < rand(n)

4. T 4 (T’i,j D aib]') @ a;jb;

5.for i=0to d do

6. Ci < aib,-

7. for j=0tod,j#1i doci < c¢i®ri;

Masking the power function. Now we have a secure squaring and a secure multiplication
over [Fys it remains to specify an exponentiation algorithm. It is clear from Algorithm 1 that
the running time of a secure multiplication is huge compared to that of a secure squaring.
A secure squaring indeed requires d + 1 squarings while a secure multiplication requires
(d+ 1) field multiplications, 2d(d + 1) XORs and the generation of d(d + 1)/2 random 8-bit
values. Our goal is therefore to design an exponentiation algorithm using the least possible
multiplications which are not squares. It can be checked that an exponentiation to the power



254 requires at least 4 such multiplications. The exponentiation algorithm presented hereafter
achieves this lower bound and requires few additional squares. It involves three intermediate

variables denoted y, z and w (note that x and y may be associated to the same memory
address).

Algorithm 2 Exponentiation to the 254
INPUT: z
OuTPUT: y = 2°

54

1.z a? [z = 2
2.y zx [y = 2%r = 27
3wyt [w= (z*)* = 2%
4. y +— yw [y = z°z'2 = z17]
5. Y — y16 [y — (1’15)16 — I240]
6. y — yw [y = 2290212 = 4252
Ty yz [y = 2222? = 225

As we will argue in Section 4, , for the dth-order security to hold, it is important that the
masks (a;),5, and (b;),5, in input of the SecMult algorithm are mutually independent. That is
why we shall refresh the masks at some points during the secure exponentiation by calling a
procedure RefreshMasks*. The whole exponentiation to the power 254 over Fos secure against
dth-order SCA is depicted in the following algorithm.

Algorithm 3 SecExp254 - dth-order secure exponentiation to the 254 over Fys
INPUT: shares x; satisfying @, z; = «
OuUTPUT: shares y; satisfying @, y; =

254

1. for i=0to d do z < 7 D, zi = 2]
2. RefreshMasks(zo, 21, . . . , 2d)

3. (Yo, Y1y-- -y Yd) SecMult((zmzl, ceeyZd), (aco,:ch...,md)) D,y = 2%
4. for i =0 to d do w; < y} D, wi =z
5. RefreshMasks(wo, w1, . . ., wq)

6. (yo,y1,...,ya) < SecMult((yo,y1,- .., ya), (wo,w1,...,wa)) D, yi = ']
7. for i=0to d do y; + y;° (D, yi = 2°*°)
8. (Yo, Y1, ..,ya) < SecMult((yo,y1, . .,¥a), (wo, w1, ..., wa)) (D, vi = 2°*?
9. (Yo,Y1s.--,Yd) SecMuIt((yo,yl,...,yd), (20, 21, - - .,zd)) D, y: = 2254

For completeness, we describe the RefreshMasks algorithm hereafter.

Algorithm 4 RefreshMasks
INPUT: shares z; satisfying @1 Ti =
OuUTPUT: shares z; satisfying €, z; =«

l.for i=1to d do

2. tmp < rand(8)
3. To < xo Dtmp
4. T; < x; Btmp

Algorithm 3 involves of 8d(d + 1) + 4d XORs, 4(d + 1) multiplications (over Fys), d + 1
squares, d + 1 raising to the 4 and d + 1 raising to the 16. It uses 3(d + 1) +d(d + 1)/2 bytes

* Note that the masks resulting from the SecMult algorithm are independent of the input masks.



Table 1. Complexity of SecExp254.

order | nb. XORs nb. mult. |nb. “27 | nb. rand. bytes | memory (bytes)
1 20 16 6 6 7
2 56 36 9 16 12
3 108 64 12 20 18
4 176 100 15 48 25
5 260 144 18 70 33
d | 8d°+12d | 4d®> +8d+4 | 3d+3 2d° +4d 3d*+7d+3

of memory® and it requires the generation of 2d(d + 1) + 2d random bytes (see illustrative
values in Table 1). In comparison, the 2nd-order countermeasures previously published [34,38]
require at least 512 look-ups and 512 XORs and have a memory consumption of at least 256
bytes (see [33,35] for a detailed comparison).

Masking the full S-box. The affine transformation is straightforward to mask. After re-
calling that the additive part of Af equals 0x63, it can be checked that we have:

Af(xo) @ Af(21) @ --- @ Af(2a) = {ﬁ}ig; @ 0x63 i Zli iz 2‘&?7

Masking the affine transformation hence simply consists in applying it to every input share
separately and, in case of an even d, in adding 0x63 to one of the share afterward. The full
S-box computation secure against dth-order SCA is summarized in the following algorithm.

Algorithm 5 SecSbox
INPUT: shares x; satisfying @, x; = «
OuTPUT: shares y; satisfying @B, yi = S(z)

1. (yo,...,ya) < SecExp254(zo,...,xq)
2. for i=0to d do y; + Af(y:)
3.if (d mod 2 =1) then yo + yo H 0x63

Implementation aspects. Multiplications over Fys are typically implemented in software
using log/alog tables (see for instance [11]). Note that for security reasons, such an imple-
mentation must avoid conditional branches in order to ensure a constant operation flow. The
squaring and raisings to the 4 and 16 may be looked-up. Different time-memory tradeoffs are
possible. If not much ROM is available, the squaring can be implemented using logical shifts
and XORs (see for instance [11]), and the raising to the 2/, j € {2,4}, can then be simply
processed by j sequential squarings. Otherwise, depending on the amount of ROM avail-
able, one can either use one, two or three look-up table(s) to implement the raisings to 27,
Jj€{1,2,4}.

Remark 2. For the implementations presented in Section 5, we chose to implement the squar-
ing by a look-up table, getting the raising to the 4 (resp. 16) by accessing this table sequen-
tially 2 (resp. 4) times.

5 3(d + 1) bytes for the shares y;’s, z;’s and w;’s (Algorithm 3), and d(d 4 1)/2 for the intermediate variables r; ;’s
(Algorithm 1).



Our scheme may also be implemented in hardware. The sensitive part is the implementa-
tion of the SecMult algorithm (see Algorithm 1) which may be subject to glitches and which
should incorporate synchronizing elements. In particular, the evaluation of the ¢; shares
should not start before the evaluation of all the r; ;’s has been fully completed. Another ap-
proach would be to enhance the software implementation of the scheme with special purpose
hardware instructions. For instance, the multiplication, squaring and raisings to powers 4
and 16 over Fys could be added to the instructions set of the processor.

3.2 Higher-Order Masking of the Whole Cipher

In the previous section, we have shown how the AES S-box can be masked at any chosen
order d. We now detail the dth-order masking scheme for the whole AES block cipher.

The AES block cipher [11] operates on a 4 x 4 array of bytes called the state and denoted
s = (s15), <j<ar The state is initialized by the plaintext value and holds the ciphertext value
at the end of the encryption. Each round of AES is composed of four stages: AddRoundKey,
SubBytes, ShiftRows, and MixColumns (except the last round that omits the MixColumns).
AES is composed of either 10, 12 or 14 rounds, depending on the key length (the longer
the key, the higher the number of rounds) plus a final AddRoundKey stage. The round keys
involved in the different rounds are derived from the secret key through a key expansion
process.

In what follows, we describe how to mask an AES computation at the dth order. We will
assume that the secret key has been previously masked and that its d + 1 shares are provided
as input to the algorithm (otherwise a straightforward first-order attack would be possible).
At the beginning of the computation, the state (holding the plaintext) is split into d + 1
states sg, s1, ..., Sq satisfying:

S=8Ds1D---Psy .

This is done by generating d random states s; < rand(16 x 8) and by computing sy <
s®ED;-, si- At the end of the AES computation, the state (holding the ciphertext) is recovered
by s < D, s:.

In the next sections, we describe how to perform the different AES transformations on
the state shares in order to guarantee the completeness as well as the dth-order security.

Masking AddRoundKey. The AddRoundKey stage at round r consists in adding (by XOR)
the rth round key k" to the state. The masked key expansion (see description hereafter)
provides d + 1 shares (k}), for every round key k". To securely process the addition of k7,
one simply adds each of its share to one share of the state and the completeness holds from:

s®k"=(sodk)) B (s19k]) B @ (sqa k) .

Masking SubBytes. The SubBytes transformation consists in applying the AES S-box S to
each byte of the state:
SubBytes(s) = (S(s1,;))

In order to mask this transformation, we apply the secure S-box computation described
in Section 3.1 to the (d + 1)-tuple of byte shares ((So)ij, (S1)ijs---,(Sa)i;) for every row-
coordinate [ € [1,4] and for every column-coordinate j € [1,4].

1<l,j<4



Masking ShiftRows and MixColumns. The ShiftRows and MixColumns transformations
compose the linear layer of AES. In the ShiftRows transformation, the bytes in the last three
rows of the state are cyclically shifted over different numbers of bytes (1 for the second row, 2
for the third row and 3 for the fourth row). The MixColumns transformation operates on the
state column-by-column. Each column is treated as a four-term polynomial over Fo[z]/(2® +
'+ 23+ 2+1) and is multiplied modulo x*+1 with a fixed polynomial a(z) = 3z® +2? +x+2.
Since they are both linear with respect to the XOR operation, masking these transformations
is straightforward. One just apply them to every state share separately and the completeness
holds from:

d
ShiftRows(s) = @ ShiftRows(s;) ,
i=0

and:

d
MixColumns(s) = @ MixColumns(s;).

=0

Masking the key expansion. The AES key expansion generates a 4 x 4(Nr + 1) ar-
ray of bytes w, called the key schedule, where Nr is the number of rounds (which de-
pends on the key-length). Let w, ; denotes the jth column of w. Each group of 4 columns
(Wi dr—3, Wi ar—2, Wi 4r—1, Wy ) forms a round key k" that is XORed to the state during the
rth AddRoundKey stage. The first Nk columns of the key schedule are filled with the key bytes
(where the key byte-length is 4Nk) and the next ones are derived according to the process
described hereafter.

Let SubWord be the transformation that takes a four-byte input column and applies the
AES S-box to each byte. Let RotWord be the transformation that takes a 4-byte column as
input and performs a cyclic shift of one byte from bottom to top. Finally, let Rcon; denotes
the constant 4-bytes column ({02}771,0,0,0)7, where {02}77! is the (j — 1)th power of x in
the field Fy[z]/(2® + 2* + 2® + 2 4+ 1). The jth column of the key schedule w, ; is defined as:

Wej = Wi jNk DT

with:
RotWord(SubWord(w, j_1)) @ Rcon;/nk if (j mod Nk = 0),

t = < SubWord(w, ;_;) if (Nk =8) and (j mod Nk = 4),

W, ;1 otherwise.

In order to securely process the key expansion at the dth-order, the key schedule w is
split into d + 1 schedules wg, wy, ..., wg. The first columns of each schedule shares are filled
with the key shares at the beginning of the ciphering. Each time a new schedule column w,_;
must be computed, its d + 1 shares (Wo).;, (W1)s«j, ..., (Wq)s; are computed as:

(Wi)ij = (Wi)sjonk D t;

where the t;’s denote the 4-bytes shares of t that are securely computed from the 4-bytes
shares of w, ;_;. Such a secure computation can be easily deduced from the methods described
above. The SubWord transformation is processed by applying the secure S-box computation
described in Section 3.1 to the byte shares (wg); ;, (W1)1, - - ., (Wq);,; for each row-coordinate



[ € [1,4]. Since RotWord is linear with respect to the XOR, it is applied (when involved) to
every share separately. Finally, when Rcon;/ni must be added to t, it is added to one of its
share (e.g. tg).

The whole dth-order secure key expansion process is summarized in the following algo-
rithm.

Algorithm 6 dth-order secure AES key expansion
INPUT: key shares k; satisfying @@, ki =k
OUTPUT: shares w; satisfying €. w; = w

.for j =1to Nk do

for i=0to d do (w;), . «+ (ki)

*5J *5J

1
2
3.for j=Nk+1to4(Nr+1) do

4 fori=0tod dot; < (wi),, ,

5. if ((j mod Nk = 0) or (Nk = 8) and (j mod Nk = 4)) then
6 for | =1to 4 do ((to),, (t1),,-..,(ta),) < SecSbox((to),, (t1),,-- ., (ta),)
7 if (j mod Nk = 0) then

8 for i =0 to d do t; + RotWord(t;)
9 to < to ® Rcon; Nk

10. fori=0tod do (wi), ; ; < (Wi), ; x Dt

Remark 3. Note that the key expansion can be executed on-the-fly during the AES compu-
tation in order to avoid the storage of all the round keys.

Masking the whole AES: algorithmic description. Algorithm 7 summarizes the whole
AES computation secure against dth-order SCA.

Algorithm 7 dth-order secure AES computation
INPUT: plaintext p, key shares k; satisfying @, k; = k
OUuTPUT: ciphertext ¢

l.so < p

*** State masking ***
2.for i=0to d do

3. s; < rand(16 x 8)
4. So < So b si

**¥*% All but last rounds ***

5.for r=1to Nr—1 do

6. for i=0tod dos; +s; k]

7 for/=1to4,j=1to4 do

8. ((s0), 5 (81), 55+, (sa), ;) = SecSbox((s0), ;» (S1) ;- (Sa)y ;)
9 for i=0to d do s; + MixCqumns(ShiftRows(si))

*** Last round ***

10. for t =0 to d do s; esi@kﬁ\“

11.forl=1to4,j=1to 4 do

12. ((50)1,]'7 (s1)15--+» (Sd)l,j) — Sechox((so)lJ.7 (81)yjoees (Sd)z,j)
13. for i =0 to d do s; + ShiftRows(s;)

14. for i =0to d do s; < s; @k?”l



*** State unmasking ***

15. ¢ < s¢
16.fort=1tod doc+ cDPs;

4 Security Analysis

In this section, we give a formal security proof for our scheme. After describing the security
model, we pay particular attention to the secure field multiplication algorithm SecMult (i.e.
the generalized ISW scheme) which is the sensitive part of our scheme. We improve the
security proof given in [18] for the ISW scheme and we show that it achieves dth-order
security rather than (d/2)th-order security. Afterward, we prove the security of the whole
AES computation (Algorithm 7).

4.1 Security Model

We consider a randomized encryption algorithm & taking a plaintext p and a (randomly
shared) secret key k as inputs® and performing a deterministic encryption of p under the
secret key k while randomizing its internal computations by means of an external random
number generator (RNG). The RNG outputs are assumed to be perfectly random (uniformly
distributed, mutually independent and independent of the plaintext and of the secret key).
Any variable that can be expressed as a deterministic function of the plaintext and the
secret key, which is not constant with respect to the secret key, is called a sensitive variable
with the exception of the ciphertext & (p) or any deterministic function of it. Note that
every intermediate variable computed during an execution of £ (except the plaintext and the
ciphertext) can be expressed as a deterministic function of a sensitive variable and of the
RNG outputs.

We shall consider the plaintext, the secret key and the intermediate variables of & as
random variables. The distributions of the intermediate variables are induced by the algo-
rithm inputs (p and k) distributions and by the uniformity of the RNG outputs. The joint
distribution of all the intermediate variables of £ thus depends on (p, k). On the other hand,
some subsets of intermediate variables may be jointly independent of (p, k). This leads us to
the following formal definition of dth-order SCA security.

Definition 1. A randomized encryption algorithm is said to achieve dth-order SCA security
if every d-tuple of its intermediate variables is independent of any sensitive variable.

Equivalently, an encryption algorithm achieves dth-order SCA security if any d-tuple of
its intermediate variables, except the plaintext and the ciphertext (or any function of one of
them), is independent of the algorithm inputs (p, k).

Before proving the security of our scheme, we need to introduce a few additional notions.
A (d + 1)-family of shares is a family of d + 1 intermediate variables (7)) ., such that
every d-tuple of x;’s is uniformly distributed and independent of any sensitive variable and
@Do<icq i is a sensitive variable. Two (d + 1)-families of shares (z;);, and (y;); are said to be

6 The secret key k is assumed to be split into d + 1 shares ko, ki1, ..., kq such that @Z k; = k and every d-tuple of
k;’s is uniformly distributed and independent of k.



d-independent one of each other if every (2d)-tuple composed of d elements from (z;), and
of d elements from (y;), is uniformly distributed and independent of any sensitive variable.
Two (d + 1)-families of shares are said to be d-dependent one on each other if they are
not d-independent. A randomized encryption algorithm aiming at dth-order SCA security
typically operates on (d + 1)-families of shares. Such an algorithm can hence be split into
several randomized elementary transformations defined as algorithms taking one or two d-
independent (d + 1)-families of shares as input and returning a (d + 1)-family of shares.

To prove the dth-order SCA security of our scheme, we will first show that it can be split
into several randomized elementary transformations each achieving dth-order SCA security.
Afterward, the security of the whole algorithm will be demonstrated.

As in [18], our proofs shall apply similar techniques as zero-knowledge proofs [16]. We
shall show that the distribution of every d-tuple of intermediate variables (vq,va, ..., v4) of
our randomized AES algorithm can be perfectly simulated without knowing p and k. Namely,
we show that it is possible to construct a d-tuple of random variables which is identically
distributed as (vq,vg, ..., v4), independently of any statement about p and k. In some cases,
the simulated distribution shall involve some intermediate variables (w;), (different from the
v;’s). We shall then say that (v, v, ..., vq) can be perfectly simulated from the w;’s. It follows
that if (vy, vg, ..., v4) can be perfectly simulated from some intermediate variables w;’s which
are jointly independent of p and k, then (v, vs,...,v,4) is also independent of p and k. We
are now able to introduce the first lemma of our security proof.

Lemma 1. A randomized elementary transformation T achieves dth-order SCA security if
and only if the distribution of every d-tuple of its intermediate variables can be perfectly
simulated from at most d shares of each of its input (d + 1)-families.

Proof. Let us assume that every d-tuple v = (v, va,...,v4) of intermediate variables of T
can be perfectly simulated from at most d shares of each of its input (d + 1)-families of
shares. By definition of a (d 4 1)-family of shares, this amounts to assume that every such v
can be simulated from (at most) 2d uniform random variables that are independent of any
sensitive variable. It follows that every d-tuple of intermediate variables v is independent of
any sensitive variable, which implies that 7 is dth-order SCA secure. Let us now assume
that there exits a d-tuple v of intermediate variables which requires all the d + 1 shares of
one of its input (d + 1)-families — let say (z;); — to be perfectly simulated. Then, denoting
D, z; = x where x is a sensitive variable, we get that v depends on x (otherwise d shares x;
would suffice to the simulation) which contradicts the dth-order SCA security of 7. OJ

Lemma 1 shows that proving the security of a randomized elementary transformation 7~
can be done by exhibiting a method for perfectly simulating the distribution of any d-tuple
of intermediate variables of T from the values of at most d shares of each input (d+ 1)-family
of 7. We follow this approach in the next section to prove the security of the secure field
multiplication algorithm SecMult (Algorithm 1).

4.2 TImproved Security Proof for the ISW Scheme

The theorem hereafter states that the generalized ISW scheme (Algorithm 1) achieves dth-
order SCA security.



Theorem 1. Let (a;)gc;cq and (bi)oc;cq be two d-independent (d + 1)-families of shares in
input of Algorithm 1. Then, the distribution of every tuple of d or less intermediate variables
in Algorithm 1 is independent of the distribution of values taken by a = @c;cqai and

b= ®O<i<d bi.

The proof given hereafter follows the outlines of that given by Ishai et al. in their paper but
it is tighter: we prove that the scheme achieves dth-order SCA security rather than (d/2)th-
order SCA security as proved in [18]. The core idea of our improvement is to simulate the
distribution of any d-tuple of intermediate variables of Algorithm 1 from d shares in (a;), and
d shares in (b;), instead of simulating any (d/2)-tuple of intermediate variables from d pairs
of shares in (a;, b;);.

Proof. Our proof consists in constructing two sets I and J of indices in [0; d] with cardinalities
lower than or equal to d and such that the distribution of any d-tuple (vq,vs,...,v4) of
intermediate variables of Algorithm 1 can be perfectly simulated from a; := (a;)ie; and
by = (b;)jes. This will prove the theorem statement since, by definition, a); and by; are
jointly independent of (a,b) as long as the cardinalities of I and J are strictly smaller than
d. We describe the constructions of I and J hereafter.

1. Initially, I and J are empty and all the v,’s are unassigned.

2. For every intermediate variable v, of the form a;, b;, a;b;, r;; (for any ¢ # j) or a sum of
values of the above form (including ¢; as a special case) add i to I and J. This covers all
the intermediate variables of Algorithm 1 except those appearing in the computation of
;i (Step 4) which are of the form a;b; or r; ; @ a;b;. For those intermediate variables add
tto I and j to J.

3. Now that the sets [ and J have been determined — and note that since there are at most
d intermediate variables vy, the cardinalities of I and J can be at most d — we show how

to complete a perfect simulation of the d-tuple (vg,v1,...,v4) using only the values of
a;; and by;. First, we assign values to every r;; entering in the computation of any v, as
follows:

— If ¢ ¢ I (regardless of j), then 7;; does not enter into the computation for any wvj,.
Thus, its value can be left unassigned.

— Ifie I, but j ¢ I, then r;; is assigned a random independent value. Indeed, if i < j
this is what would have happened in Algorithm 1. If ¢ > j, however, we are making
use of the fact that r;; will never be used in the computation of any v, (otherwise we
would have j € I by construction). Hence we can treat r; ; as a uniformly random and
independent value.

— If{i,j} C I and {7, 5} C J, then we have access to a;, a;, b; and b; and we thus compute
r;; and r;; exactly as they would have been computed in Algorithm 1; i.e., one of them
(say ;) is assigned a random value and the other r;; is assigned r; ; & a;b; ® a;b;.

— If {i,j} C I and {i,j} € J, then at least r;; or r;; (or both) does not enter into
the computation for any v, (otherwise we would have {i,j} C J by construction).
Following the same reasoning as previously (case i € I, j ¢ I), we can then assign a
random independent value to the one (if any) that enters in the computation of the
vp’S.

4. For every intermediate variable vy, of the form a;, b;, a;b;, ;; (for any i # j), or a sum of

values of the above form (including ¢; as a special case), we know that i € [ and i € J,



and all the needed values of r; ; have already been assigned in a perfect simulation. Thus,
v, can be computed in a perfect simulation.

5. The only types of intermediate variables remaining are v, = a;b; or vy, = 1, ; ® a;b;. By
construction, we have 7 € I and j € J which allows us to compute a;b;, and since all the
1;,; (entering into the computation of the v),’s) has been assigned, the value of v, can be
simulated perfectly.

O

4.3 Security Proof of Our Scheme

The following theorem states the security of our whole randomized AES (Algorithm 7).

Theorem 2. The randomized AES computation depicted in Algorithm 7 achieves dth-order
SCA security.

In order to demonstrate the theorem statement, we will use the following lemma.

Lemma 2. Let T be a randomized elementary transformation. If T achieves dth-order SCA
security then the distribution of every intermediate variable of T can be perfectly simulated
from at most one share of every input (d + 1)-families of T .

Proof. Suppose that the simulation of the distribution of an intermediate variable v from 7T
requires at least two shares z;, and w;, from the same family (z;),. The d-tuple composed
of v and of the d — 2 shares (;),,, ;, requires the whole (d + 1)-family of shares (z;); to be
perfectly simulated which by Lemma 1 is in contradiction with the dth-order security of 7T .
OJ

Proof (Theorem 2). An execution of our randomized AES algorithm can be expressed as a
sequence of executions of the following randomized elementary transformations”:

— the secure key addition (Steps 6, 10 and 14 of Algorithm 7),
— the secure affine transformation (Steps 1 and 2 of Algorithm 5),

— the secure square (Step 1 of Algorithm 3), the secure raising to the 4 (Step 4 of Algorithm
3) and the secure raising to the 16 (Step 7 of Algorithm 3),

— the RefreshMasks procedure (Algorithm 4),
— the SecMult algorithm (Algorithm 1),

— the secure ShiftRows and the secure MixColumns transformations (Steps 9 and 13 of Al-
gorithm 7).

7 For simplicity we omit the randomized elementary transformations used in the secure key expansion (Algorithm
6). Note that they could be listed without affecting the rest of the proof.



All these transformations take as input either a single (d + 1)-family of shares (all trans-
formations but the secure key addition and SecMult) or two d-independent (d + 1)-families
of shares (secure key addition and SecMult). Moreover they all achieve dth-order SCA secu-
rity (it has been proven for SecMult in the previous section and it is straightforward for the
remaining randomized elementary transformations since they operate on each input share
independently). Let us consider a d-tuple (v, va, ..., vq) of intermediate variables each from
a randomized elementary transformation 7;. By Lemma 2, the distribution of every v; can be
perfectly simulated given the value of at most one share of every (d + 1)-families in input of
7T;. Since by definition the (d + 1)-families in input of the same 7; are independent, the set of
shares which are necessary to simulate (v, vs,...,v4) does not contain more than d shares
from the same (d + 1)-family or from d-dependent (d + 1)-families. It follows that the dis-
tribution of (vq,wvs,...,vq) can be perfectly simulated from uniform random values that are
jointly independent of any sensitive variable. In other words, (v, vs,...,v4) is independent
of any sensitive variable. O

5 Implementation Results

To compare the efficiency of our proposal with that of other methods proposed in the litera-
ture, we applied them to protect an implementation of the AES-128 algorithm in encryption
mode. We have implemented our new countermeasure for d € {1,2,3}, namely to coun-
teract either first-order SCA (d = 1) or second-order SCA (d = 2) or third-order SCA
(d = 3). Among the numerous methods proposed in the literature to thwart first-order SCA
we chose to implement only that having the best timing performance (the table re-computation
method [23]) and that offering the best memory performance (the tower field method [28]).
In the second-order case, we implemented the only two existing methods: the one proposed
in [38]® and the one proposed [34]. Eventually, since no countermeasure against 3rd-order
SCA was existing before that introduced in this paper, it is the single one in its category.

We wrote the codes in assembly language for an 8051-based 8-bit architecture. The imple-
mentations only differ in their approaches to protect the S-box computations. The linear steps
of the AES have been implemented in the same way, by following the outlines of the method
presented in Sect. 3.2 (and also used in [38] and [34]). In Table 2, we list the timing/memory
performances of the different implementations.

As expected, in the first-order case the countermeasures introduced in [23] and [28,29] are
much more efficient than ours. This is a consequence of the generic character of our method
which is not optimized for one choice of d but aims to work for any d. For instance, the
representation of the AES S-box used in [28,29] involves less field multiplications than our
representation. Moreover, those field multiplications can be defined in the subfield ¢4 of Fas6,
where the field operations can be entirely looked-up thanks to a table of 256 bytes in code
memory.

In the second-order case, our proposal becomes much more efficient than the existing
solutions. It is 2.2 times faster than the countermeasure proposed in [38] with a RAM memory
requirement divided by around 10. It is also 2.5 times faster than the countermeasure in [34]
and requires 5.3 times less RAM. Memory allocation differences are merely due to the fact

8 Initially, the method of [38] was devoted to thwart dth-order SCA for any chosen order d but it has been shown
insecure for d > 3 [8].



Table 2. Comparison of secure AES implementations

Method | Reference | cycles [RAM (bytes) [ROM (bytes)
Unprotected Implementation

No Masking | Na.  [3x10°] 32 | 1150
First Order Masking

Re-computation [23] 10 x 107 256 + 35 1553

Tower Field in Fy4 [28,29] 77 x 10° 42 3195

Our scheme for d =1 | This paper [129 x 10° 73 3153
Second Order Masking

Double Re-computations [38] 594 x 10°] 512+ 90 2336

Single Re-computation [34] 672 x 103] 256 + 86 2215

Our scheme for d =2 | This paper [271 x 10° 79 3845
Third Order Masking

Our scheme for d = 3 [ This paper [470 x 10% 103 4648

that the methods [38] and [34] generalize the table re-computation method and thus require
the storage of one (for [34]) or two (for [38]) randomized representation(s) of the AES S-
box. The differences in timing performances come from the fact that the methods in [38]
and [35] process one loop over all the 256 elements of the S-box look-up table (each loop
iteration processing itself a few elementary operations), which is more costly than the 36
field multiplications and 56 bitwise additions involved in our method (see Table 1).

Remark 4. In [34], an improvement of the method implemented for Table 2 is proposed that
enables to decrease the number of iterations required for the secure S-box computation when
implemented on a 16-bit or 32-bit architecture. In such a context (d = 2, 16-bit or 32-bit
architecture), the method would still requires much more RAM allocation than ours but it
could be slightly more efficient in timing.

Eventually, in the third-order case our method has acceptable timing/memory perfor-
mances. For comparison, it stays faster than the second-order countermeasures proposed
in [38] and [34] and it still requires much less RAM memory. For chips running at 5MHz and
31MHz, an AES encryption of one block requiring 470 x 103 cycles, takes 94ms and 15ms
respectively. For some use cases where the size of the message to encrypt/decrypt is not
too long such a timing performance is acceptable (e.g. challenge-response protocols, Message
Authentication Codes for one-block messages as in banking transactions).

6 Conclusion

In this paper, we have presented the first masking scheme dedicated to AES which is provably
secure at any chosen order and which can be implemented in software at the cost of a
reasonable overhead. We gave a formal security proof of our scheme including an improved
security proof for the scheme published by Ishai et al. at Crypto 2003. We also provided
implementation results showing the practical interest of our scheme as well as its efficiency
compared to the existing second-order masking schemes.
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Abstract. Masking is a common countermeasure against side-channel
attacks. The principle is to randomly split every sensitive intermediate
variable occurring in the computation into d+ 1 shares, where d is called
the masking order and plays the role of a security parameter. The main is-
sue while applying masking to protect a block cipher implementation is to
design an efficient scheme for the s-box computations. Actually, masking
schemes with arbitrary order only exist for Boolean circuits and for the
AES s-box. Although any s-box can be represented as a Boolean circuit,
applying such a strategy leads to inefficient implementation in software.
The design of an efficient and generic higher-order masking scheme was
hence until now an open problem. In this paper, we introduce the first
masking schemes which can be applied in software to efficiently protect
any s-box at any order. We first describe a general masking method and
we introduce a new criterion for an s-box that relates to the best effi-
ciency achievable with this method. Then we propose concrete schemes
that aim to approach the criterion. Specifically, we give optimal meth-
ods for the set of power functions, and we give efficient heuristics for the
general case. As an illustration we apply the new schemes to the DES
and PRESENT s-boxes and we provide implementation results.

1 Introduction

Side-channel analysis is a class of cryptanalytic attacks that exploit the physical
environment of a cryptosystem to recover some leakage about its secrets. It
is often more efficient than a cryptanalysis mounted in the so-called black-bozx
model where no leakage occurs. In particular, continuous side-channel attacks in
which the adversary gets information at each invocation of the cryptosystem are
especially threatening. Common attacks as those exploiting the running-time,
the power consumption or the electromagnetic radiations of a cryptographic
computation fall into this class.



Many implementations of block ciphers have been practically broken by con-
tinuous side-channel analysis — see for instance [6,18,20,22] — and securing
them has been a longstanding issue for the embedded systems industry. A sound
approach is to use secret sharing [3,30], often called masking in the context of
side-channel attacks. This approach consists in splitting each sensitive variable of
the implementation (i.e. variables depending on the secret key) into d+ 1 shares,
where d is called the masking order. It has been shown that the complexity of
mounting a successful side-channel attack against a masked implementation in-
creases exponentially with the masking order [7]. Starting from this observation,
the design of efficient masking schemes for different ciphers has become a fore-
ground issue.

The DES cipher has been the focus of first designs, with the notable work of
Goubin and Patarin in [13]. Further schemes have been subsequently published,
in particular for the AES cipher, applying masking in hardware or software
with different area-time-memory trade-offs [2,4,21,23,26,29]. All these schemes
deal with first-order masking, namely the intermediate variables are split in two
shares (a mask and a masked variable). As a result, they only thwart first order
side-channel attacks in which the adversary exploits the leakage of a single inter-
mediate computation. During the last years, several works have demonstrated
that this defense strategy was not sufficient for long term security purpose and
that higher-order attacks could be successfully performed against cryptographic
implementations (see e.g. [22]). This has raised the need for secure and efficient
higher-order masking schemes.

Higher-Order Masking. The principle of higher-order masking is to split
every sensitive variable & occurring during the computation into d+ 1 shares xg,
..., Zq in such a way that the following relation is satisfied for a group operation
1:

xolaxy L Lag=x. (1)

In the rest of the paper, we shall consider that L is the addition over some field of
characteristic 2. Usually, the d shares 1, ..., x4 (called the masks) are randomly
picked up and the last one zq (called the masked variable) is processed such that
it satisfies (1). When d random masks are involved per sensitive variable the
masking is said to be of order d. The tuple (x;), is further called a dth-order
encoding of x.

When higher-order masking is involved to protect a block cipher implemen-
tation, a so-called masking scheme must be designed to enable the computation
on masked data. Such a scheme must ensure that the final shares correspond
to the expected ciphertext on the one hand, and it must ensure the dth-order
security property for the chosen order d on the other hand. The latter property
states that every tuple of d or less intermediate variables is independent of any
sensitive variable. When satisfied, it guarantees that no attack of order lower
than or equal to d is possible.

Most block cipher structures (e.g. AES or DES) are iterative, meaning that
they apply several times a same transformation, called round, to an internal state



initially filled with the plaintext. The round itself is composed of a key addition,
one or several linear transformation(s) and one or several non-linear s-box(es).
Key addition and linear transformations are easily handled as linearity enables
to process each share independently. The main difficulty in designing masking
schemes for block ciphers hence lies in masking the s-box(es).

Masking and S-Boxes. Whereas many solutions have been proposed to deal
with the case of first-order masking (see e.g. [2,4,21,25]), only a few solutions
exist for the higher-order case. A scheme has been proposed by Schramm and
Paar in [29] which generalizes the (first-order) table recomputation method de-
scribed in [2,21]. Although the authors apply their method in the particular case
of an AES implementation, it is generic and can be applied to protect any s-
box. Unfortunately, this scheme has been shown to be vulnerable to a 3rd-order
attack whatever the chosen masking order [8]. In other words, it only provides
2nd-order security. Further schemes were proposed by Rivain, Dottax and Prouff
in [26] with formal security proofs but still limited to 2nd-order security.

The first scheme achieving dth-order security for an arbitrary chosen d has
been designed by Ishai, Sahai and Wagner in [14]. The here-called ISW scheme
consists in masking the Boolean representation of an algorithm which is com-
posed of logical operations NOT and AND. Securing a NOT for any order d
is straightforward since = @, x; implies NOT(z) = NOT(zo) ® 21 - - ® 4.
The main contribution of [14] is a method to secure the AND operation for
any arbitrary order d (the description of this scheme is recalled in Section 2.1).
Although the ISW scheme is an important theoretical result, its practical ap-
plication faces some issues. At the hardware level, the obtained circuits may
have prohibitive area requirements, especially for being used in embedded sys-
tems (privileged targets of side-channel attacks). Moreover, Mangard et al. have
shown in [19,20] that masking at the hardware level is sensitive to glitches which
induce unpredicted flaws in masked circuits. Preventing glitches can be done
thanks to synchronization elements (e.g. registers or latches) [24] or by perform-
ing additional sharing [23] but in both cases, the circuit size is still significantly
increased. On the other hand, a direct application of the ISW scheme to secure
an s-box computation in software would consist in taking the Boolean repre-
sentation of the s-box and in processing every logical operation successively in
a masked way. Since the Boolean representation of common s-boxes involves a
huge number of logical operations, the resulting implementation would likely be
ineflicient.

In the particular case of AES, a solution has been proposed by Rivain and
Prouff in [27] to efficiently mask the s-box processing at any order. Specifically,
the authors use the algebraic structure of the AES s-box, which is the composi-
tion of an affine function over F§ with the power function x +— 225 over Fasg,
and they show that it can be expressed as a sequence of operations involving a
few linear functions over F§ (easy to mask) and four multiplications over Fase.
The latter are secured by applying the ISW scheme (generalized to Faszs). Sub-
sequently, Kim, Hong and Lim have presented in [15] an extension of Rivain and



Prouff’s scheme, which is based on the tower-field approach from [28]. On the
other hand, Genelle, Prouff and Quisquater have proposed in [12] a higher-order
scheme based on the alternate use of Boolean masking and multiplicative mask-
ing. Although schemes in [15] and [12] achieve better performances than [27],
they are still restricted to the AES s-box and their generalization to any s-box
(or subclasses) is an open issue.

Our Contribution. The present paper introduces the first higher-order mask-
ing scheme which can be applied to efficiently protect any s-box processing in
software. We first give a general method that extends the Rivain and Prouff
approach to mask any s-box and we introduce a new criterion for an s-box that
relates to the best efficiency achievable with our method. Then we give concrete
schemes that aim to approach the so-called masking complexity. Specifically, we
give optimal methods for the set of power functions, and we give efficient heuris-
tics for the general case. As an illustration we apply our scheme to the DES and
PRESENT s-boxes and we provide implementation results.

2 Higher-Order Masking of any S-Box

In this section, we describe a general method to mask any s-box and we introduce
a related masking complezity criterion.

2.1 General Method

An s-box is a function from {0, 1}" to {0, 1}™ with m < n and n small (typically
n € {4,6,8}). We shall use the terminology of (n, m) s-box when the dimensions
need to be specified. To design a higher-order masking scheme for such a function,
our approach is to express it as a sequence of affine functions over F3, and
multiplications over Fan. Such a strategy is always possible since any (n,m)
s-box can be represented by a polynomial function = +— Zf:g Laat over Fan
where the a; are constant coefficients in Fo». The a; can be obtained from the
s-box look-up table by applying Lagrange’s Interpolation Theorem. When m is
strictly lower than n, the m-bit outputs can be embedded into Fon by padding
them to n-bit outputs (e.g. by setting most significant bits to 0). The padding is
then removed after the polynomial evaluation. We recall hereafter the Lagrange
Interpolation Theorem applied to our context.

Theorem 1 (Lagrange Interpolation). Let S be a function Fan — Faon.
Then, for every x € Faon, we have:

S@) = Y S(a)lal2) , ()
a€Fgn

where, for every a € Fon, £, is defined as:

=] 222 3




Remark 1. The ¢, are called the Lagrange basis polynomials and satisfy £, (x) =
lif z = o and £, (x) = 0 otherwise. In particular, every ¢, is a monic polynomial
of degree 2" — 1, and we have £, (z) = (x4 «)?" ~! 4+ 1. Moreover, the coefficients
of S(x) can be directly computed from the Mattson-Solomon polynomial by:

S(0) ifi =0
ai=1{ S 7S(aF)a M if1<i<2m -2

S+ Y% %a; ifi=2"—1
for every primitive element o of Fan.

The polynomial representation of an s-box is based on four kinds of oper-
ations over Faon: additions, scalar multiplications (i.e. multiplications by con-
stants), squares, and regular multiplications (i.e. of two different variables). Ex-
cept for the latter, all these operations are F§-linear (or F5-affine), that is the
corresponding function over F% are linear (resp. affine). The processing of any
s-box can then be performed as a sequence of Fj-affine functions (themselves
composed of additions, squares and scalar multiplications over Fan) and of reg-
ular multiplications over Fan, called nonlinear multiplications in the following.
Masking an s-box processing can hence be done by masking every affine function
and every nonlinear multiplication independently. We recall hereafter how this
can be done for each category.

Masking of F5-affine functions. Let = ), x; be a shared variable. Every affine
function g with additive part ¢, satisfies:

Z?:o g(zs) if d is even,
g(@) = d e
cg+ i 9(z;) if d is odd.

The masked processing of g then simply consists in evaluating g for every share
x;, and possibly correcting one of them by addition of ¢4. Such a processing
clearly achieves dth-order security as the shares are all processed independently.

Masking of nonlinear multiplications. Every nonlinear multiplication can be pro-
cessed by using the ISW scheme. Let a,b € Fan and let (a;)g<;<q and (b;)g<;<q
be dth-order encoding of a and b. To securely compute a dth-order encoding
(€i)g<i<q Of ¢ = ab, the ISW method over Fan performs as follows:®

1. For every 0 <i < j < d, pick up a random value 7; ; in Fan.
2. For every 0 < i < j <d, compute r;; = (15 ; + a;b;) + a;b;.
3. For every 0 < i < d, compute ¢; = a;b; + Z#i Tij-

It can be checked that the obtained shares are a sound encoding of c¢. Namely,

we have:
d d

Zci: (Za,)(Zbl) =ab=rc.

i=0 =0 i=0

5 The use of brackets indicates the order in which the operations are performed, which
is mandatory for the security of the scheme.



In [14] it is shown that the above computation achieves (d/2)th-order security.
A tighter security proof is given in [27] which shows that dth-order security is
actually achieved as long as the masks of the two inputs are independent.

Remark 2. Another method to process a masked multiplication at an arbitrary
order is used in [10] to achieve provable security under specific leakage assump-
tions. However this method requires more operations and more random bits than
the ISW scheme does. For this reason, the ISW scheme should be preferred in a
usual dth-order security model.

2.2 Masking Complexity

The scheme described in the previous section secures the computation of any
(n,m) s-box S by masking its polynomial representation over Fon. The evalua-
tion of such a polynomial is composed of Fy-affine functions g and of nonlinear
multiplications. The masked processing of each F5-affine function g merely in-
volves d+ 1 evaluations of g itself, while it involves (d +1)? field multiplications,
2d(d + 1) field additions and the generation of nd(d+ 1)/2 random bits for each
nonlinear multiplication. The masked processing of F3-affine functions hence
quickly becomes negligible compared to the masked processing of nonlinear mul-
tiplications as d grows. This observation motivates the following definition of the
masking complezity for an s-box.

Definition 1 (Masking Complexity). Let m and n be two integers such that
m < n. The masking complexity of a (n,m) s-box is the minimal number of
nonlinear multiplications required to evaluate its polynomial representation over
Fan.

The following proposition directly results from this definition.

Proposition 1. The masking complexity of an s-box is invariant when composed
with FY-affine bijections in input and/or in output.

Remark 3. Since field isomorphisms are Fo-linear bijections, the choice of the
irreducible polynomial to represent field elements does not impact the masking
complexity of an s-box.

In the next sections, we address the issue of finding polynomial evaluations of
an s-box that aim at minimizing the number of nonlinear multiplications. Those
constructions will enable us to deduce upper bounds on the masking complexity
of an s-box. We first study the case of power functions whose polynomial rep-
resentation has a single monomial (e.g. the AES s-box). For these functions, we
exhibit the exact masking complexity by deriving addition chains with minimal
number of nonlinear multiplications. We then address the general case and pro-
vide efficient heuristics to evaluate any s-box with a low number of nonlinear
multiplications.



3 Optimal Masking of Power Functions

In this section, we consider s-boxes for which the polynomial representation over
Fyn is a single monomial. These s-boxes are usually called power functions in the
literature. We describe a generic method to compute the masking complexity of
such s-boxes. Our method involves the notion of cyclotomic class.

Definition 2. Let a € [0;2" —2]. The cyclotomic class of « is the set C,, defined
by:
Co ={a-2"mod 2" —1; i € [0;n — 1]}.

We have the following proposition.

Proposition 2. Let p(m) denote the multiplicative order of 2 modulo m and
let ¢ denote the Euler’s totient function. For every divisor 6 of 2™ — 1, the
number of distinct cyclotomic classes Cp C [0;2" — 2] with ged (o, 2" — 1) =4 is
@(2"(;1 )/,u (27%1) It follows that the total number of distinct cyclotomic classes
of [0;2™ — 2] equals:

) u(3)

Proof. Proposition 2 can be deduced from the following facts:

— An integer « € [0;2" — 2] satisfies ged(a, 2™ — 1) = ¢ if and only if a = 64,
with ged (B3, £51) = 1. There are thus ¢(251) integers a € [0;2" — 2] such
that ged(o, 2™ — 1) = 4.

— For any « such that ged(a, 2™ — 1) = 6 (hence of the form o« = §5 with
ged(B, #{1) = 1), we have a - 2° = - 2/ mod 2" — 1 if and only if 5 -2 =
B -2/ mod 5L, that is, if and only if 2/ = 2/ mod 2. Hence C, has
cardinality #C,, = p(251).

The set of integers a € [0; 2" — 2] such that ged (o, 2™ — 1) = 4 is partitioned into
cyclotomic classes, each of them having cardinality u(#{l). Hence the number
of such cyclotomic classes is w(QiT’l) /e ( %) It follows that the total number
of distinct cyclotomic classes of [0;2" —2] equals 550 _1) go(#{l)/u (27%1) =

Za|(2n—1) ©(8)/p(3).
O

The study of cyclotomic classes is interesting in our context since a power
% can be computed from a power z” without any nonlinear multiplication
if and only if o and S lie in the same cyclotomic class. Hence, all the power
functions with exponents within a given cyclotomic class have the same masking
complexity and computing the masking complexity for all the power functions
over Fon thus amounts to compute this complexity for each cyclotomic class
over Fon. In what follows, we perform such a computation for fields Faon of small
dimensions n.

«



To compute the masking complexity for an element in a cyclotomic class, we
use the following observation: determining the masking complexity of a power
function x — z® amounts to find the addition chain for a with the least number
of additions which are not doublings (see [16] for an introduction to addition
chains). This kind of addition chain is usually called a 2-addition chain.® Let
(c;); denote some addition chain. At step 4, it is possible to obtain any element
within the cyclotomic classes (Cy, )<i using doublings only. As we are interested
in finding the addition chain with the least number of additions which are not
doublings, the problem we need to solve is the following: given some « € Cy, find
the shortest chain Cy, = Cyo, — -+ = C,, where Cy, = C1, Cy, = C, and for
every i € [1; k], there exists j, £ < i such that a; = o} + a; where o, € C,; and
af € Cq,.

We shall denote by M} the class of exponents a such that z — z® has a
masking complexity equal to k. The family of classes (M})x is a partition of
[0;2™ — 2] and each M7 is the union of one or several cyclotomic classes. For
a small dimension n, we can proceed by exhaustive search to determine the
shortest 2-addition chain(s) for each cyclotomic class. We implemented such an
exhaustive search from which we obtained the masking complexity classes M}
for n < 11 (note that in practice most s-boxes have dimension n < 8). Table
1 summarizes the obtained results for n € {4,6,8} (usual dimensions). Results
for other dimensions are summarized in appendix. Additionally, Table 2 gives
the optimal 2-addition chains (in exponential notation) corresponding to every
cyclotomic class for n = 8.

It is interesting to note that for every n, the inverse function x — z" —2
related to the cyclotomic class Cyn-1_; always has the highest masking com-
plexity. In particular, the inverse function x ~— x2°* (for n = 8) used in the AES
has a masking complexity of 4 as it was conjectured in [27].

4 Efficient Heuristics for General S-Boxes

We now address the general case of an s-box having a polynomial representation

Z?:gl ajz? over Fan. A straightforward solution is to successively compute every
power 27 using 27 = (27/2)? if j is even and 27 = 27~ 'z if j is odd, while updating
the polynomial value by adding the monomial a;z? at every step. Such a method
requires 2"~! — 1 nonlinear multiplications. As we show hereafter, less naive
methods exist that substantially lower the number of nonlinear multiplications.

We propose two different methods and then compare their efficiency.

5 This problem has been studied in the general setting where the multiplication by ¢
(and not specifically by 2) is considered free and the obtained addition chains are
called g-addition chains [31]. The purpose is to find efficient exponentiation methods
in Fy (as in such field the Frobenius map z +— z? is efficient). To the best of our
knowledge, apart from a specific application to the SFLASH signature algorithm
in [1], the case of 2-addition chains has not been particularly investigated.



Table 1. Cyclotomic classes for n € {4, 6,8} w.r.t. the masking complexity k.

k:| Cyclotomic classes in M}
n=4
0 Co = {0}, C1 ={1,2,4,8}
1 C3 = {3,6,12,9}, Cs = {5,10}
2 Cr = {7,14,13,11}
n==6
0 Co = {0}, C; = {1, 2,4,8,16, 32}
1 Cs = {3,6,12,24, 48,33}, C5 = {5, 10, 20,40, 17,34}, Cy = {9, 18,36}
2 C7 ={7,14,28,56,49,35}, C11 = {11, 22,44, 25,50,37},

Ci13 = {13, 26, 52,41, 19, 38}, C15 = {15, 30, 29, 27, 23},
C21 = {21,42}, Ca7 = {27, 54,45}

3 Coz = {23,46, 29, 58,53,43}, C31 = {31,62,61,59,55,47}
n=3~8
0 Co = {0}, C1 ={1,2,4,8,16, 32,64, 128}
1 C3 = {3,6,12,24, 48,96, 192,129}, Cs = {5, 10, 20, 40, 80, 160, 65, 130},
Cy = {9,18,36, 72,144, 33,66, 132}, C17 = {17,34,68,136}
2 C7 ={7,14,28,56,112,224,193,131}, C11 = {11, 22, 44, 88,176, 97, 194, 133},

C13 = {13,126, 52,104,208, 161,67, 134}, C15 = {15, 30, 60, 120, 240, 225, 195, 135},
Ci9 = {19, 38,76, 152,49, 98,196, 137}, C21 = {21, 42, 84,168, 81, 162, 69, 138},
Ca5 = {25, 50,100, 200, 145, 35, 70, 140}, C27 = {27, 54,108, 216, 177,99, 198, 141},
Cg7 = {37,74,148,41,82,164, 73,146}, Cy5 = {45, 90, 180, 105, 210, 165, 75, 150},
Cs1 = {51,102, 204, 153}, Cs5 = {85,170}
3| Cas ={23,46,92,184,113,226,197,139}, Ca9 = {29, 58,116, 232, 209, 163, 71, 142},
Cs1 = {31,62,124,248, 241,227,199, 143}, C39 = {39, 78,156, 57, 114, 228, 201, 147},
Cy3 = {43,86,172,89,178,101,202, 149}, Cy7 = {47,94, 188,121, 242,229, 203, 151},
Cs3 = {53,106, 212,169, 83,166, 77,154}, Cs5 = {55, 110, 220, 185, 115, 230, 205, 155},
Cs9 = {59,118, 236,217,179, 103,206, 157}, Ce1 = {61, 122, 244, 233, 211, 167, 79, 158},
Ces = {63,126, 252, 249, 243, 231,207,159}, Csr = {87,174,93,186,117,234,213,171},
Co1 = {91,182, 109, 218, 181, 107, 214, 173}, Cos = {95, 190, 125, 250, 245, 235, 215, 175},
Cy11 = {111,222, 189,123,246, 237,219, 183}, C19 = {119, 238, 221, 187}
4 Cha7 = {127,254, 253,251, 247, 239, 223,191}

Table 2. Optimal 2-addition chains (in exponential notation) for cyclotomic classes

for n = 8.

k 2-addition chains with k nonlinear multiplications
1 23— o x z? 2® — x x at
22—z xa® - 27—z xal®
2T e xa®xat - ez xa?xa®
2P~z xat xa® - 2 2® x (2%)*
2 2 —zxa?xat® - 22—z xat xat®
2?7 — 2® x (%)~ 2% oz x a2t x 232
% 2P x (2°)® - ' P x (2%)1F
P R
22 oz xa?xat xa® - 22— 2 xat xa® x !
22— 2® x (@)t x 2% - 2?9« zxa? x a2t x 23?
Pz xa® xa® x 22 - 27— 2® x (28)? x 232
3 22—z xa? x 2% x 2 - 2% 2% xat x (%)
%9 — 23 x (¢®)® x 232 %9 2% x 216 x (2)8
298 — 2" x ()8 - 287 — 2% x 2® x (2®)'°
2 23 x (@8 x 2%~ 2% 2B x (2%)2 x («5)1F
e 2 x (@D % (@)~ 2% o X (2)'F
4 227 2% x (2 x (a3)16 x 2%




4.1 Cyclotomic Method

Let g denote the number of distinct cyclotomic classes of [0;2" — 2]. The poly-
nomial representation of S can be written as:

q
S(@) = a0+ (. Qi) + a2 12® 1,
i=1

where the @); are polynomials such that every (; has powers from a single
cyclotomic class Cy,, namely we can write Q;(z) = >_; a; j2%% for some co-
efficients alj in Fon. Let us then denote L; the linearized polynomial L;(z) =
> a;;x% which is a Fj-linear function of z. We have Q;(z) = L;(z*) b
deﬁnmon The cyclotomic method simply consists in deriving the powers z%
for each cyclotomic class Cy, as well as 22" ~1 if agn _; # 0, and in evaluating

S(z) =ap+ (Zz L L; (xo‘)> + agn_1 22" 1. The powers 2% can each be derived

with a single nonlinear multiplication. This is obvious for the a; lying in M?.
Then it is clear that every power z* with a; € MJ, | can be derived with a

n
2"=1 can then

single multiplication from the powers (z%*)a,erp. The power x
be derived with a single nonlinear multiplication from the power 22" ~2. The
cyclotomic method hence involves a number of nonlinear multiplications equal
to the number of cyclotomic classes, minus 2 (as 2% and x! are obtained without
nonlinear multiplication), plus 1 (to derive 22" ~1). By Proposition 2, we then

have the following result.

Proposition 3 (Cyclotomic Method). Let m and n be two positive integers
such that m < n. The masking complezity of every (n,m) s-box is upper-bounded

by:
Z <P(5

s|(2m—

An (n,m) s-box S is said to be balanced if for every y € {0,1}™, the number
of preimages of y for S is constant to 2"~"". The following lemma gives a well-
known folklore result.

Lemma 1. Let m and n be two positive integers such that m < n. The polyno-
mial representation of every balanced (n,m) s-box has degree strictly lower than
2" — 1.

Proof. Since Lagrange basis polynomials are all monic of degree 2" — 1, the
coefficient a of the power to the 2 — 1 in the polynomial representation of S
satisfies a = ) S(cv), which equals 0 if S is balanced. O

a€clFson

When the polynomial representation of the s-box has degree strictly lower
than 2" — 1, the cyclotomic method saves one nonlinear multiplication since
the power 22"~ is not required. Namely, we have the following corollary of
Proposition 3.



Corollary 1 (Cyclotomic Method). Let m and n be two positive integers
such that m < n and let S be a (n,m) s-boz. If S is balanced, then the masking
complexity of S is upper-bounded by:

p(0)
2 n(d)

527 —1)

4.2 Parity-Split Method

The parity-split method is composed of two stages. The first stage derives a
set of powers (z7);<, for some ¢ using the straightforward method described
in the introduction of this section. The second stage essentially consists in an
application of the Knuth-Eve polynomial evaluation algorithm [9,17] which is
based on a recursive use of the following lemma.

Lemma 2. Let n and t be two positive integers and let @ be a polynomial of
degree t over Fon|x]. There exist two polynomials Q1 and Qo of degree upper-
bounded by [t/2]| over Fan|x] such that:

Q(z) = Q1(2*) + Q2(2*)z . (4)

By applying Lemma 2 to the polynomial representation of S, we get S(x) =
Q1(7?) + Q2(2%)z, where Q1 and Qs are two polynomials of degrees upper-
bounded by 2"~! — 1. We deduce that S can be computed based on the set of
powers (1:2j)j<2n,1_1 plus a single multiplication by x. Then, applying Lemma
2 again to the polynomials Q1 and Q5 both of degrees upper bounded by 27~ —
1, we get two new pairs of polynomials (Q11,@12) and (Q21,Q22) such that
Q1(z%) = Qui(2") + Q12(2")2” and Q2(2?) = Qa1(z) + Q22(2*)2*. The degrees
of the new polynomials are upper bounded by 2"~2 — 1. We then deduce that S
can be computed based on the set of powers (z4) j<an-2_1 plus 1 multiplication
by = and 2 multiplications by 22. Eventually, by applying Lemma 2 recursively
7 times, we get an evaluation of S involving evaluations in 22" of polynomials of
degrees upper-bounded by 2"~" — 1, plus Z:;o 2¢ = 2" — 1 multiplications by
powers of x of the form 22" with i < r — 1. The overall evaluation of S hence
requires 2" — 1 nonlinear multiplications (the 22" being obtained with squares
only) plus the evaluation in 22" of polynomials of degrees upper-bounded by
2"~" — 1. The latter evaluation can be performed by first deriving all the powers
(227 j<gn—r_y and then evaluating the polynomials (which only involves scalar
multiplications and additions once the powers have been derived). For every
j < 2" 7" — 1, the powers ({L’ZTj)j<2n_T_1 can be computed successively from
y=x byy’ = (y/?)?if j is even and 3/ = y/ 'z if j is odd. This takes some
squares plus 2"~"~! — 1 nonlinear multiplications (i.e. one per odd integer in
[3,2"" —1]).

We then deduce the following proposition.



Proposition 4. Let m and n be two positive integers such that m < n. The
masking complexity of every (n,m) s-box is upper-bounded by:

. ner—1 | ory o _ J 3" 20n/2)=1 _ 9 ifn is even,
mig (2" +2) 2= {2<n+1>/2 —2 ifnis odd. (5)

0<r<n

Note that the value of r for which the minimum is reached in (5) is r = [ 5.

4.3 Comparison

Table 3 summarizes the number of nonlinear multiplications obtained by the
cyclotomic method (for balanced s-boxes) and by the parity-split method. We see
that the cyclotomic method works better for small dimensions (n < 5) and the
parity-split method for higher dimensions (n > 6). Furthermore, the superiority
of the parity-split method becomes significant as n grows.

Table 3. Number of nonlinear multiplications w.r.t. the evaluation method.

Method \' n| 3 4 5 6 7 8 9 10 11
Cyclotomic 1 3 5 11 17 33 53 105 192
Parity-Split 2 4 6 10 14 22 30 46 62

We emphasize that these bounds may not be optimal, namely they may be
higher than the maximum masking complexity of (n,m) s-boxes. We let open
the issue of finding more efficient (or provably optimal) methods in the general
case for further research.

5 Application to DES and PRESENT

In this section we apply the proposed methods to the s-boxes of two different
block ciphers: the well-known and still widely used Data Encryption Standard
(DES) [11], and the lightweight block cipher PRESENT [5]. The former uses
eight different (6,4) s-boxes and the latter uses a single (4,4) s-box. According
to Table 3, we shall prefer the parity-split method for the DES s-boxes (10
nonlinear multiplications), and the cyclotomic method for the PRESENT s-box
(3 nonlinear multiplications).

5.1 Parity-Split Method on DES S-boxes

The parity-split method on a DES s-box uses a polynomial representation of the
s-box over Fgs which satisfies:

St Qo(a®) + Qu(a®) -2t + (Q2(2®) + Qa(2®) - 2) - 2®
+ (Qu(a*) + Qs(a®) - 2" + (Qo(a®) + Qr(%) - a") -22) & (6)



where the @); are degree-7 polynomials, namely, there exist coefficients a; ; for
0 <i,5 < 7 such that:

8 8 16 24 32 40 48 56
Qz(l‘ ) =a;0+ a;12° + a; 2" + a; 37 + a; 477 + a; 5 + a; 6T + (11‘771'0 .

We first derive the powers 28 for j = 1,2,...,7, which is done at the cost
of 3 nonlinear multiplications by:

28 ((22)2)2; 216 « (28)2; 221 25 216; 232  (216)2
240 28 282 8 o (24)2; 296 (g8 . g8,
Then we evaluate each polynomial Q;(z®) as a linear combination of the above
powers. Finally, we evaluate (6) at the cost of 7 nonlinear multiplications and a
few additions. The nonlinear multiplications are computed using the ISW scheme

over [Fgy4 such as recalled in Section 2.1. A detailed implementation for the overall
masked s-box evaluation is given in the extended version of this paper.

5.2 Cyclotomic Method on PRESENT S-box

The cyclotomic method on the PRESENT s-box starts from the straightforward
polynomial representation of the s-box over Fyg:

S : 2z — ag+ a1z + asz? + -+ apaxt?t,

(where the degree is indeed strictly lower than 15 by Lemma 1). We then have:

S(x) = ag + Ly (x) + La(x) + Ls(2®) + L (z7) . (7)
where:
Li:z — aiz+ asz? + agz* + aga®
Ly:x — asz+ a6x2 + a12x4 + agxg
Ls:z — asz + ajoz?
L;:x — arx+ ayx’ + a13x4 + a2t

and the L; are F3-linear.

We first derive the powers x3, 2°, and 27, which is done at the cost of 3
nonlinear multiplications by: 23 < x - 2%; 2% < 23 - 2%; 27 < 2% - 2. Then we
evaluate (7) which costs a few linear transformations and additions. A detailed
implementation for the overall masked s-box evaluation is given in the extended
version of this paper.

5.3 Implementation Results

In this section, we give implementation results for our scheme applied to DES
and PRESENT s-boxes. For comparison, we also give performances of some



higher-order masking schemes for the AES s-box, as well as performances of
existing schemes for DES and PRESENT s-boxes at orders 1 and 2. For the
AES s-box processing, we implemented Rivain and Prouff’s method [27] and
its improvement by Kim et al. [15]. We did not implement Genelle et al. ’s
scheme [12] since it addresses the masking of an overall AES and is not interesting
while focusing on a single s-box processing. Regarding existing schemes for DES
and PRESENT s-boxes, we implemented the generic methods proposed in [25]
(for d = 1) and in [26] (for d = 2). We also implemented the improvement of
these schemes described in [26, §3.3] that consists in treating two 4-bit outputs
at the same time.” Note that we did not implement the table re-computation
method (for d = 1) since it only makes sense for an overall cipher and not for a
single s-box processing.

Table 4 lists the timing/memory performances of the different implementa-
tions. We wrote the codes in assembly language for an 8051 based 8-bit archi-
tecture with bit-addressable memory. ROM consumptions (i.e. code sizes) are not
listed since they are not prohibitive.

As expected, the cyclotomic method is very efficient when applied to protect
the PRESENT s-box. The small input dimension of the s-box indeed implies a
low masking complexity (equal to 3). Moreover, it enables to tabulate the mul-
tiplication over 6. At first order, it is even slightly better than the method
in [25] (or its improvement). At second order, the cost of the secure multipli-
cations involved in the cyclotomic method is approximatively doubled, which
explains that the overall cost is multiplied by 1.8. This makes it less efficient
than [25] and [26], which are less impacted by the increase of the masking order
from 1 to 2. At third order, our method is the only one. The number of cycles
staying small (630), Table 4 shows that achieving resistance against 3rd-order
side-channel analysis is realistic for an implementation of PRESENT on a 8051
architecture. For DES s-boxes, the parity-split method is less efficient than the
state-of-the art methods for d = 1,2. This is an expected consequence of the
high number of nonlinear multiplications (here 10) achieved with the parity-
split method in dimension 6 and of the fact that the field multiplications can no
longer be tabulated (and must therefore be computed thanks to log/alog look-up
tables). At third order, the timing efficiency of the method becomes very low.
The masked s-box processing is 5 (resp. 10) times slower than the efficiency of
the AES s-box protected thanks to [15] (resp. [27]), though its input dimension
is smaller.

The ranking of the timing efficiencies for AES, DES and PRESENT s-boxes
is correlated to the number of nonlinear multiplications in the used scheme (3,
4-5, and 10, for PRESENT, AES and DES respectively) which underline the
soundness of the masking complexity criterion. Therefore, while selecting an s-
box for a block cipher design, one should favor an s-box with small masking
complexity if side-channel attacks are taken into account.

" This improvement is only described in [26] for d = 2 but it can be applied likewise
to the 1st-order scheme of [25].



Table 4. Comparison of secure s-box implementations

Method | Reference [ cycles | RAM (bytes)
First Order Masking
1. AES s-box [27] 533 10
2| AES s-box [15] 320 14
3.| DES s-box Simple version [25] 1096 2
4.] DES s-box |Improved version [25] & [26]| 439 14
5. DES s-box this paper 4100 50
6.PRESENT s-box Simple Version [25] 281 2
7.|PRESENT s-box|Improved Version [25] & [26]| 231 14
4.|PRESENT s-box this paper 220 18
Second Order Masking
1| AES s-box 27] 832 18
2|  AES s-box [15] 594 24
3.| DES s-box Simple version [26] 1045 69
4. DES s-box Improved version [26] 652 39
5. DES s-box this paper 7000 78
6.PRESENT s-box Simple Version [26] 277 21
7.|PRESENT s-box| Improved Version [26] 284 15
8.|PRESENT s-box this paper 400 31
Third Order Masking
1| AES s-box 27] 1905 28
2|  AES s-box [15] 965 38
3. DES s-box this paper 10500 108
4.|PRESENT s-box this paper 630 44

6 Discussion

In previous sections we have introduced the first schemes that can be used to
mask any s-box at any order with fair performances in software. In particular,
these schemes enable to apply higher-order masking on random s-boxes (e.g. the
DES s-boxes) which have no specific mathematical structure. Prior to our work,
the only existing methods were the circuit-oriented proposals of Ishai et al. [14]
and of Faust et al. [10]. The main purpose of these works was a proof of concept
for applying higher-order masking to circuits with formal security proofs, but
they did not address efficient implementation. A direct application of [14] or [10]
to a block cipher consists in taking its Boolean representation and in replacing
every XOR and AND with O(d) and O(d?) logical operations respectively (where
d is the masking order). Applying such a strategy in software leads to inefficient
implementation as the Boolean representation of an s-box includes a huge num-
ber of nonlinear gates (with a O(d?) factor to be protected). Compared to these
techniques, our schemes achieve significant improvements. These are obtained
by starting from the field representation of the s-box and applying methods to
significantly reduce the number of nonlinear multiplications compared to the



Boolean representation of the s-box. For instance, we have shown that a DES
s-box can be computed with 10 nonlinear multiplications whereas its Boolean
representation involves several dozens of logical AND operations.

We believe that our work opens up new avenues for research in block cipher
implementations and side-channel security. In particular, the issue of designing
s-boxes with low masking complexity and good cryptographic criteria is still to
be investigated. On the other hand, our work could be extended to take into ac-
count more general definitions of the masking complexity. Indeed Definition 1 is
software oriented and hence does not encompass the hardware case. As discussed
above, the complexity of masking in hardware merely depends on the number
of nonlinear gates [10, 14], that is on the number of nonlinear multiplications
in the (n-variate) s-box representation over Fy, the so-called algebraic normal
form. One may also want to minimize the number of nonlinear multiplications
in the (¢-variate) s-box representation over Fyx for some k (and ¢ = [n/k]). This
approach has actually already been followed in [15], where Kim et al. speeds up
the scheme in [27] by using the fact that the AES s-box can be processed with 5
nonlinear multiplications over Fig rather than 4 nonlinear multiplications over
Fa56. Although requiring an additional nonlinear multiplication, the resulting
implementation is faster since multiplications over Fyg can be tabulated while
multiplications over Fa56 are computed based on the slower log/alog approach.
These observations motivate the following — more general — definition of the
masking complexity.

Definition 3 (Masking Complexity). Let m, n and k be three integers such
that m, k < n. The masking complexity of a (n,m) s-box over Fox is the minimal
number of nonlinear multiplications required to evaluate its polynomial represen-
tation over Fox.

Here again, the masking complexity is independent of the representation of
Fyr since one can go from one representation to another without any nonlinear
multiplication. The issue of finding efficient methods with respect to the masking
complexity over a smaller field Fqyr is left open for further researches.

7 Conclusion

In this paper we have introduced new generic higher-order masking schemes for
s-boxes with efficient software implementation. Specifically, we have extended
the Rivain and Prouff’s approach for the AES s-box to any s-box. The method
consists in masking the polynomial representation of the s-box over Fon where n
is the input dimension. As argued, the complexity of this method mainly depends
on the number of nonlinear multiplications involved in the polynomial represen-
tation (i.e. multiplications which are not squares nor scalar multiplications).
We have then introduced the masking complexity parameter for an s-box as the
minimal number of nonlinear multiplications required for its evaluation. We have
provided the exact values of this parameter for the set of power functions and
upper bounds for all s-boxes. Namely, we have presented optimal methods to



mask power functions and efficient heuristics for the general case. Eventually we
have applied our schemes to the DES s-boxes and to the PRESENT s-box and we
have provided implementation results. Our work stresses interesting open issues
for further research. Among them the design of s-boxes taking into account the
masking complexity criterion and the extension of our approach to masking over
For with £ < n (e.g. for efficient hardware implementations) are of particular
interest.
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A Masking Complexity of Power Functions

Table 5 summarizes the masking complexity classes (M}); for dimensions n in
the set {3,5,7,9,10,11}.



Table 5. Cyclotomic classes for n € {3,5,7,9,10,11} w.r.t. the masking complexity k.

k| Cyclotomic classes in M}
n=3

0] Co=1{0}. G, = (1,2.4

T] Cs = {3,6,5}
n =95

0 Co = {0}, C1 = {1,2,4,8,16}

1 Cs = {3,6,12,24,17}, Cs; = {5,10, 20,9, 18}

p) Cy = {7, 14, 28, 25,10}, C1; = {11, 22,13, 26, 21}, C15 = {15, 30, 29, 27, 23}
n=7

0 Co = {0}, C1 ={1,2,4,8,16,32,64}

1 Cs = {3,6,12,24,48,96,65}, Cs = {5, 10, 20, 40, 80, 33,66},

Cy = {9,18,36,72,17, 34,68}
2 C7 = {7, 14,28,56,112,97,67}, C11 = {11, 22, 44, 88,49, 98, 69},

Ci3 = {13, 26,52, 104, 81, 35,70}, C15 = {15, 30, 60, 120, 113,99, 71},
Cro = {19, 38,76, 25,50,100, 73}, Cay = {21, 42, 84, 41,82, 37, 74},
Ca7 = {27,54,108,89,51,102, 77}, Cas = {43,86, 45,90, 53, 106, 85}

3 Cas = {23, 46,92, 57, 114, 101, 75}, Cz9 = {29, 58, 116, 105, 83, 39, 78},
Csy = {31,62,124, 121,115,103, 79}, Ca7 = {47,94,61, 122,117,107, 87},

Css = {55,110,93,59, 118,109, 91}, Ces = {63,126, 125,123,119, 111, 95}

n=29
1 Cs, Cs, Cy, C17
2 |C7, C11, Ci3, C15, C19, C21, C25, Ca7, Cs5, C37, Ca1, Cas, Cs1, Cr3, Cr5, Cs3, Css
3 Ca3, Ca9, C31, C39, Cu3, Ca7, Cs3, Cs5, Cs7, Cs9, Co1,
Ce3, Cr5, C77, C79, Cs7, Co1, Co3, Cos, C103, C107, C109,
Ci11, C117, C119, Ci23, Ci25, C127, C171, C175, Cis3, Cis7, C219
4 Clho1, Caa3, Cazg
n = 10
1 Cs, Cs, Cg, C17, Cs3
2 C7, Ci1, Cis, Ci5, Cio, Ca21, C25, Ca27, Css, Cs7,

Cu1, Cus, Cag, Cs1, Ce9, Cr3, Cs5, Cog, C1a7, C165
3 Cas, Cag, C31, Cs9, Caz, Ca7, C53, Cs5, Cs7, Cs9, Cs1, Co3, C71, C75, Cr7,
Cr9, Cs3, Cs7, Csg, Co1, Coz, Cos, C101, C103, C105, C107, C109, C111, C115,
C117, Ci19, Ci21, C123, Ci25, Ci49, C151, Ci155, Ci57, C167, C171, Ci73, C175, C179,
C1s1, Cis3, C1s7, C189, C205, C207, C213, C215, C219, C221, C231, C235, C237, Caus,
C255, C341, C3a7, C363, Caar, Cags

4 C127, Ci59, Ci91, C223, Ca239, C247, C251, Cas3, C343,
Css51, Cs367, C375, C379, C3s3, Ca3g, Carg, Cs11
n =11
0 Co, C1
1 Cs, C5, Cg, C17, C33
2 C7, C11, Ci3, Ci5, Ci9, C21, Ca25, C27, C35, C37, Ca1, Cas, Cag, Cs1,
Ce7, Co9, Cr3, Cs1, Css5, Co9, C137, C153, Ci63, C165, Co03
3 Cas, Cag, Cs1, Csg, Caz, Ca7, Cs3, Uss, Cs7, Cs9, Ce1, Ce3, Cr1, C75, Cr7,

Cr9, Cs3, Cs7, Csg, Co1, Cos, Cos, C101, C103, C105, C107, C109, C111, C113,
01151 C'1177 0119: C\'121-, CIZSa 01257 Cl39a C'141-, 01437 01471 Cl497 01511 61557
C1s7, Ci67, C169, C171, C173, C175, C179, C181, Ci85, C187, C1s9, C199, C201,
C203, C205, C207, C211, C213, C217, C219, C221, Ca29, C231, Ca43, Ca24s,
Cas5, C295, Ca99, C301, C307, C309, C311,C315, C317, C331, C333, Cs35,
C343, C347, C359, C363, C365, C379, Ca11, Ca23, Ca27, Ca29, C339, C3a1,
Cl437, Ca3g9, Ca69, Ca95, Cess, Cro3, Csr9, Cssr
4 Ci27, Cis9, Cis3, Ci91, C215, C223, C233, Ca235, Ca37, C23g, Caa7, C249, C251,
Ca253, C303, C319, Cs49, Cs51, C367, C371, C373, C375, C381, Css3,
Cui13, Ca1s, Caz1, Caas, Cass, Caaz, Cae3, Car1, Cars, Car7, Cazg, Cao1,
Cuao3, Cs01, C503, Cs07, Cs09, Cs11, Ces7, Ce9s, Ceo9, Cr27, C731, C735, C751,
C759, C763, C767, Cs95, Co59, Co91, C1023
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Abstract. Masking is a well-known countermeasure to protect block cipher implementations
against side-channel attacks. The principle is to randomly split every sensitive intermediate vari-
able occurring in the computation into d + 1 shares, where d is called the masking order and
plays the role of a security parameter. Although widely used in practice, masking is often con-
sidered as an empirical solution and its effectiveness is rarely proved. In this paper, we provide
a formal security proof for masked implementations of block ciphers. Specifically, we prove that
the information gained by observing the leakage from one execution can be made negligible (in
the masking order). To obtain this bound, we assume that every elementary calculation in the
implementation leaks a noisy function of its input, where the amount of noise can be chosen by
the designer (yet polynomially bounded). We further assume the existence of a leak-free compo-
nent that can refresh the masks of shared variables. Our work can be viewed as an extension of
the seminal work of Chari et al. published at CRYPTO in 1999 on the soundness of combining
masking with noise to thwart side-channel attacks.

1 Introduction

Side-channel analysis is a class of cryptanalytic attacks that exploit the physical en-
vironment of a cryptosystem to recover some leakage about its secrets. It is often
more efficient than a cryptanalysis in the so-called black-box model in which no leak-
age occurs. Two attack categories are usually considered: the bounded side-channel
attacks and the continuous side-channel attacks. In a bounded side-channel attack [9],
the total amount of leakage accessible to the adversary is bounded. In a continu-
ous side-channel attack, the adversary gets some information at each invocation of
the cryptosystem, and the amount of leakage can thus be arbitrarily large. Attacks
where the adversary measures the running-time [24], the power consumption [25]
or the electromagnetic radiations [15] of a cryptographic implementation fall into
this category.

Continuous side-channel attacks have proved to be especially effective to break
unprotected cryptographic implementations. And although many ingenious coun-
termeasures have been developed during past years, very few of them gave rise to
concrete security guaranties. This has raised the need for models and methods to
formally prove the security of cryptographic implementations against continuous
side-channel attacks. A pioneering work in this direction is the physically observ-
able cryptography framework introduced by Micali and Reyzin in [29] which puts
forward a general theory of side-channel attacks. In particular, they formalize the
assumptions that a cryptographic device can at least keep some secrets and that only

* Full version of the paper published in the proceedings of EUROCRYPT 2013.



computation leaks information [29]. A few years later, Dziembowski and Pietrzak in-
troduced the leakage resilient cryptography model [12], which is a generalization of the
bounded retrieval model [9] where every step of the computation leaks information on
the processed part of the device state trough a function whose range is bounded (i.e.
taking values in {0, 1}* for some parameter \). Under this assumption, the authors
were able to design secure pseudo-random number generators [12,32]. Further leak-
age resilient cryptographic primitives were then constructed under the same — or
sometimes stronger — assumptions (see for instance [10,13,23,42]). The issue of de-
signing generic compilers that can transform any cryptographic algorithm into a
leakage resilient implementation was also recently addressed [11,17,18,22]. These
works are nice proofs of concept but the proposed constructions are not suited for
practical implementation, especially in constrained environments such as embed-
ded systems. Moreover the practical meaning of the underlying bounded range
leakage model with respect to power or electromagnetic side channels is question-
able [40].

A more practical and traditionally used approach to secure implementations
against side-channel attacks is secret sharing [1,37] also called masking in this con-
text. The idea is to randomly split a secret into several shares such that the adver-
sary needs all of them to reconstruct the secret. Masking was soon identified as a
sound countermeasure when side-channel attacks appeared in the literature [4,19].
Since then, many works have been published to address the practical implementa-
tion and/or the security of masking for various ciphers. However a formal security
proof is still missing at this day. Our goal is to fill this gap.

1.1 Related Works

Soundness of masking. In [4], Chari et al. conduct a formal study of masking in the
presence of noisy leakage. More precisely, the authors investigate the soundness of
randomly sharing a secret bit into d shares when the adversary has only access to a
noisy version of those shares, the noise having a normal distribution with variance
o?. They prove that the number of observations required to distinguish, with suc-
cess probability « the leakage distribution when the secret equals 0 from the leakage
distribution when the secret equals 1 is lower bounded by g@+41°6 /1067 This bound
is frequently recalled to argue for the soundness of masking when combined with
noise. Despite its great interest and impact, Chari et al.’s analysis has an important
limitation: no solution is provided to apply masking to the whole implementation
of a cryptographic algorithm and to analyze the global security of such an imple-
mentation.

Private circuits and extensions. In [21], Ishai et al. show that any circuit with n
logical gates can be transformed into a circuit of size O(nd?*) which is secure against
probing attacks spying up to d wires. The main contribution of [21] is a method to
compute an AND gate between shared inputs while ensuring the security against
a d-probing adversary. However, a security proof against probing attacks does not
give full satisfaction since it does not encompass an adversary exploiting the entire
leakage produced during the processing.



In [14], Faust et al. propose an extension of Ishai et al.’s scheme. Their scheme
requires a leak-free hardware component but it is provably secure under two dif-
ferent and more general leakage models. In the first model, the leakage at each cycle
is any function of the circuit internal state (i.e. the logical values carried by all the
wires) which is computationally bounded: it is assumed to be in the complexity
class AC’ (i.e. it must be computable by a circuit of constant depth). In the second
model, the leakage reveals the values of each internal state bit flipped with a proba-
bility p < 1/2 (i.e. xor-ed with a p-Bernoulli noise). In a recent paper [35], Rothblum
further showed how to remove the requirement of leak-free component in the AC’
leakage model. These works achieve an important progress towards provable se-
curity against side-channel attacks since it shows that masking can bring security
even in the presence of a global leakage on the entire state. However, the practica-
bility of the considered models is questionable. In particular it is unclear whether
the AC” leakage or the full leakage with Benouilli noise really fit the physical reality
of power and/or electromagnetic leakages.

Masking schemes. On the other hand, several works have shown how to apply
masking to various algorithms in practice. They however often omit to prove the se-
curity of the resulting implementations. The first masking scheme was proposed by
Goubin and Patarin in [19] for the DES cipher. Further schemes were subsequently
published in which masking is applied at hardware or software level at the cost of
different area-time-memory trade-offs (see for instance [2,28,30]). Originally, most
of these schemes deal with first-order masking which splits each sensitive variable in
two shares (a mask and a masked variable). Then higher-order masking schemes were
defined to get security against side-channel attacks exploiting the leakage of sev-
eral, say d, intermediate computations [3, 16, 33,34]. The purpose of these schemes
is analogous to the d-probing secure circuit of Ishai ef al. : the computation is per-
formed such that any d intermediate variables occurring in the algorithm reveal no
sensitive information. Most of these schemes are actually based on the method of
Ishai et al. to securely process a multiplication between two shared variables. Con-
sequently, they suffer the same limitation as Ishai et al. ’s scheme: they only thwart
a limited adversary that does not exploit the overall leakage.

1.2 Owur Contribution

In this paper we formally prove the security of masked implementations of block
ciphers in the only computation leaks information model [29]. In this model, every step
of the processing reveals a leakage function of the touched part of the device state.
This function is chosen adaptively by the adversary in some pre-determined class.
For our security proof, we split the computation into several elementary calculations
(in practice, a sequence of few CPU instructions) that each accesses a subpart x of
the device state and leaks a function of x. Starting from the observation that mask-
ing is sound when combined with noise [4] and that many practical solutions exist
to amplify leakage noise (see for instance [6-8,20,27,39,41]), we assume the leak-
age functions to be noisy. The noisy feature of a leakage function f is captured by
assuming that an observation of f(z) only implies a bounded bias in the probability
distribution of z. Namely the statistical distance between the distributions P|z] and



Plx|f(z)] is bounded. We further assume that this bound depends on a noise param-
eter w that can be chosen by the designer according to the required security level.
Our security proof has a natural limitation which is the requirement of a leak-free
component, an elementary calculation refreshing the masks of a shared variable.
Under these assumptions, we achieve an information theoretic security proof: we
show that the mutual information between the cipher input (plaintext and secret
key) and the overall leakage on the block cipher processing is upper bounded by
w~ @D where d is the masking order.

This bound can be seen as an extension of the seminal work of Chari et al. [4]
as it is derived from the combination of masking with noise. We extend their anal-
ysis in two ways. First we consider a more general leakage model which no longer
requires particular assumptions (single-bit target variable, Gaussian noise). More
importantly, we provide a security bound for a full masked block cipher imple-
mentation whereas Chari et al. analysis focus on leaking shares independently of
any computation. Our work can also be viewed as an alternative to previous works
on program or circuit compilers with formal security proofs against side-channel at-
tacks [11,14,17,18,22,35]. Whereas the practical meaning of the leakage models con-
sidered in these works is questionable, our leakage model aims to be compliant with
practical investigations about side-channel leakage (see for instance [27,31,36,38]).

2 Preliminaries

Calligraphic letters, like X, are used to denote finite sets. The corresponding large
letter X is used to denote a random variable over X, while the lower-case letter
x denotes a particular element from X'. To every discrete random variable X, one
associates a probability mass function Py defined by Px(z) = P[X = z]. Let Y be a
random variable defined over some set ) and lety € ). Then (X|Y = y) denotes the
random variable with probability mass function  — P[X = z|Y = y|. The entropy
(or Shannon entropy) H[X] of a discrete random variable X is defined by H[X| =
— > sex Px(x)logy(Px(x)). The mutual information between two random variables
X and Y is then defined by I(X; Y') = H[X]-H[X|Y], where H[ X |Y] is called the con-
ditional entropy of X given Y and is defined by H[X|Y] = >_ , Py (y) H[(X]Y = y)].
The statistical distance between two random variables X, and X, is denoted by
d(Xo; X1) and is defined by d(Xy; X1) = ||Px, — Px,|| where || - || denotes the Eu-
clidean norm and Py, denotes the vector (Px,(z)),cx. We recall that for any N-
dimensional vector y = (y1, 42, - . ., yn) we have

lyll < Li(y) < VN|yll 1)

where L, (y) denotes the Manhattan norm y_, |y;|.
We now introduce the notion of bias that is extensively used in our security
proof.

Definition 1. Let X and Y be two random variables. The bias of X givenY =y, denoted
B(X|Y =vy), is defined as

BX]Y =y) =d(X;(X]Y =y)) .



The bias of X given Y, 5(X|Y), is then defined as the expected bias of X given Y =y
over ), that is
BIXIY) = Py(y)BX|Y =y).

yeyY

The bias of X given Y is an information metric between X and Y. If X and Y
are independent then 3(X|Y') equals zero. Moreover, as shown in the next proposi-
tion, it is related to the mutual information between X and Y (the proof is given in
appendix).

Proposition 1. Let X and Y be two random variables, with X uniformly distributed over
a set X of cardinality N. The mutual information between X and Y satisfies I(X;Y) <
N

ma B (X]Y),

In2

3 Model of Leaking Computation

We describe hereafter our model of leaking computation.

An algorithm is modelled by a sequence of elementary calculations (C;), that are
Turing machines augmented with a common random access memory called the
state. Each elementary calculation reads its input and writes its output on the state.
When an elementary calculation C; is invoked, its input is written from the state to
its input tape, then C, is executed, afterwards its output is written back to the state.

A physical implementation of an algorithm is modelled by a sequence of physical
elementary calculations. A physical elementary calculation (C,, f;), is composed of an
elementary calculation C; and a leakage function f;. A leakage function is defined as a
function that takes two parameters: the value held by the accessed part of the state
and a random string long enough to model the leakage noise. Let Z = (C;, f;), be a
physical implementation of an algorithm .4 as defined above. Each execution of Z
leaks the values ( fi(zi, rl))z where z; denotes the input of C; and r; is a fresh random
string. In particular all the 7; involved in successive executions of Z are uniformly
and independently drawn.

For the sake of simplicity, we shall omit the random string parameter, which
leads to the notation f;(x) where x is the accessed value. Note that f;(z) is not the
result of a function but it can be seen as the output of a probabilistic Turing machine.
In particular, f;(x) can take several values with a given probability distribution, and
is therefore considered as a random variable in the following. Let X’ be the definition
set of the accessed part of the state. We shall then say that f; is defined over X (or
equivalently that X" is the domain of f;).

For our security proof, we will consider special classes of leakage functions that
we shall call noisy leakage functions. Let f be a leakage function defined over some
set X and let X denote a uniform random variable over X'. The noisy property of
f is captured by assuming that the bias introduced in the distribution of X given
the leakage f(X) is bounded.? For any positive real number ¢, we define the class

3 For the above definition of noisy leakage functions to be sound, we need to precise the distribution of X
while bounding 5(X|f(X)), and a natural choice is the uniform distribution. Of course, this does not con-
strain the leakage function to only apply on uniformly distributed inputs.



of noisy leakage functions w.r.t. bias £, and we denote by N (¢), the set of noisy func-
tions such that (X |f(X)) < . In this paper, we shall assume that the designer can
constrain as willing the set of noisy leakage functions related to any elementary cal-
culation by linearly increasing the amount of noise in the leakage. More precisely,
we assume that the designer controls a noise parameter w such that an elementary
calculation C can yield a physical elementary calculation (C, f) with f € N (1/w),
where w is linear in the security parameter.

3.1 Discussion

Our model can be seen as a specialization of the physically observable cryptogra-
phy framework [29] with leakage functions belonging to the class of noisy functions
as defined above (the similarities between our model and this framework are dis-
cussed in Appendix). Our model is also comparable to the leakage resilient cryp-
tography model [12] with two important differences relating to the computation
granularity and the class of leakage functions.

Computation granularity. As nicely explained in [17], a computation in the only
computation leaks model is divided into several sub-computations and a leakage func-
tion applies to the input of each sub-computation. In [12,32] the authors construct
stream ciphers that output an unbounded number of key-stream blocks from a se-
cret key block. A sub-computation is then naturally identified as the computation of
one block. In contrast, we consider a finer granularity: the computation of one block
(i.e. a single block cipher computation) is divided into several elementary calcula-
tions that each leaks a function of its input. In other words, [12,32] address the issue
of constructing secure protocols from a cryptographic primitive with limited leak-
age whereas we address the issue of constructing secure cryptographic primitives
from elementary calculations with noisy leakages.

Class of leakage functions. The most noticeable difference between our work
and the previous leakage-resilient constructions resides in the considered class of
leakage functions. Most previous works consider the class of (polynomial-time)
bounded-range functions where a function takes values in {0, 1}* for some param-
eter A\ [10-13,17,18,22,23,32]. This hypothesis is conservative in terms of security
since it encompasses leakage functions with complex structures. However its prac-
tical meaning is unclear with regard to power and electromagnetic side channels for
which the leakage is usually substantially larger than the secret state (but hopefully
does not contain its overall entropy).

In contrast, several techniques are known to add some noise in the side-channel
leakage in practice [6-8, 20, 26,27, 39,41]. By noise addition we mean that the rel-
evant signal in the leakage is lowered compared to random variations, although
this may not literally result from noise addition (the terminology of hiding is some-
times used). This motivates our definition of noisy leakage functions. Note that
in practice, power and electromagnetic leakages can realistically be modeled by a
multivariate deterministic function g of the processed data with an additional mul-
tivariate Gaussian noise N [5,27,36, 38]. The class N (¢) corresponding to such a
leakage function can then be determined from the description of g and N.



4 Masked Implementation of Block Ciphers

Several schemes have been proposed to securely process a block cipher composed
of linear layers and non-linear s-boxes. In this paper, we prove the security of the
scheme described in [3] with a secure multiplication processing close to those of
[14,21], and with additional mask-refreshing computations. Before presenting the
masking scheme, we start by formalizing the considered block cipher processing.

4.1 Block Cipher Processing

A block cipher is a cryptographic algorithm which, from a secret key, transforms a
plaintext block into a ciphertext block. In this paper, we focus on block ciphers de-
signed as a succession of linear functions and substitution boxes (s-boxes). S-boxes
are nonlinear functions from {0,1}" to {0,1}"™ with m < n and n small (typically
n € {4,6,8}). We assume that the addition law is the bitwise addition, denoted
@, and that the s-boxes are balanced; namely every y € {0, 1}™ has the same num-
ber of preimages in {0, 1}" under the s-box. In the computation model introduced
in Section 3, the processing of such a block cipher is represented as a sequence of
elementary calculations, each of them implementing either a linear function or an
s-box. The input of this processing is a pair composed of the plaintext and the secret
key and the output is the corresponding ciphertext.

Uniformity property. We shall assume that the block cipher satisfies the following
uniformity property: a uniform distribution of the cipher input (plaintext-key pair)
induces a uniform distribution of the input of every of its elementary calculation.
The uniformity property is satisfied by classical block cipher designs such as DES
and AES.

4.2 Securing the Block Cipher Processing

We start with the following definition that formalizes the notion of d"-order encod-
ing.

Definition 2 (d"-order encoding). Let d be a positive integer and let I denote the integer
interval {0, 1,...,d}. The d"-order encoding of x € X isa (d+1)-tuple (x;)ic; satisfying
@D, x: = x and such that (x;);ep iy} is uniformly distributed over X? for every iq € 1.

Masking a block cipher implementation consists in choosing a security parame-
ter d (called masking order) and in performing the computation on a d™-order encod-
ing of the state. Namely, the plaintext and the secret key are split into d + 1 shares.
Then, a scheme is defined that specifies how each elementary calculation is replaced
by a sequence of new elementary calculations operating only on the shares. At the
end, the new sequence must return an encoding of the ciphertext (from which the
actual ciphertext can be straightforwardly recovered).

According to the block cipher model of Section 4.1, we describe hereafter how to
process a linear function and an s-box computation on shared inputs as proposed
in [3]. We first introduce the mask-refreshing component used at several steps in
the masking scheme and which is assumed to be leak-free in our security proof.



Mask refreshing. Our scheme requires a special kind of elementary calculation to
refresh the masks of an encoding without leaking information. This mask-refreshing
oracle is denoted by O%. From an encoding of any value z, it computes a new encod-
ing of  with fresh random values. For the sake of simplicity, we assume that when
invoked the input and output of our leak-free component do not leak. However
this assumption could be relaxed since the input comes from a previous elementary
calculation and the output is used in the subsequent elementary calculations (oth-
erwise its masks would not need to be refreshed), therefore they both leak at some
point in the computation.

Secure linear function processing. To secure the processing of any linear function
g, the following process is applied:

1. Foreveryi € {0,1,...,d}, process z; < g(x;).
2. Output (Zz)z — O$(<Z1>z)
3. If the encoding (z;); is used subsequently in the block cipher processing, process

Secure s-box processing. Let S be an s-box with input dimension n and output
dimension m < n. Then S can be represented by a polynomial function z € Fon +—
@za ' ;2" where the «; are constant coefficients in Fy. The a; can be computed
from the s-box look-up table by applying Lagrange’s Theorem.* Thanks to this
representation, the s-box calculation can be done by processing four kinds of ele-
mentary calculations over Fyn: addition, multiplication by a constant, square, and
regular multiplication (i.e. of two different elements). The three former kinds of cal-
culations are linear (or affine including the addition by a non-zero constant) and
their processing can hence be done exactly as for linear transformations. When the
calculation is a regular multiplication, the following scheme is applied.

Secure regular multiplication processing. To secure the processing of a regular
multiplication, we use a method similar to that of [14, 21]. The input is a pair of
encodings of the multiplication operands a and b. The definition of the sequence
of elementary calculations computing the encoding of a x b is deduced from the
following relation: a x b = (@D, a;) x (B, b:) = P, ; a; x b;. It is described hereafter:

For every (i,7) € {0,1,...,d}?, process v; ; < a; X b;.

For every j € {0,1,...,d}, process (vg;, vij, - - -, vg) < O (voj, v1j, - -, Vaj)-
Process (voo, Vot, - - -, Voa) + O%(voo, vou, - - -, Voa)-

Forevery i € {0,1,...,d}, process z; < @jzo Vi

Output (z); + O%((2:);).

If one of the input encodings (a ( ) and b;); is involved in a subsequent elemen-
tary calculation, then process (a;); < O%((a;);) and/or (b;); < O%((b;);).

AL N N

* When m is strictly lower than n, the m-bit outputs can be embedded in Fo» by padding them to n-bit outputs
(e.g. by setting most significant bits to 0). The padding is then removed after the polynomial evaluation.



Note that Steps 2 and 3 intend to refresh the masks between the subsequences
of elementary calculations in Steps 1 and 4. Namely, these steps render the proba-
bility distributions ((a;);, (b;),|(a,b)) (in Step 1) and ((vi;), ;|(a,b)) (in Step 4) mu-
tually independent. Note that Step 3 is mandatory to this aim as Step 2 only makes
((vij);/(a, b)) independent of ((a,);, (b;),|(a,b)) for every column j separately. From
this point, Step 3 ensures the global independence.

For our security proof, we shall consider each sum z; < @;’:0 v;; in Step 4 as d
successive elementary calculations ¢;; < t; ;-1 @ v;j for 1 < j < d with ¢,y = v;p
and giving z; = ¢, 4.

It is clear from the above description that securing a regular multiplication is
expensive compared to securing a linear function. The complexity of a secure mul-
tiplication is quadratic in d whereas the complexity of a secure linear function is
linear in d. Moreover the secure multiplication requires several calls to the mask re-
freshing oracle. For efficiency purpose, one should hence try to minimize the num-
ber of multiplications in the polynomial representation of the s-box. We refer to [3]
where efficient heuristics of polynomial evaluation are proposed with respect to
this criterion.

5 Main Theorems

It is well-known that any subset of at most d shares X; gives no information on a
secret X encoded at order d, while the whole d + 1 shares enable to fully reconstruct
the secret. In [4], Chari et al. consider an adversary which has access to the noisy
version of all the shares, i.e. X; + N; where N, is a Gaussian noise with standard
deviation o. They restrict themselves to the case of a single secret bit and show
that distinguishing the distribution of the noisy shares associated to a secret bit at 0
and that associated to a secret bit at 1 with a probability o € [0, 1) requires at least
gitiloga/lose samples. In other words, the required number of leakage observations
increases exponentially with the masking order, the underlying base being the noise
standard deviation.

Chari et al. ’s result demonstrates the soundness of using masking under a prac-
tically relevant leakage model. However, they only focus on a static leakage of the
shares and not on the leakage occurring while computing on the shares. In this pa-
per, we fill this gap by providing security bounds for masked implementations that
process shared variables. As explained in Section 4, a block cipher may be decom-
posed into linear operations and multiplications in a finite field. We derive hereafter
upper bounds on the amount of sensitive information leakage for both operations
when protected by masking. Then in Section 6, we derive an upper bound on the
information leakage for the full masked implementation of the cipher.

5.1 Sequential Processing of the Shares

Our first context deals with the case where the shares are processed sequentially e.g.
by applying the same linear function to them. For such a processing, we provide
hereafter an upper bound on the bias of the secret value distribution given noisy
leakages on its shares.



Theorem 1. Let X be a uniform random variable over some set X of cardinality N, let d
be a positive integer and let (X;); be a d"-order encoding of X. Let € € [0,1) and let fo, fi,
..., Ja be noisy functions defined over X and belonging to N (¢). We have:

B(X‘fo(Xo),fl(Xl),...,fd(Xd)) < Nagdtl

Theorem 1 shows that the bias of X given the leakages on its shares decreases
exponentially with the order d, provided that the initial bias is sufficiently low,
namely lower than \/LN Seeing the amount of noise as the inverse of the bias, we
hence obtained an upper-bound that decreases exponentially with the encoding or-
der, the base of the exponent being the amount of noise. This result is in accordance
with [4] while being more general since it encompasses any (univariate or multi-
variate) leakage distribution and any data dimension.

Remark 1. The tuple (fo(Xo), f1(X1), ..., fa(X4)) canbe seen as the output of a noisy
function
F: X (fO(X ©X1®- D Xyg), fr(X1),. .. 7fd(Xd))

where X, X, ..., X, are part of the internal randomness of F. Theorem 1 is then
equivalent to the following statement: if fy, f1, ..., f1 belong to M/(¢) then F belong

to N(Nged“).

In some contexts, the shared variable is not uniformly distributed, but it is a
deterministic function of a uniform secret variable. This case is addressed in the
following corollary of Theorem 1.

Corollary 1. Let X be a uniform random variable over some set X of cardinality N and
let g be a deterministic function from X to X. Let d be a positive integer and let (G;); be a
d™"-order encoding of g(X). Let ¢ € [0,1) and let fo, f1, ..., fa be noisy functions defined
over X and belonging to N (g). We have:

B(X|fo(Go), 1(Gh), -, fa(Ga)) < VN1

Corollary 1 holds as a direct consequence of the above remark and the following
lemma.

Lemma 1. Let X and Y be two finite sets. Let f be a noisy function defined over ) and
belonging to the class N(¢) and let g be a deterministic function from X to ). Then the
noisy function f o g defined over X belongs to the class N'(v/2|Y| - €).

5.2 Multiplication of the Shares

The previous theorem deals with a situation where all the shares leak separately
which matches the context of the secure linear functions processing. However it is
not sufficient alone to deduce an upper bound for the secure multiplication process-
ing given in Section 4. In the latter case, the secure multiplication of two variables
A and B from their respective encodings (4;); and (B,); requires to compute the
cross-terms A; x B;. Hence each share A; of A appears in d + 1 different multiplica-
tions, one per share B;, and vice versa. Our strategy is first to bound the bias on each



share A; and B; given the multiple leakages on each share. We can then bound the
bias of A and B using a similar approach as in Theorem 1, and we finally derive a
bound for the bias of the pair (A, B).

We give hereafter our result for the bias given multiple leakages, and then pro-
vide our result for the bias given the cross-term leakages.

Bias given multiple leakages. The next theorem deals with the case of repeated
leakages on a variable X. We will then apply it in the secure multiplication context.

Theorem 2. Let X be a uniform random variable defined over a finite set X of cardinality
N.Lete € [0,1)and let f1, fa, ..., fi be t noisy functions defined over X and belonging to

N (). For any real number o € (0, 1], ife < 57, then we have

BAC A, fi00) < (S0 )ere)e

The bound in Theorem 2 shows that the bias of X given ¢ leakages increases
linearly with ¢. A requirement is that the bias given a single leakage, namely ¢, is
¢ times lower than <; or less, namely ¢ < % for some a € (0,1]. Then the bias of
X given t leakages is smaller that A(t) ¢ where ) is an affine function. The value o
provides a trade-off between the constraint on ¢ and the coefficients of \. If o« = 1
then A\(t) = (e — 1)t + e =~ 1.72 ¢ + 2.72, and when « approaches 0, then A(¢) tends
towards ¢ + 1.

Bias given cross-term leakages. The next theorem gives an upper bound on the
bias of a uniform pair (4, B) given the leakage (f;;(4;, B))), ;-

Theorem 3. Let A and B be two random variables uniformly distributed over some finite
set X of cardinality N. Let d be a positive integer, and let (A;); and (B;); be two d™"-order
encodings of A and B respectively. Let € be a real number such that ¢ < iy Jor some
a € (0,1] and let (f;;), ; be noisy functions defined over X x X and belongmg to N (e).
We have:

B((A, B)|(fi5(Ai, By)),,) < 2N"% ((Md + Ao)e)" ",
:)\1+e.

where \; =

In our context, the pair (A, B) is not uniformly distributed but it is of the form
(A,B) = (¢1(X), g2(X)) where X is uniform, and ¢; and ¢, are polynomial func-
tions. We will then use the following corollary of Theorem 3.

Corollary 2. Let X be a random variable uniformly distributed over some set X and let g,
and g, be deterministic functions from X to X. Let d be a positive integer and let (G;), and
(Hj); be dth- order encodings of g1(X) and go(X) respectively. Let ¢ be a real number such
that & < = fyxz for some a € (0,1]. And let (f3;), ; be noisy functions defined over X x X

and belonging to N (g). We have:

B(X | (fi,j(Gi7 Hj))i,j) < 2\/§N3d2+6 ((Ald + /\0)8)d+1 )

M= SLand N = M\ + e



Here again, the above corollary is a direct consequence of Lemma 1 (taking g =
(91,92) and Y = X x X).

The bound in Corollary 2 shows that the bias of X given the leakages on all the
pairs of shares (4;, B;) decreases exponentially with d. A requirement is that the
bias given a single leakage, namely ¢, is (d + 1) times lower than + or less, namely
e < oz for some a € (0,1]. Then the bias of X given the (d + 1)? leakages
is smaller that (\(d) €)' where ) is an affine function. Once again, the value «
provides a trade-off between the constraint on ¢ and the coefficients of \.

In the next section, we will use the theorems and corollaries introduced above
to deduce a security bound for a full masked implementation of block cipher.

6 Overall Security Proof

In this section, we formally prove the security of the physical implementation Z =
(C;, fi), of a block cipher following the scheme described in Section 4 with masking
order d. Our security proof is information theoretic: we show that the information
about the cipher input (message and secret key) provided by the overall leakage
within an execution of Z is upper bounded by a negligible function of the masking
order d.

The cipher is assumed to involve t;;, linear transformations, ¢, nonlinear multi-
plications and ¢, affine functions (in the s-boxes evaluations). The plaintext and the
secret key in input of the cipher are modeled as uniform random variables M and
K respectively. The input of every elementary calculation C; is modeled as a ran-
dom variable X;. Each elementary calculation leaks a noisy function f; of X;. The
designer is allowed to choose a noise parameter v; linear in the security parameter
d, such that the leakage function f; lies in the class of noisy functions N(1/v).

Theorem 4. Let d be a positive integer and let T = (C;, f;), <, be the physical implemen-
tation of a block cipher under the scheme described in Section 4 with masking order d. For
any positive real number w, there exists a family of real numbers 1; = O(d)w such that if f;
lies in N'(1/4;) for every i, then the mutual information between the cipher input (M, K)
and the overall leakage (f1(X1), f2(Xa2), ..., fy(X,)) satisfies

(M, K); (i (X0, (X0, Au(Xa) <~y @

where T' = 2ty + tag + tiin-

The rest of this section provides a proof of Theorem 4 and exhibits the noise pa-
rameters v; that must be chosen for every elementary calculation C;.

From the description of the scheme in Section 4.2, the overall sequence of ele-
mentary calculations of the protected block cipher algorithm can be split into sev-
eral subsequences separated by masks-refreshing calculations. These subsequences
are of four types:

1. (zi < g(x;)), where g is a linear function of the block cipher,
2. (7 + g(xz))Z where g is an affine function of an s-box evaluation,



3. (vij = a; x b;), . (first step of a secure nonlinear multiplication),
4. (bt tijo1 ® v; ]) (fourth step of a secure nonlinear multiplication).

All the remaining elementary calculations are masks-refreshing calculations which
are leak-free by assumption.

Let us denote by 7;, Z;, ..., Zr the successive subsequences of elementary cal-
culations and by L;, Lo, ..., Ly their respective leakages. For every ¢ € [1;T], the
leakage L, satisfies

(fi(X3)), if 7, is of type 1 or 2,
L, = (fij(Ai,B-))ij if Z, is of type 3,
(fzg( 0,j— 1’%’j>)i,j 1fIt is Oftype 4.

where the f; or f;; are the leakage functions associated to the elementary calcula-
tions in Z, and where the (X;),, (4:),, (Bj)j, (Vij); - or (Ti;), ; are random variables
modeling the elementary calculations inputs in It (note that the indexing is intra-
subsequence and it differs from that in Theorem 4).

A crucial point of our security proof is that every subsequence operates on
shares with fresh random masks. As a result, given a cipher input (M, K) = (m, k),
the encodings processed in the different subsequences are mutually independent,
which in turn implies that the leakages of the different subsequences are mutually
independent (since by definition, the randomness introduced by a noisy function
is independent of the randomness introduced by the others). We deduce that the
entropy of the overall leakage (L1, Lo, ..., Ly) knowing the cipher input (M, K)

satisfies:
T

H[(Ly, Ly, ..., L)|(M, K)] = Y H[Li|(M, K)] .
t=1
The mutual information between the cipher input and the overall leakage therefore
satisfies:

T
I((M,K); (L1, Lo, ..., Ly)) = H[(Ly, Ly, ..., L)) = > _H[L,|(M, K)]
t=1

T
<Y (M, K); L),
i=1
where the inequality holds since H[(L,),] < >, H[L,].

For every subsequence Z;, there exists a uniform random variable’ X, = g(M, K)
such that I((M, K); L;) = I(X;; Lt). To complete the proof of Theorem 4, we now
demonstrate that the mutual information I(X;; L;) is upper bounded by (1/w)**" for

some noise parameter 1), = O(d)w, for every ¢t € {1,2,...,T}. Due to Proposition 1,
this is equivalent to prove that the bias of X, given L, satisfies
02 d+1
B(X4|Ly) < — | — 3
selz) <57 (3) ®

> For a subsequence of type 1, this variable is simply the (unmasked) input of the corresponding linear trans-
formation (which is indeed uniform since the cipher input is uniform by assumption, and according to the
uniformity property stated in Section 4.1). For a subsequence of type 2, 3 or 4, this variable is the (unmasked)
input of the corresponding s-box (which is also uniformly distributed for the same reasons).



where N is the cardinal of the definition set of X,. In the rest of the section, we
demonstrate the claim for every type of subsequence.

Security of type 1 subsequences. In a type 1 subsequence every elementary calcu-
lation processes a share of an encoding of the uniform input X; of a linear function.
The security of such a subsequence directly holds from Theorem 1. Indeed, accord-
ing to Theorem 1 with ¢ = 1), !, choosing a noise parameter ¢); = cw with a constant
¢ satisfying ¢! > (In2)"'N“%" implies bound (3). In particular ¢ can be taken equal
to (In2)"2Ni ~ 1.44Ni for any d > 1 and equal to a value close to 1.44\/N for a
large d.

Security of type 2 subsequences. In a type 2 subsequence every elementary cal-
culation processes a share G; of an encoding of g(X;) where X, is a uniform s-box
input and g is some polynomial function.

According to Corollary 1, choosing a noise parameter 1, = ¢ w with a constant c
satisfying ¢! > (In2)"'N“s" implies bound (3). In particular ¢ can be taken equal
to (In2)"2 N2 ~ 144N for any d > 1 and equal to a value close to 1.44\/N for a
large d.

Security of type 3 subsequences. In a type 3 subsequence every elementary cal-
culation processes a multiplication from a pair of shares (A4;, B;), where (4;), and
(B;), are d™-order encodings of two variables A and B to multiply. Both A and B
rely on a uniform s-box input X; by A = ¢(X;) and B = h(X;) for some polynomial
functions g and h.

According to Corollary 2, choosing a noise parameter ¢, = A\(d) w for a subse-
quence Z, of type 3 implies bound (3), as long as there exists a € (0; 1] such that \(d)

satisfies
2

Ad) > i(d +1) and A(d) > c(A1ad+ Moa)
o w

where Ay, = =1, X\g o = Aj.o+¢® and cis a constant satisfying ¢! > 2(In2) LN 2",

«

In particular ¢ can be taken to (In2)"2 N3 ~ 1.44N® for any d > 1 and equal to a
value close to 1.44N2 for a large d.

The first constraint aims to meet the requirement on ¢ for Corollary 2 and the
second constraint implies bound (3). To summarize, the best choice is to take A as

2

N
A(d) = min max (—(d +1), c(Arad+ )\o,a)> .

ae(0;1] aw

Security of type 4 subsequences. In a type 4 subsequence every elementary cal-
culation processes an addition T;; = T;;_; @ V;jfor0 < i < dand 1 < j < d,
and where T, = V;,. For every i, the sequence of additions results in a share
Z; = T,4 of the underlying multiplication output. That is (Zy, Z1,...,Z,) is an
encoding of g(X) where X is a uniform s-box input and ¢ is some polynomial
function over X'. Each elementary calculation takes as input a pair (7;;_1, V; ;) and



leaks f; ;(T;-1,Vi;) where f;; € N(1/1;). Our goal is to set ¢, such that the bias
B(X|(Fo(Zo), Fi(Z1), ..., Fu(Za))) satisfies bound (3), where

Fi(Z) = (fir(Tio, Vin), fi2(Tin, Via) - -, fia(Tia—1, Via)) -

Note that F; can be seen as a noisy function applied to Z; (and where V; 1, Vi, ...,
Vi 4 are seen as the internal randomness of F;).

We first analyse the bias on each Z; given the leakages F;(Z;). Let f; ; be the noisy
functions defined by f;; : (X,Y) = f;;(X, X @ Y). We can then rewrite F;(Z;) as

E(Zz) = (fi/,l(Tzi,Oa Tzi,l)a fz{72(7—%,17 E,Q) ey fz’td(ﬂ,d—la 7—;ﬁ,d)) 3

and we have f/; € N(1/yy) for every (i, j) by definition of the bias.® Moreover
Tio,Ti1, ..., T;q are independent and uniformly distributed, and 7; ; = Z;. We then
apply the following lemma.

Lemma 2. Let T}, 11, ..., T, be d+ 1 independent random variables uniformly distributed
over some set X of cardinality N. Let ¢ € [0,1) and let f1, fo, ..., f4 be noisy functions
defined over X x X and belonging to N (¢). We have:

B(Ta| f1(To, Th), f2(T1, T»), - . ., fa(Tu-1,Ty)) < 2Ne.

Lemma 2 implies 3(Z;|Fi(Z;)) < 2N/, for every i. Then by Corollary 1, we get

ON\ d+1 2 \ d+1
BXN(FNZ). Fi(Z0). ... FaZ0) <N (T5) 0 = N9 (2)

(e (e
According to the above inequality, choosing a noise parameter ¢y = c w with a
constant ¢ satisfying ¢¢+! > 24+1(In2)~* N2 implies bound (3). In particular ¢ can

be taken equal to 2(In2)"*N3 ~ 2.89N'3 for any d < 1 and equal to a value close to
2.89N’# for a large d.

® For every noisy function f defined over X x X, and for f' : (X,Y) — f(X,X @ Y), we have
BUX,YV)|f(X,Y)) =B((X,Y)|f(X,Y")) whereY' = X @Y.
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A Our Model in the Physically Observable Cryptography
Framework

We discuss hereafter the similarities between our model and the physically observ-
able cryptography framework introduced by Micalli and Reyzin [29].

An elementary calculation in our setting corresponds to the notion of abstract
virtual-memory Turing machine (VIM) in [29] and what we call the state corresponds
the physical address space in [29]. Our notion of physical elementary calculation cor-
responds to the notion of physical VTM and it is also defined as a pair composed of
an elementary calculation (or VIM) and a leakage function. The notion of leakage
function involved in this paper slightly differs from the one defined by Micalli and
Reyzin. Whereas in their formalism the leakage function is applied to the current
state of the VIM for every step in the VIM computation, the leakage function in
our model only applies to the input of the current elementary calculation. This dif-
ference does not imply any loss of generality since the elementary calculations we
consider process deterministic functions and do not involve any random number
generation (except for the leak-free component which does not leak by definition).
All the intermediate values within such an elementary calculation are therefore de-
terministic functions of the input and the overall leakage can hence be modeled as
a function of the calculation input (and an independent parameter for the leakage
randomness). Another difference with the leakage function defined in [29] is that
we omit the second parameter: a binary string encoding the measuring apparatus.
The role of this parameter is to enable the adversary to adaptively change the leak-
age function between each step of the on-going computation. Although we do not
need this parameter in our formalism, we emphasize that our security proof holds
for any choice of the leakage functions (f;), within pre-defined classes (N(1/ wz))Z
which encompasses an adaptive choice of the leakage function in NV (1/w;) at every
step .

B Proof of Proposition 1

Proposition 1. Let X and Y be two random variables, with X uniformly distributed over
a set X of cardinality N. The mutual information between X and Y satisfies I(X;Y) <
N

maB(X]Y).

In2

Proof. Let 9, , denote the difference P[X = z|Y = y|] — P[X = z]. By definition we
have:

I(X3Y) = ZP[Y =] Z(P[X = 2] + 0y y) log, (P[X =] + 5”’79)

P[X = z]
yey TEX
1
=D PIY = 4] D" (5 +0ny) logy (14 Nos)
yey TEX

By definition we have 4, , > —+ and the logarithm satisfies log,(1 + z) < % for
every z > —1. We hence get

| 1
(GY) < 3 PY =9l Y <N Gy ) NGy

yey zeEX



As for every y, we have ) | = 0, we deduce

TeEX 903/

< MZP =y >3, = ZP 918,17,

zeX

where §, denotes the vector (d, ,),cx. It can be checked’ that the norm of 9, satisfies
|6,]| <1 -+ < 1, which finally yields

I(X;Y) <—ZP yl 16,11,
yey

and the proposition follows. O

C Proof of Theorem 1

Theorem 1. Let X be a uniform random variable over some set X of cardinality N, let d
be a positive integer and let (X;); be a d™-order encoding of X. Let € € [0,1) and let f,, fi,
., fa be noisy functions defined over X and belonging to N (¢). We have:

B(X|fo(Xo), fi(X1), ..., fa(Xa)) < N &g+

Proof. According to the properties of a d'-order encoding, the uniformity of X im-
plies the uniformity and the mutual independence of the X;. Let (¢y, (1,...,0q) €
Im(fo) x Im(f1) x --- x Im(f;) and let define:

p(z) = PIX = z|(fo(Xo), [1(X1), -, fa(Xa)) = (bo, ba, -, la)] -

We have:

Z Z ZP i)i>0 = (Ti)izol (fi(Xi))izo = (€i)izo] -

1 T2

where xy = 2 & P i>1 Li The independence of the X; then implies

=> > ZHP i = wl fi(X5) = ).

xr1 T2 xrg 1=0

After denoting P[X; = z|f;(X;) = (;] — + by 59, we get

=>> - ZH( +5(>:%+ZZ”‘Zﬁ5§?'

T X2 xg =0 x1 T2 xrg =0

7 By definition, we have — 4 <62y <1—%and Y, 6z = 0. The norm of §, is then lower than or equal to

the norm of the vector (— 4, —4,..., — &, (N —1) %) which equals (N —1)(— )’ + (N-1) %) = 1— L.

z|~



The latter holds since we have Z% Zm DO H (“ =11, (Zm 5§Z;)> = 0 for

every strict subset {i;} C {0,1,...,d} (Wthh does not hold for {i;} = {0,1,...,d}
aszo=x D @iz1 ;). By definition, we then have

BX | (X)) = () = X (ple) — 7). -2 (XX ST

xr1 T2 g 1=0

which implies

BT () = (09)° < E (XX |11

x1 T2 Tq 1=0

)

Let 6®) denote the vector (59 ))xE x. By Cauchy-Shwartz we have ‘Z 59

16| ||6@]| for everyc=x@x; O - D xg1 (l.e. x9p = ¢ D z4), which 1mp11es

<

cEBxd

B 1) = (099" < 0 (20 Z\Hé“ 6O 5
= N[5 15 (HZIé )

Inequality (1) implies 168)] < V/N||69]|. We hence deduce
2 d ;
BIX | (X)) = (4):)” < N TTI6@11%
i=0
and by definition

BIX | (f(X):) < NEDI S - STUP[(fi(X, HHé

0 1 d

Eventually the independence of the X; implies the independence of the f;(X;) from
which we get

BIX | (X)) N2 IS ST PIA(XG) = 6] 1169

= NEJ[ Do PL(x:) = 6] 1571

that is

The theorem statement directly follows. 0



D Proof of Lemmal

Lemma 1. Let X and Y be two finite sets. Let f be a noisy function defined over ) and
belonging to the class N (g) and let g be a deterministic function from X to Y. Then the
noisy function f o g defined over X belongs to the class N'(v/2|Y] - €).

Proof. Let X and Y be independent random variables uniformly distributed over X
and Y respectively. Then, for every ¢ € Im(f) and every x € X', we have

PIX =z [fogX)==PX=z]fY)=LY =g(X)].

After denoting by p(z) the probability above, the law of total probability implies

oy L PE=2Y =00 [ F() =0 PIX =2Y = ()| F(¥) =1
PIY = g(X) [ f(Y) = {] > PX =Y =g()|fY)=1"
Then by independence between X and (Y, f(Y')), and by uniformity of X, we have

p(z) = X = PIY = ()If( )=40 PV =g@) | [)=1]
2w PIX =[P =g(&) [ f(Y) =4] 2, PY =g@) | f(YV) =10
In the following, we shall denote the cardinalities of the sets X and ) by |X ]

and M = || respectively. We shall further denote §, = P[Y =y | f(V) = é] — <=
and 0 = ) d4()- Then (4) can be rewritten as

4)

1 1 [
p(z) = M T Y(x) _ M T %) _ g(x) QN'

Yo +0e)  w+0 N+

And, by definition of the bias, we get

BIX | fog(X) =07 =3 () - %)2 =2 (%)2
= ﬁ(;‘% B %) - 0

(& +6

By definition, all the dy(,) are greater than or equal to —5;. We are now going to
prove that this implies the following inequality:

BX | fog(x) =07 <MY X 6)

Since we have &2 ,) < 5° 07 = B(Y | f(Y) = ()? for every x € X, (6) implies

BX | fog(X)=10)?<2M?B(Y | f(Y) =€), (7)

from which we deduce the lemma statement.
In order to prove (6), we will consider two possible cases:

N N /N2 N /N2
—M<€<—M+ N and - — i

<46.

=



Let us first consider that we have § > —2% + Y= M2 Then (5) directly implies

M
1 . IM? —
( M v
It now remains to prove that (6) holds when 0 satisfies — M <6< -5 + v N/
Let us denote o = 0 + = so that we have = —5; + with o € (0; /N Let us

focus on the sum ) 5 y2. It is minimal when all the 5 y equal the mean Value £

On the other hand smce all the ¢,(,) are greater than or equal to —;, itis maximal
when 0y(,) = —5; for every but one, say xo, and 6y(qy) = —% + 7+ This leads to the
followmg boundmg of ). 0

ﬂfg(:v)
¥ <X < -0(= 3 + (g3
that is
%(N—Qa—i— ) 2(52 N —2a +a?), (8)

From (5) and the upper bound in (8) we get

BX [ fog(X)=10)><1-— )
and from the lower bound in (8), we get
2M? 9 a? a2 1 \2 1
il > 90— ) = =) > ) >1-—
~ za;(sg( 2(1 2N+N2> 2(1 N) >2(1 _2N> >1-~. (10)
where the last holds from N > 2. Then (9) and (10) directly implies (6). OJ

E Proof of Theorem 2

Theorem 2. Let X be a uniform random variable defined over a finite set X of cardinality
N.Lete €[0,1)andlet f1, fo, ..., fr bet noisy functions defined over X' and belonging to

N (g). For any real number o € (O 1], ife < 5, then we have

«

BXIA(X), fol X Si(X)) < ((ea_l)t—i—ea)e

Lemma 3. Let X be a uniform random variable defined over a finite set X and let N denote
the cardinality of X. Let €, and e, be positive real numbers. And let L, and Ly be two
random variables such that (X|L;) < ¢; fori = 1,2, and (L1|X = x) and (Ly|X = x)
are mutually independent for every x € X. We have:

B(X|L1,Ly) < &1 +e2+ Nerey .

8 Note that Og(z0) = fﬁ + 37 might not be reachable for some values of M, N and ¢. In that case the upper
bound still hold but it is just less tight.



Proof. Let (¢1,02) € Ly X Ly and let p;3(x) denote the probability P[X = z|L; =

(1, Ly = l5]. By Bayes” and total probability theorems, we have:

P[Ll = 61, L2 = €2|X = Z‘]P[X = Z‘]
P[Ll - gl,LQ — 62]

pr2() = (11)

Then by independence of (L;|X = z) and (Ly|X = z) we have
P[Ll = El, LQ = €2|X = fL’] = P[Ll = €1|X = I’]P[LQ = €2|X = [E] s

and Bayes’ theorem gives

= = (,|P[X = x|Ly = 6,|P[L; = (;]P[L, =
PILy = (1, Ly = (o] X = o] = DX =21l = GIPL P&;}fzul GJPILy = 6]
(12)

Plugging this equality into (11) yields

P[X = z|L, = (]P[X = z|Ly = (5]P[Ly = (1]P[Ly = {5
P[L, = (1, Ly = (o)P[X = 1]
PIX = 2|L; = (4]P[X = 2|Ly = £
PIX = z]

pr2(x) =

= 912

where
P[Ll - g]_]P[LQ - gg]

P[Ly = ty, Ly = (5]

Let us denote the difference P[X = z|f;(X) = ¢;] — P[X = z] by 59 fori = 1,2. We
can then rewrite the above equality as follows:

pr2(x) = 912(N+5 )(%4—5&2))]\7

Let us now denote the difference p;3(z) — P[X = z] by 5% We get:

‘912 =

_ ‘;Vlm + NOW)(1+ No@)

612 1 912

(12) _ (2)
612 = 21+ No) (1 + NoP) — - = =2

1
((+ NoW) 1+ NoP) - =) . (13)
912
Now from the law of total probability we have

P[legl,LQZEQ ZP Ll—gl,L2—€2|X—$]
reX
and from (12), we can write

| = PX=a|l = OP[X =ally=0] 1 1
o = 2 P od 2Ny () (5 +02)

reX reX

Since by definition ) 89 = 0 with i € {1,2}, we get

912 <1+NZ§ )

reX



Equation (13) can then be rewritten as

502 = g, <5g(61) 6@ 1 NsWsR — Z 5;(51)59(;2)> .

TEX

In the rest of the proof, we will use the following notations:

eri=[00], eri= [0, erni= 600, and  prp = > 6062

TEX

where 5 denotes the vector ((59(3'))35E x. Our goal is then to upper-bound €%,. By def-
inition, we have

2

ety =02 Y (00 + 0 + NoWs — py,)

Then developing the (69(61) +6 + NgMol? — p12)2, one obtains the following terms:

2 2 2
s 4 6@7 4 N2 g2 4 255 1 aNeD 5P 4+ angs)
— 20125;) — 2P125x — 2Np125n(c1 58

and summing over X one gets

2 2 2 2
e + e + N2, 6808 + Np2y + 2012 + 2N Y, 080768 + 2N Y, 66
— 0 — 0 — 2Np,.

2
Then, denoting e} := H 5(1) (5?) )x )
we get

p12 < €1€z , 2(5(1)(5 < eéley, Z(S <€1€2, and 251)2 <elel,

T

which gives
2, = 03, <el + €2 + N2%elel, — Np2yele2 + 2piaeieq + 2Neley + 2Nele’2> .
And from ¢/> = 3" 5" < (>, 53(5“2)2 = e}, we get
e, < 03, (61 + €3 + N%efel + 2eiey + 2Nedey + 2N€1€2> .
A simple development then shows

e, < 0%,(e1 +ea+ Nejes)?,

that is
e12 < bO1a(e1 + €2+ Nejey)



We eventually obtain
B(X|Ly, Ly) = Z P[Ly =1, Ly = ls] €12,
(ZLZZ)
and by definition of 6;,, we get
6(X|L1,L2) S Z P[Ll 251] P[LQ 262](614—624-]\]6162)

(€1,62)
= B(X|L1) + B(X|L2) + NB(X|L1)B(X|Ly) .

And Lemma 3 directly follows. O

Proof. (Theorem 2) Let ¢; denote the bias 5(X|Li, Lo, ..., L;). From S(X|L;+1) < €
and by Lemma 3 we have:

Ei+1 = 6(X|(L1,L2, .. .,Li),Li+1) S g +ée—+ NEZ'E .

Then from ¢ < 5 we get N
Eiy1 < (1 + ?)& +e€,

which defines a sequence with recurrence relation of the form ¢;,; < a g; + b. Such
a sequence satisfies ;41 < a’e; + (2=)b. Herewe havea = 1 + ¢ and b = ¢ = ¢,
therefore we get

B(X|Li, Lo, ..., L) =5 < ((H%)tl(Hé)_i)&

-1

Since for every positive integer ¢ we have (1 + %)t < €%, the above inequality
directly implies Theorem 2. O

F Proof of Theorem 3

Theorem 3. Let A and B be two random variables uniformly distributed over some finite
set X of cardinality N. Let d be a positive integer, and let (A;), and (B;); be two d"-order

encodings of A and B respectively. Let € be a real number such that ¢ < 55 for some
a € (0,1] and let (f;;), ; be noisy functions defined over X x X and belonging to N'(e).
We have:

3d+42

B((A, B)|(fi5(Ai, By)),,;) < 2N"F (\d + Ao)e) ™",

where \y = <=L and \y = A\, + .

a

Lemma 4. Let A and B be two uniform and mutually independent random variables de-
fined over a finite set X of cardinality N. Let f be a noisy function and let L = f(A, B), for
every a,b € X, and for every { € Im(f), we have

B(A[f(Ab) =) < NB((A, B)|L = 1),
and (by symmetry),
B(B|f(a,B) =) < NB((A,B)|L =1).



Proof. We prove the bound for 3(A|f(A,b)) only since the bound for 3(B|f(a, B))
then directly holds by symmetry. For every a,b € X and ¢ € £, we denote:

1

6(a,b),€ = P[(A, B) (CL b) | L= é] N2

and .
! = P[A = B=bL=/0 ——.
alb,l [ a| ) ] N

FromP[A=a | B=0L={(=P[A=a,B=10]| L =/(P[B = 0" we deduce
(5ZLW = N(a,),¢- The independence of A and B implies

P A=a|B=bL=(=P[A=a|B=0bf(Ab)=(=PlA=a| f(Ab) =1].
By definition of the bias, we deduce
ﬂ(A | f(Avb) = 6)2 = Z alb,l — Z N252ab
which implies
6(‘4 | f(Av b) = €)2 < ZavbNQCS(Qa,b),K = NQB((Av B) | L= 6)2 )
and directly yields Lemma 4 . O

Proof. (Theorem 3) Let L denote the random vector (f; ;(A;, B;))o<i j<a- For every
a,b € X and £ € L, we denote:

Oa,e PA=a|L=40 -+,
Opjae = P[B:b’A:a’Lze]_%’
Sapye = Pl(A,B)=(a,b) | L =4] — 3

By definition of the conditional probability, we have

1

5(a,b),e=P[A=a|LzE]P[B:b|A:a7L:£]_m7

which implies
1 1 1 1 1
5(1 :<_ 6(1)(_ 5@)__:_511 _511 50,6(1 )
(a,b), N + 0a,e N + Objae Nz~ yla + 7 Oblase + 04,00b|a,e
and thus

1 2 2 2
8C) 0 252,13 5b|ae + 0 oOhia s + N2 ~7394,60b]a,e + Nfsg,efsbla,e + N‘Sa,e(saa,e . (14)
Let us now develop the sums of the different terms over (a, b) € X x X. By definition

of the bias, we have

Za = NB(A| L =#0)?, (15)



and
Z(Sb‘ae_NﬂB]A—aL 0)? . (16)

Then, since the d|, , sum to zero over b € X, we get
Z Oa,e0bja.e = Z Oa.e Z Opjae =0, (17)
a,b a b
> 62 i0hae =Y 020> Ohae=0 . (18)
a,b a b

On the other hand, we have

Z 52,£5§|a,€ = Z 52,2 Z 5§|a,£ = Z 5215(3 |A=a,L= 3)2 5
a,b a b a

giving
25225 e <BA|L=0*maxB(B|A=a,L=1)7?. (19)

Eventually, for the last term we obtain
D batdhiae=> 6ar Y Otue=) 0atB(B|A=a L=1)>,
a,b a b a

which implies

> Gaediae < ( max §(B | A=a,L=¢)* ) D ae-
a,b

0,04,0>0

Since the d,, sum to zero over a € X, the sum ) 0ae €quals > [0,/ To-

gether with (1), this leads to

a,04,0>0

Zaagab‘ae \/_ BAIL =€) (maxB(B|A=a,L=20)7). (20)

Eventually (14) and (15)—(20) imply

BUAB) | L= € = 30800 < (O 45O+ (07 (0 + B (O(e)

where
G16) =B(A|L=4£) and [(y(f)=maxfB(B|A=a,L=2¢).
By definition of the bias, we have ((£) < 1 —

B1(€)*B5(€)* < (1 — +)B1(£)?, and \/Lﬁ@(f)ﬁz(fy

opment then shows

for every £, and in particular

1
N
< F<51(£)B2(€). A simple devel-

1
B((A,B) | L =1¢) < ji(€) + ﬁ@(@ < B1(€) + B2(£) .



We finally get

B((A,B) | L) <> PIL=4£5(£)+ Y P[L=£]B(L). (21)
£ £

We now show how to upper-bound the expected values of ;(£) and [(€).

By definition of the f;; we have 5(A4; | fi;(4;, B;j)) < e. Moreover, the uni-
formity and the independence of A and B implies the uniformity and the mutual
independence of the A; and the B;. For every i € {0,1,...,d}, Lemma 4 then yields

max (A; | fi;(Ai b)) < Ne . (22)

Let us denote by b = (b, by, . . .,bs) some vector over X! and by B the cor-
responding random variable. We moreover denote by I the noisy function F? :
— (fia(A;,05))o<j<d- Theorem 2 (with t = d + 1) and (22) imply for every i €

{0,1,...,d}:
max B(A; | FP(A:)) < (\d + X\o)Ne | (23)

where \; = *— = A1 + e In other words, for every i € {0,1,...,d} and
every b € X!, the noisy function F? belongs to N'((A\d + \o)Ne).

On the other hand, the law of total probability implies
PA=a|L=4 = ) P[A=a,B=0b|L =14
b

— ZP[B:b|L:£]P[A:a|B:b,Lze]

that is

PA=a|L=£=> PB=b|L=LPA=al(fi;(A,b))i;=€. (24

The law of total probability further implies

Pl[A=a| (fij(Aiab'))ij =/

_ZZ ZP =a, A =a1,....,Ai=aq | (fi;(Ai,b;))i; = £

al az

_ZZ ZP Ay =ap, A1 =aq,...,Ag=aq | (fij(Ai,b;))i; = 4],

a; ag

where ag = a ® @, a;. Then by mutual independence of the A;, we get

PlA=a | (fi;(Ai, b)) => > - ZHP i=a; | FP(A) = ()] -

aip az aqg =0



Let us now denote the difference P[A; = a; | FP(4;) = (45);] — + by’ &) for every
i€{0,1,...,d}. We get

PlA=a|(fij(Aib))i; =€ = D> ) - ZH ( o )

aip az aqg =0
d
- EX % (s + 119).
ar ag i=

where the second equality holds since we have

DWW LAY PR

aiy Qi a;, k= k=1 ay,

for every strict subset {i;,} C {0, 1,...,d} (which doesnothold for {i;} = {0,1,...,d}
asap=a® 692‘21 a;). Therefore (24) can be rewritten as

d

PlA=a|L=4#= ZP —b|L=g> Y - Z(NdH Hég?).

a; ag =0

By definition of 4, , the equation above becomes

ae—ZP =b|L= E(ZZ Z(Nd+1+H ) >

:ZP[B:b;L:@]ZZ-~ZH5§?.
b a; az aqg =0

The bias of A given L = £, denoted 3, (€), hence satisfies

:¥<;P[B:byL:E]ZZ-~-Zﬁ5§?>2

ay az aqg =0
SNONEEIPED S S NILO LI
a b a1 az ag—1 =1

Let 6) denote the vector composed of the 65" for every i € {0, 1, ..., d}. By Cauchy-
Shwartz we have ‘Zad sOs\H| < 16O 6] (note that ay satisfies ag = (a &
@f;ll ai) ® agq). It follows that the bias of A given L = £ satisfies

2=y (DoPB =01 L= s s> D >

a1 a2 ad—1

d—1
< (XPB=b L= 5 TS o))
a b

=1 a;
? Although 5% depends on b and (¢; ;);, we do not make them appear in the notation for the sake of clarity.

d—1
[Ts9))

i=1




Then by (1), we have ) 8| < V/N||69||, giving

502 < Y (YPIB = b1 L= N T[159))

<N'(SpB=b|L =] 1"])

and we get

[SI[sH

5u(0) < NS PB = L= g0,

b
By definition we have ||6©] = B(A; | FP(A;) = (¢:;);) for every i € {0,1,...,d},
which gives

d

Bi(&) <N PB=b|L=4 Hﬁ(Ai | EP(Ai) = (6i);)
d
< N3 (mgX5(Ai | FP(A) = (4ig);) -

i=0
Then by computing the expectation over £ € [[, ; Im(f;;), and by applying (23), we
get

3d+2

N5 (d + Xo)e) ™. (25)

sl
h
Il
S
o
=
IA
—1=
=
&)
"
=
=
|
s
=
IA

Using exactly the same approach as above, it can be shown that the same holds
for 55(€), namely

d+1

STPIL = €6:(8) < N5 (d + Mo)e) (26)

The only difference is that the probability of B is taken given A = a additionnaly to
L = /(. But this difference does not impact the previous approach since we bound
the maximum bias of B given all the possible events A; = a;. The bounds (25) and
(26) together with (21) finally proove the theorem statement. O

G Proof of Lemma?2

Lemma 2. Let Ty, T, ..., T, be d + 1 independent random variables uniformly distributed
over some set X of cardinality N. Let ¢ € [0,1) and let f1, fo, ..., fa be noisy functions
defined over X x X and belonging to N (¢). We have:

B(Ta| f1(To, Th), fo(T1, T3), - . ., fa(Ty-1,Ty4)) < Ne.



Proof. We denote by F(Ty_1,T,) the d-tuple (fi(Ty,T3), fo(T1, %), . . ., fa(Tu-1,Ty)).
Note that since the 7; are mutually independent, F' can be viewed as a noisy func-
tion applied to (7,-1,7y) and where Tg, T}, ..., Ty—» are part of the internal ran-
domness of F' (though such representation is not mandatory for the present proof).
By Lemma 4 (see Appendix F), for every t € X’ and for every £ = ({1,0s,...,4;) €
Im(F'), we have

B(Ty| F(Ty—1,Ta) =£) < NB(Ty| F(t,Ty) =€) = NB(Ty| falt, Ty) = La) ,

where the right equality holds from the mutual independence of the 7;. Then the
proof holds from f,; € N(¢). O

H Proof of Lemma?2

Lemma 2. Let Ty, T, ..., T, be d + 1 independent random variables uniformly distributed
over some set X of cardinality N. Let ¢ € [0,1) and let f1, fo, ..., f4 be noisy functions
defined over X x X and belonging to N (¢). We have:

B(Ta| /1(To, Tv), f2(Th, T3), . . ., fa(Tu—1,T4)) < 2Ne .

Proof. We denote by F(T;) the d-tuple (fi(Ty,Th), fo(T1,T3), ..., fa(Tu-1,Ty)). Note
that since the 7; are independent of T, F' can be viewed as a noisy function applied
to T, and where Ty, T3, ..., Ty_; are part of the internal randomness of F' (though
such representation is not mandatory for the present proof). For every ¢t € X and
for every £ = ({1, (s, ...,{4) € Im(F), the total probability law implies

Pl =t|F(Ty) = €] = Y P[Ty=t|Tyy = ', F(Ty) = €P[Ty_y = t'|F(Ty) = €] .
vex
(27)
Moreover, by mutual independence of the 7}, we have

PlTy=t|Ty_1 =t ,F(Ty) = €] =P[Ty = t|fs(t', Ty) = 4] .

For every t € X, we denote

. , 1
0 = min P[Ty = t[fa(t', Tu) = la] — N

and )
(5:_ = IIItE/lXP[Td = t|fd(t/,Td) == gd] - N .

For every t', we then have

1 , 1
NJF(S::_ S PITy =t fa(t', Ty) = Lg] < N+5j ,

and (27) implies

1 1
N+5; gP[Td:tyF(Td)ZE]SNMj.



We deduce

BTy | F(Ty) =0*=>" (P[Td = t|F(Ty) = £ — %)2 <> 67+ 6

t

giving

B(Ta| F(Ty) =€) < V[6-IP+ 6% < [la= ] + 167 (28)

where " and 6~ denotes the vectors (d; );cx and (0, );ex respectively. Then by
Lemma 4 (see Appendix F), for every ¢ € & and every /; € Im(f;) we have

B(Ty | fa(t', Ta) = ta) < NB((Ta—1,Ta) | fa(Tur,Ta) = Lla)

from which together with (28) implies

BTy | F(Ty) =£) < 2NB((Ta—1,To) | fa(Ty—r,Ta) = La) -



Appendix D

How to Securely Compute with Noisy
Leakage in Quasilinear Complexity

Hereafter is appended the full version of our paper [GJR18], joint work with Dahmun
Goudarzi and Antoine Joux, published at ASTACRYPT 2018.
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Abstract. Since their introduction in the late 90’s, side-channel attacks have been considered as
a major threat against cryptographic implementations. This threat has raised the need for formal
leakage models in which the security of implementations can be proved. At Eurocrypt 2013, Prouff
and Rivain introduced the noisy leakage model which has been argued to soundly capture the
physical reality of power and electromagnetic leakages. In their work, they also provide the first
formal security proof for a masking scheme in the noisy leakage model. However their work has
two important limitations: (i) the security proof relies on the existence of a leak-free component,
(ii) the tolerated amount of information in the leakage (aka leakage rate) is of O(1/n) where n is
the number of shares in the underlying masking scheme. The first limitation was nicely tackled
by Duc, Dziembowski and Faust one year later (Eurocrypt 2014). Their main contribution was
to show a security reduction from the noisy leakage model to the conceptually simpler random-
probing model. They were then able to prove the security of the well-known Ishai-Sahai-Wagner
scheme (Crypto 2003) in the noisy leakage model. The second limitation was addressed last year in
a paper by Andrychowicz, Dziembowski and Faust (Eurocrypt 2016). The proposed construction
achieves security in the strong adaptive probing model with a leakage rate of O(1/logn) at the cost
of a O(n®logn) complexity. The authors argue that their result can be translated into the noisy
leakage model with a leakage rate of O(1) by using secret sharing based on algebraic geometric
codes. They further argue that the efficiency of their construction can be improved by a linear
factor using packed secret sharing but no details are provided.

In this paper, we show how to compute in the presence of noisy leakage with a leakage rate up to
O(1) in complexity O(n). We use a polynomial encoding allowing quasilinear multiplication based
on the fast Number Theoretic Transform (NTT). We first show that our scheme is secure in the
random-probing model with leakage rate O(1/logn). Using the reduction by Duc et al. this result
can be translated in the noisy leakage model with a O(1/|F|?logn) leakage rate. However, as in
the work of Andrychowicz et al. , our construction also requires |F| = O(n). In order to bypass this
issue, we refine the granularity of our computation by considering the noisy leakage model on logical
instructions that work on constant-size machine words. We provide a generic security reduction
from the noisy leakage model at the logical-instruction level to the random-probing model at the
arithmetic level. This reduction allows us to prove the security of our construction in the noisy
leakage model with leakage rate O(1).

1 Introduction

Side-channel attacks have been considered as a major threat against cryptographic implementations since
their apparition in the late 90’s. It was indeed shown that even a tiny dependence between the data pro-
cessed by a device and its side-channel leakage (e.g. running time, power consumption, electromagnetic
emanation) could allow devastating key-recovery attack against the implementation of any cryptosystem
secure in the standard model [Koc96,KJJ99,GMOO01]. The so-called physical security of cryptographic
implementations has then become a very active research area and many efficient countermeasures have
been proposed to mitigate these attacks. However, most of these countermeasures are only empirically
validated or they are proven secure in a weak adversarial model where, for instance, an attacker only
exploits a small part of the available leakage.



An important step towards a more formal treatment of side-channel security was made by Micalli
and Reyzin in 2004 in their physically observable cryptography framework [MRO4]. In particular, they
formalized the assumptions that a cryptographic device can at least keep some secrets and that only
computation leaks information. This framework was then specialized into the leakage resilient cryptog-
raphy model introduced by Dziembowski and Pietrzak in [DP08] which gave rise to a huge amount of
subsequent works. In this model, a leaking computation is divided into elementary operations that are
assumed to leak some information about their inputs through a leakage function whose range is bounded
(i.e. taking values in {0, 1}* for some parameter \). Many new leakage-resilient cryptographic primitives
were proposed as well as so-called compilers that can make any computation secure in this model [GR12].

While the leakage resilient literature has achieved considerable theoretical advances, the considered
model does not fully capture the physical reality of power or electromagnetic leakages (see for instance
[SPYT09]). In particular for a leakage function f : {0,1}" — {0,1}*, the parameter A must be (sig-
nificantly) smaller than n. This means, for instance, that the leakage of an AES computation should
be smaller than 128 bits, whereas in practice an AES power trace can take several kilobytes (or even
megabytes). On the other hand, it is fair to assume that the side-channel leakage is noisy in such a
way that the information f(z) leaked by an elementary operation on a variable z is not enough to fully
recover x. This intuition was formalized in the noisy leakage model introduced by Prouff and Rivain in
2013 [PR13]. In a nutshell, this model considers that an elementary operation with some input = leaks a
noisy leakage function f(x). The noisy feature is then captured by assuming that an observation of f(z)
only implies a bounded bias in the probability distribution of x. Namely the statistical distance between
the distributions Pr(z) and Pr(z|f(x)) is bounded by some parameter §. In particular, this model does
not imply any restriction on the leakage size but only on the amount of useful information it contains.

1.1 Related Works

Probing-secure circuits. In a seminal paper of 2003, Ishai, Sahai and Wagner considered the problem
of building Boolean circuits secure against probing attacks [ISW03]. In the so-called probing model, an
adversary is allowed to adaptively probe up to ¢ wires of the circuit. They show how to transform any
circuit C' with ¢ logic gates into a circuit C’ with O(qt?) logic gates that is secure against a t-probing
adversary. Their scheme consists in encoding each Boolean variable = as a random sharing (z1, za, . .., Z,)
satisfying 1 + x5 + ...+ x, = x over Fy, where n = 2t + 1. They show how to transform each logic gate
into a gadget that work on encoded variables. Their construction is actually secure against an adversary
that can adaptively place up to ¢ probes per such gadget. The so-called ISW construction has since
then served as a building block in many practical side-channel countermeasures known as higher-order
masking schemes (see for instance [RP10,CPRR14,CRV14)]).

Towards noisy-leakage security. In [PR13], Prouff and Rivain proposed the first formal security
proof for an ISW-like masking scheme in the noisy leakage model. In particular they generalize the
previous work of Chari et al. [CJRR99] and show that in the presence of noisy leakage on the shares
Z1, Ta, ..., T, the information on = becomes negligible as n grows. Specifically, they show that for any
d-noisy leakage function f, the mutual information between x and the leakage (f(z1), f(z2),..., f(zn))
is of order O(d™). They also provide a security proof for full masked computation in the noisy leakage
model, however their result has two important limitations. First they assume the existence of a leak-free
component that can refresh a sharing without leaking any information. Second, their proof can only
tolerate an d-noisy leakage with § = O(1/n). Namely, the amount of leakage must decrease linearly with
the number of shares. Note that this second limitation is inherent to masking schemes based on the ISW
construction since it implies that each share leaks O(n) times. Some practical attacks have recently been
exhibited that exploit this issue [BCPZ16].

Avoiding leak-free components. In [DDF14], Duc, Dziembowski and Faust tackled the first of these
two limitations. Namely they show how to avoid the requirement for a leak-free component with a nice
and conceptually simpler security proof. Applying the Chernoff bound, they show that the ISW scheme is
secure in the d-random probing model in which each operation leaks its full input with a given probability
d = O(1/n) (and leaks nothing with probability 1 — §). Their main contribution is then to show that any
§’-noisy leakage f(x) can be simulated from a é-random probing leakage ¢(z) with &' < & - |X|, where



X denotes the definition space of x. In other words, if the d-random probing leakage of a computation
contains no significant information, then neither does any ¢’-noisy leakage of this computation as long
as 0 < ¢ - |X|. The ISW scheme is therefore secure against ¢’-noisy leakage for ' = O(1/n|X]). Note
that for an arithmetic program working over some field F, each elementary operation takes up to two
inputs on F, meaning X = F? and §' = O(1/n|F|?). This way, the work of Duc et al. avoid the strong
requirement of leak-free components. However, it still requires a leakage rate of O(1/n).

Towards a constant leakage rate. This second limitation was addressed by Andrychowicz, Dziem-
bowski, and Faust [ADF16]. They describe a construction using Shamir’s secret sharing [Sha79] and a
refreshing algorithm from expander graphs with constant degree due to Ajtai [Ajt11]. The number of
instructions in the protected program is multiplied by a factor O(n?) which can be reduced to O(n?logn)
using the FFT. They show that this construction achieves security in the strong probing model where an
adversary can adaptively place up to O(1/logn) probes per elementary operation. In the random prob-
ing model, the result is improved to a constant ratio. Applying the reduction from [DDF14] they obtain
the security against §-noisy leakage with a leakage rate 6 = O(1/|F|?). (Note that they obtain a leakage
rate O(1/|F|) in the restrictive model where input variables leak independently. In the present paper, we
make the more realistic assumption that the leakage function applies to the full input of each elementary
operation.) For the standard version of their scheme based on Shamir’s secret sharing, the base field F
must be of size O(n) which implies a leakage rate § = O(1/n?) in the noisy leakage model. Fortunately,
their scheme can be improved by using secret sharing based on algebraic geometric codes [CCO06] (at
the cost of weaker parameters). As argued in [ADF16], these codes operate over fields of constant size
and hence there basic operations can be implemented by constant size Boolean circuits, which gives a
d = O(1) noisy leakage rate with the DDF reduction. As explained hereafter, we propose in this paper
a generic reduction to achieve § = O(l) noisy leakage rate from a random-probing secure scheme on a
field F = O(n). This reduction could also be used to get noisy-leakage security for the ADF scheme with
Shamir’s secret sharing.

Towards a quasilinear complexity. Another challenging issue is to improve the efficiency of leakage-
secure schemes, and in particular to bridge the gap between the current O(n2) complexity and the
theoretically achievable O(n) complexity. In [ADF16], the authors argue that the complexity of their
scheme can be improved by using packed secret sharing [ADD*15,DIK10]. As explained in [ADD*15],
the use of packed secret sharing allows to securely compute an addition or a multiplication on ¢ values
in parallel at the price of what a single operation would cost with a standard secret sharing. Using the
construction from [DIK10], one can improve the complexity of the ADF scheme on a circuit of size s and
of width ¢ from O(sn?logn) to O(slog sn?logn/f). For a circuit of width £ = ©(n), this approach hence
yields a secure circuit with quasilinear overhead in n. For a constant-size circuit (as the AES cipher) on the
other hand, only a constant factor can be saved and the complexity remains of O(nQ) Let us also mention
that recent works have proposed efficiency improvements of the ISW construction [BBP+16,BBP*17].
These works provide new multiplication schemes with a linear randomness consumption or a linear
number of field multiplications but the overall complexity is still quadratic.

1.2 Our Contribution

In this paper we show how to securely compute in the noisy leakage model with a leakage rate of 0(1) and
with complexity overhead of O(n) (whatever the circuit size). Our scheme is conceptually very simple
and also practically efficient provided that the computation relies on a base field F with appropriate
structure.

Specifically, we consider an arithmetic program P that executes basic arithmetic instructions over
some prime field F (additions, subtractions, and multiplications) satisfying |F| = a.- n 4 1 for n being a
power of 2 (in particular [F| = O(n) as in [ADF16]).* In our scheme, each element a € F is encoded into
a random tuple (ag, a1, ...,a,_1) that satisfies the relation a = Z?:_Ol a;w® for some random element
w € F. In other words, a is encoded as the coefficient of a random n-degree polynomial @ satisfying

4 We prefer the terminology of (arithmetic) program composed of instructions to the terminology of (arithmetic)
circuit composed of gates but the two notions are strictly equivalent.



Q(w) = a. Tt is worth noting that the security of our scheme does not rely on the secrecy of w but
on its random distribution. We then show how to transform each arithmetic instruction of P into a
corresponding secure gadget that works on encoded variables. Using a fast Number Theoretic Transform
(NTT), we then achieve a multiplication gadget with O(nlogn) instructions.

In a first place, we show that our scheme is secure in the J-random-probing model for a parameter
d = O(1/logn). Specifically, we show that for any program P with a constant number of instructions
|P|, the advantage of a d-random-probing adversary can be upper bounded by negl()\) + negl’(n) where
negl and negl’ are some negligible functions and where A denotes some security parameter that impact
the size of F (specifically we have A = log @ where |F| = a.- n + 1). This is shown at the level of a single
NTT-based secure multiplication in a first place. Then we show how to achieve compositional security, by
interleaving each gadget by a refreshing procedure that has some input-output separability property. Using
the Chernoff bound as in [DDF14] we can then statistically bound the number of leaking intermediate
variables in each gadget. Specifically, we show that the leakage in each gadget can be expressed as linear
or quadratic combinations of the input shares that do not reveal any information with overwhelming
probability (over the randomness of w).

From our result in the random probing model, the security reduction of Duc et al. [DDF14] directly
implies that our construction is secure in the §’-noisy leakage model for 6’ = O(1/|F|?logn). However,
since we require [F| = O(n) (as in the standard ADF scheme) this reduction is not satisfactory. We
then refine the granularity of our computation by considering the noisy leakage model on logical in-
structions working on constant-size machine words. In this model, we provide a generic reduction from
the random-probing model over F to the noisy leakage model on logical instructions. Namely we show
that any arithmetic program II secure under a d-random-probing leakage gives rise to a functionally
equivalent program II’ that is secure under a ¢’-noisy leakage at the logical instruction level where
§" = §/O(log |F|loglog [F|). Applying this reduction, our construction achieves security in the §’-noisy
leakage model with &' = O(1/((logn)?loglogn)) for a computational overhead of O(nlogn).

The paper is organized as follows. Section 2 provides background notions on the noisy leakage model
and the considered adversary. In Section 3 we describe our secure quasilinear multiplication scheme and
we prove its security in the random probing model. Section 4 then presents the refreshing procedure used
to get compositional security and provides a security proof for a full arithmetic program. In Section 5 we
give our generic reduction from the random-probing model over F to the noisy leakage model on logical
instructions and we apply this reduction to our scheme to get our final result. We finally discuss practical
aspects of our scheme and related open problems in Section 6.

2 Leakage and Adversary

In the rest of the paper, we shall denote by x < X the action of picking x uniformly at random over
some set X. Similarly, for a probabilistic algorithm A, we denote by y < A(x) the action of running .4
on input x with a fresh random tape and setting y to the obtained result.

2.1 Noisy Leakage Model

The noisy leakage model introduced by Prouff and Rivain in [PR13] follows the only computation leaks
paradigm [MRO4]. In this paradigm, the computation is divided into subcomputations; each works on
a subpart x of the current computation state and leaks some information f(z), where f is called the
leakage function. In practice, f is a so-called randomized function that takes two arguments, the input
variable z and a random tape p that is large enough to model the leakage noise. A subcomputation with
input variable x hence leaks f(z,p) for a fresh random tape p. For the sake of simplicity, in the sequel
we shall omit the parameter p and see f(z) as a random realization of f(x, p). Moreover, the definition
space of the input x shall be called the domain of f, and we shall write f : X — ) for a randomized
function with domain X and image space ).

In the noisy leakage model [PR13], a noisy leakage function f is defined as a leakage function such
that an observation f(z) only implies a bounded bias in the probability distribution of z. Namely, the
statistical distance between the distributions of x and (x | f(z)) is assumed to be bounded by some bias
e. Let X and X’ be two random variables defined over some set X'. We recall that the statistical distance



between X and X'’ is defined as:

AX; X' = % > Pr(X =x) - Pr(X' =a)| . (1)
reX

The notion of noisy leakage function is then formalized as follows:

Definition 1 ([PR13]). A e-noisy leakage function is a randomized function f: X — Y satisfying

D oPr(f(X) =y) - AXG(X | f(X)=y) <e, (2)

yey

where X is a uniform random variable over X.

In practice, the leaking input x might not be uniformly distributed but one must specify a distribution
to have a consistent definition, and as argued in [PR13], the uniform distribution is a natural choice.
Also note that in the original paper [PR13], the Ly norm was used for the definition of the statistical
distance while, as argued in [DDF14], the L; norm is a more standard choice (that we also adopt in this

paper).

A conceptually simpler model, known as the random probing model, was first used in [ISW03] and
formalized in the work of Duc, Dziembowski, and Faust [DDF14]. Informally speaking, this model restricts
the noisy leakage model to leakage functions that leak their entire input with a given probability. These
random-probing leakage functions are formalized in the following definition.?

Definition 2. A e-random-probing leakage function is a randomized function ¢ : X — XU{ L} satisfying
1 with probability 1 — ¢
p(z) = : . (3)

x  with probability €

It can be checked that such a function is a special case of e-noisy leakage function.’ Moreover, it has been
shown by Duc, Dziembowski, and Faust [DDF14] that every noisy leakage function f can be expressed
as a composition f = f’o¢ where ¢ is a random-probing leakage function. This important result enables
to reduce noisy-leakage security to random-probing security. It is recalled hereafter:

Lemma 1 ([DDF14]). Let f : X — Y be a e-noisy leakage function with ¢ < ﬁ There ezists a
d-random-probing leakage function ¢ : X — X U{L} and a randomized function f': X U{L} = Y such
that for every x € X we have

f@) = f'(¢(x)) and o<e-|X]. (4)

In the random-probing model, the total number of leaking operations can be statistically bounded
using the Chernoff bound as suggested in [ISW03,DDF14]. We shall follow this approach in the present
paper by using the following corollary.

Corollary 1 (Chernoff bound [Che52]). The d-random probing leakage of a computation composed
of N elementary operations reveals the input of £ > SN of these elementary operations with probability
lower than

L —G§N)?
o) = e (- Sy) ©)
If ¢ < an and N = fn, for some a, B and n with o/ > § , the above gives
—6B)2
vt o —exp - B9 .

5 Note that we use a different terminology from [DDF14] where these are called e-identity functions.
5 To be tighter: a e-random-probing leakage function is a € (1 — ﬁ)—noisy function. This can be simply checked
by evaluation (2).



2.2 Leakage Adversary

We consider secure computation schemes that encode the data of a program in order to make the leakage
on the encoded data useless. An encoding Enc is a randomized function that maps an element z € F
to a n-tuple Enc(z) € F™, where n is called the encoding length, and for which a deterministic function
Dec : F* — F exists that satisfies Pr(Dec(Enc(z)) = ) = 1 for every x € F (where the latter probability
is taken over the encoding randomness).

Consider an arithmetic program P taking a string € F° as input and executing a sequence of
instructions of the form m; < m; % my, where * denotes some operations over F (addition, subtraction, or
multiplication) and where [mg,my,...,mr| denotes the memory of the program which is initialized with
@ (and some constants). To achieve leakage security, the program P is transformed into a functionally
equivalent arithmetic program IT taking as input an encoded input Enc(x) (where the encoding simply
applies to each coordinate of ). According to the defined leakage model, each executed instruction of IT
is then assumed to leak some noisy function f(m;,my) of its pair of inputs. It is further assumed that II
includes random sampling instructions m; < F that each leaks a noisy function of its output f(m;). We
denote the overall leakage by L(II,x). The compiler is then said to be leakage secure if an observation
of L(II,x) does not reveal significant information about x. More specifically, the leakage L(II, ) must
be indistinguishable from the leakage L(II, ') for every @’ € F*. This security notion is formalized as
follows:

Definition 3 (Leakage Security). The program II is e-leakage secure if every adversary A has ad-
vantage at most € of distinguishing L(II, xg) from L(II,x1) for chosen xy and x1, i.e. we have:

Adv i = ‘Succj‘7 - %’ <e (7)
where
(w0,$1,ﬂ) — A(J—)
Succ} = Pr b+ {0,1} s Az, ®1,1,) =b | . (8)
£+ ﬁ(H, ocb)

In the above definition, u € {0,1}* denotes any auxiliary information computed by the adversary
during the first round when she chooses the inputs @y and «;. Note that for the definition to be sound,
we only consider adversaries A such that A(L) takes values over F* x F* x {0,1}* and A(xo, 1, 11, £)
takes values over {0,1} for every input (zg,x1, 1, £) € F* x F* x {0,1}* x Im(L).

Lemma 1 provides a security reduction from the noisy leakage model to the random probing model.
This is formalized in the following corollary:

Corollary 2. Let II be an arithmetic program that is e-leakage secure wrt d-random-probing leakage
functions. Then II is e-leakage secure wrt §'-noisy leakage functions, where §' = § - |F|?.

Note that in the original version of Lemma 1 (see [DDF14]), the authors need the additional require-
ment that [ is efficiently decidable so that f'(¢(x)) is computable in polynomial time in |X'|. We ignore
this property in the present paper since our security statements consider adversaries with unlimited
computational power.

3 Secure Multiplication in Quasilinear Complexity

In this section, we describe our encoding scheme and the associated secure multiplication. An important
requirement of our construction is that the size n of the underlying encoding must divide % where p
is the characteristic of F, that is F must contain the 2n-th roots of unity. This implies that the size of
the elements of F is in £2(logn). Without loss of generality, we further assume that n is a power of 2.

3.1 Owur Encoding

Let € denote a primitive 2nth root of unity in F. Our encoding is based on a random element w € F*
and is defined as follows:



Definition 4. Letw € F* and a € F. An w-encoding of a is a tuple (a;)}—, € F" satisfying Z?;Ol a;w’ =
a.

Our encoding function Enc maps an element a € F to a random element w € F* and a random uniform
w-encoding of a:

Enc(a) = (w, (ag,a1,...,an-1)) . (9)

The corresponding decoding function Dec is defined as:
Dec({w, (ag, a1, ...,an—1))) := Decy(ag,ar,...,an—1) Zalw (10)

It is easy to check that we have Pr(Dec(Enc(a)) = a) = 1 for every a € F. It is worth noting that the
security of our scheme does not rely on the secrecy of w but on its uniformity. Besides, we will consider
that w is systematically leaked to the adversary.

3.2 Multiplication of Encoded Variables

Let (a;)!— be an w-encoding of a and (b;)?=;" be an w-encoding of b. To compute an w-encoding (¢;)7=,

of ¢ = a-b we use the NTT-based polynomial multiplication.

Specifically, we first apply the NTT on (a;); and (b;); to obtain the polynomial evaluations u; =
S ai(€9) and v; = S bi(€7)F for j € [0,2n — 1]. These evaluations are then pairwisely multiplied
to get evaluations of the product s; = (2n)~tu;-v; for j € [0,2n—1] (with a multiplicative factor (2n)~1).
Afterwards, we apply the inverse NTT to get coefficients t; that satisfy Zfﬁ& Ywt = > 01 a;w?) -
(Z?;Ol (b;w')). Eventually, we apply a compression procedure to recover an n-size w-encoding from the
2n-size w-encoding (¢;);. Due to the particular form of roots of unity, an NTT can be evaluated with
a divide and conquer strategy in 3 nlogn arithmetic instructions (a detailed description is given in
Appendix A).

The overall process is summarized as follows:

(uo,ut,...,usm—1) < NTT¢(ag,a1,...,an-1,0,...,0)

(ro, 71,y T2n—1) = NTT¢(bo, b1,...,b,-1,0,...,0)
(80,81,.. s Som—1) — (2n) " Huo - o, Ut -1, ... U1 “Ton—1))
(tostis. - stan—1) < NTTe-1(50,51,.-,52n-1)
(coyc1y. ..y Cno1) < compress(to, t1,...,tan—1)

Compression procedure. After computing the inverse NTT, we get a double-size encoding (tl)fzg L satis-

fying Zf:al t; w' = a - b, for some w (randomly picked by the refresh call in Step 3). In order to obtain
a standard encoding with n shares, we simply set ¢; = ; + t,4,w™ for ¢ € [0,n — 1]. It is not hard to see
that the result is consistent.

3.3 Security in the Random Probing Model

We first focus on the NTT leakage security as it is the most complex part of our scheme, and then provide
a security proof for the whole multiplication.

Security of the NTT. We have the following result:

Theorem 1. Let w be a uniform random element of F*, let (ai)?gol be a uniform w-encoding of some
variable a and let 6 < 1/(6logn). The NTT¢ procedure on input (ai)zzol is e-leakage secure in the
d-random-probing leakage model, where

= e (- Mn)

\F\ (11)



The rest of the section gives a proof of Theorem 1. During the computation of the NTT on an w-
encoding (a;)"= of a, all the leaking intermediate variables (i.e. the inputs of arithmetic instructions)
are linear combinations of the a;’s. Specifically, every intermediate variable v occurring in the NTT
computation can be expressed as v = Z;:Ol «a;a; where the o;’s are constant coefficients over F. In the
following, we shall use the notation [v] = (ag, a1,...,a,—1) for the vector of coefficients of such an
intermediate variable. Similarly, we shall denote [a] = (1,w,w?,...,w™ ') since we have a = 31| wia;
by definition. Moreover, we will denote by [vg,v1, ..., ve] the matrix with row vectors [vg], [v1], ..., [ve].
In particular, we have [ag,a1,...,a,—1] = I, (where I, stands for the identity matrix of dimension n
over F) and for u; = Z;Z(} a;j(€%)7 (the output elements of the NTT), the matrix [ug, u1, ..., u,—1] is a
Vandermonde matrix.

First consider an adversary that recovers ¢ < n intermediate variables in the computation of the
NTT, denoted vy, va,...,v,. Without loss of generality, we assume that these intermediate variables are
linearly independent (otherwise the adversary equivalently gets less than ¢ intermediate variables), which
means that the matrix [vq, v, ..., ve] has full rank. The following lemma gives a necessary and sufficient
condition for such a leakage to be statistically independent of a.

Lemma 2. Let vy,vs,...,v; be a set of £ < n intermediate variables of the NTT on input a uniform
w-encoding of a variable a. The distribution of the tuple (vi,vs,...,vp) is statistically independent of a
if

[a] € Tm([vy,...,ve]) . (12)

Proof. If [a] € Im([v1, ..., v¢]) then there exists constants 1, ¥z, . .., 7¢ such that [a] = ", v;[v;] implying
a =Y, 7iVi, and the distribution (vq,ve, ..., ve) is hence statistically dependent on a. On the other hand,
if [a] ¢ Im([vy,...,ve]), then the system

n—1
a=3i" wag =
e
v = Z]‘:o a1j4; =M
n—1
vy =) 0o (2,05 =72
-1
ve =000, Quga; =
has |F|"~ (1 solutions (ag, a1,...,a,_1) for every (y9,71,...,7v¢) € F¢T1. This implies the statistical
independence between a and (v, ve, ..., vp). O

The following lemma gives an upper bound on the probability that the above condition is not fulfilled.

Lemma 3. Let w be a uniform random element in F* and let vi,ve,...,vp be a set of £ < n linearly
independent intermediate variables of the NTT on input an w-encoding of a variable a. We have:

l n
Pr [[a] € Im([v1,...,v¢])] < F—1 < T’ (13)

where the above probability is taken over a uniform random choice of w.

Proof. Let us denote A(z) = 31"} a;a’ so that [A(a)] = (1,a,a2,...,a" ") for every a € F, and in par-
ticular [a] = [A(w)]. For any distinct ¢+1 elements oy, ag, - - - cp1 € F*, the matrix [A(ay), A(ag), ..., A(apt1)]
has full rank since it is a Vandermonde matrix with distinct input entries. This directly implies:

Im([A(a1), Aea), ..., Alaer)]) € Im([vy, ..., v4]) (14)

dim ¢+1 dim ¢
hence the set 2 = {a | [A(a)] € Im([vo,v1,...,v¢])} contains at most ¢ elements. By the uniform
distribution of w, we then have a probability at most ¢/(|]F| — 1) < n/|F| to have w € 2 that is to have
[a] € Im([vy,...,v]). O

We now have all the ingredients to prove Theorem 1.



Proof. (Theorem 1) We will show that for any adversary .4, the advantage AdvﬁlTT in distinguish-
ing L(NTT,Enc(a(?)) from L£(NTT,Enc(a(!))) for any chosen elements a(?), a(!) € F is lower than e,
where L(NTT, Enc(a)) denotes the é-random-probing leakage of the procedure NTT¢ on input Enc(a) =
(w, (ai)?:_()l}. Note that this leakage is a tuple in which each coordinate corresponds to an arithmetic
instruction in the computation of NTT, that either equals L (with probability 1 —6) or the input of the

instruction. We recall that the advantage is defined as Advy' ' = ‘SuccﬁTT - %‘ where

(@,aM, 1) A(L)
Succh'T = Pr b+ {0,1} © A, aM ) =b (15)
£ L(NTT,a®)

Without loss of generality, we assume SuchNL‘TT > % Indeed, for any adversary with success probability %—
Adv"T, there exists an adversary A’ with success probability i+ AdvTT (defined as A'(a(®, oM £) =
1—A@a®,a™ pu,L)).

The procedure NT T is composed of N = 3nlogn arithmetic instructions. In the é-random-probing
model, each of these instructions leaks its input(s) with probability §. The number of instructions that
leak hence follows a binomial distribution with parameters N and §. Let us denote by max, the event that
£ or less instructions leak in the random-probing leakage L(NTT, Enc(a)). Since each instruction takes
at most two inputs over F, the adversary gets the values of at most 2¢ intermediate variables whenever
max; occurs. By the Chernoff bound (see Corollary 1), the probability that more than ¢ > N§ arithmetic
instructions leak, namely the probability that —max, occurs, satisfies:

Pr(—-max;) < (¢, N) . (16)
From N = 3nlogn and £ < 7, we get that:

(1 —651logn)?

(1 —65logn)? n)
2+ 125logn '

- (17)

Pr(—-max,) < exp ( — n) < exp ( —
Now let assume that max, occurs for some £ < % and let denote vy, vg, ..., v9y the recovered intermediate
variables. Without loss of generality, we assume that the recovered intermediate variables are linearly

independent. Let us then denote by free the event that [a] ¢ Im([vy,...,vs]). By Lemma 3, we have

Pr(—free) < S

R (18)

And let finally denote by succ the event that A outputs the right bit b on input (a(?, ™), u, £) so that

Succy' T = Pr(succ). We can then write:

Succ"T = Pr(max) Pr(succ | max,) + Pr(=max;) Pr(succ | =max;)
< Pr(succ | maxg) + Pr(—-max,) . (19)
In the same way, we have

Pr(succ | maxg) < Pr(succ | max, N free) 4+ Pr(—free) . (20)

By Lemma 2, we have that the leakage £ is statistically independent of a(®) in (15) whenever max, N free
occurs. This directly implies Pr(succ | max; N free) = 1, which gives

NTT

1
Succy = < 3 + Pr(—max;) + Pr(—free) . (21)

Hence, we finally get

1—-6601 2
Adv'\'T < Pr(-maxg) + Pr(—free) = Wn‘ + exp ( - % n) , (22)
which concludes the proof. U



Security of the Full Multiplication. We now prove the security of the full multiplication. We have
the following result:

Theorem 2. Let w be a uniform random element of F*, let (a;)7=; and (b;)?=, be uniform w-encodings

of some variables a and b, and let § < 1/(21logn). The above NTT-based multiplication procedure on
input (ai)?z_ol and (bi)?z_ol is e-leakage secure in the §-random-probing leakage model, where

2n (1 —216logn)?
22N (- (L2 20bmn? 2
€ ] + 5exp " n (23)
Proof. The full multiplication is composed of five successive steps:
1. the NTT on input (a;);,
2. the NTT on input (b;);,
3. the pairwise multiplications (2n)~! - wu; - r;,
4. the NTT on input (s;);,
5. the final compression on input (¢;);.
Let us denote by ¢4, s, ..., ¢5 the number of operations that leak at each of these steps. Since each

operation takes up to 2 input variables, the adversary then gets:

— up to 2¢; variables from the first NTT, each variable providing a linear equation in the a;’s;

— up to 2¢y variables from the first NTT, each variable providing a linear equation in the b;’s;

— up to /3 pairs (u;,7;),” each pair providing a linear equation in the a;’s and a linear equation in the
bﬁS;

— up to 24, variables in the third NTT (the inverse NTT), each variable providing a linear equation in
the s;’s;

— up to 5 pairs (t;,ti1n)," each pair providing two linear equations in the 55’s.

To sum up, the adversary gets a system composed of

— up to ¢} = 2¢; + {3 linear equations of the form
Za;@rai:nk fork=1,...,0 (24)
i=1

— up to €5 = 205 + (3 linear equations of the form
> Bri-bi=w fork=1,...0 (25)
i=1

— up to ¢35 = 204 + 2¢5 linear equations of the form
2n
Z’yk,]wsj:)(k fork=1,...,0; (26)
j=1

we have s; = (2n)_1ujrj for every j, and since u; and r; can be expressed as linear combinations of
(a;); and of (b;); respectively, for every j, the last £5 equations can be rewritten as:

n

Z’Y;C,i'bi:Xk for k=1,...,0; (27)
i=1

where the 'y,’cji’s are coefficients that depend on the a;’s.
From these equations, the attacker gains the knowledge that:

7 Either a multiplication of the form (Qn)*l -u,; or a multiplication of the form (2n)71ui -r; leaks. In both cases
we consider that the pair (u;,r;) is revealed to the adversary.

8 Either a multiplication w™ - t;4+, or an addition ¢; + w™t;4+, leaks. In both cases we consider that the pair
(i, titn) is revealed to the adversary.
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1. the encoding (ai)?gol belongs to some vectorial space
S1={z€F"; My -z =n} (28)

of dimension n—¢7 where M; is the matrix with coefficients oy, ;’s, and 7 is the vector with coordinates
Nk,

2. the encoding (b;)?; then belongs to some vectorial space
Sy={z eF"; My = (v, %)} (29)

of dimension n — £5 — ¢35 where M is the matrix with coefficients . ;’s and ;, ;’s and (v, x) is the
vector with coordinates v, and yg.

Following the demonstration of Lemma 2, it can be checked that if
(Lw,...,w" ) ¢ Im(M;) and (1,w,...,w?" 1) ¢ Im(M,) ,

then the full leakage of the multiplication is statistically independent of a and b, namely the leakage
security holds. These two events are denoted free; and frees hereafter.

Then, following the demonstration of Lemma 3, free; occurs with probability at least 1 — ﬁ‘ over
a random choice of w, provided that we have rank(M;) < n. Then, since the vectorial space S is
independent of w, any possible choice of (ai)?;ol € & gives rise to some coefficients 71/9,1‘75 independent of
w and we have that frees occurs with probability at least 1 — I%\ over a random choice of w as long as we

have rank(M3) < n. The two conditions on the ranks of M; and M are then fulfilled whenever we have
£T=2€1 +l3<n, (30)

and
O+ 05 =20+ 0ls3+204+ 205 <n . (31)

Let us denote max; the event that the number of leaking operations ¢; at step i is lower than n/7, for
every i. If max; occurs for every i € {1,2,3,4,5}, then two above inequalities are well satisfied.
By applying the Chernoff bound, we hence get:

Pr(—max;) < ¢(%7Ni) , (32)

where N; is the number of operations at step 4, which satisfies N; < 3nlogn, which gives

1 - 215logn)?
( ogn) n)

Pr(—max;) < z/)(%,iin logn) < exp ( — 7

(33)
We finally get that the multiplication is e-leakage secure with

e < Pr(—-max;) + Pr(—-maxz) + - - - + Pr(—maxs)
+ Pr(—free; | maxy A ... Amaxs)+ Pr(—freex | max; A... Amaxs) . (34)

<n/|F| <n/|F|

O

4 Compositional Security for Arithmetic Programs

In this section we show how to obtain leakage security for a full arithmetic program, composed of
several multiplications, additions and subtractions. Since computing addition and subtraction on encoded
variables is quite simple, our main contribution is to describe a refreshing procedure which allows us to
achieve compositional security.

We first describe our refreshing procedure before explaining how to transform an arithmetic program
into a leakage-secure equivalent arithmetic program. Then we provide our compositional security proof.

11



4.1 Refreshing Procedure

Our refreshing procedure is based on the common approach of adding an encoding of 0. Let (ai)?z_ol be
n—1

an w-encoding of a variable a. We refresh it into an w-encoding ()"~ of a as follows:
1. sample a random w-encoding (g, r1,...,7,—1) < Enc,(0)
2. seta,=a;+r; fori=0ton—1

The main issue with such an approach is the design of a scheme to sample an encoding of 0 which
has the right features for the compositional security. As detailed later, we can prove the compositional
security as long as our construction satisfies the two following properties:

— Uniformity: it outputs a uniform w-encoding of 0;
— Output linearity: its intermediate variables (i.e. the input of elementary operations in the sampler)
can each be expressed as a linear combination of the output shares (r;);.

We now describe an Enc,,(0) sampler which satisfies these two properties.

Sampling Encodings of 0. At the beginning of the computation of I7, a random w-encoding of 0 is
generated. This is simply done by randomly picking n — 1 of the n shares and computing the last one
accordingly. We will denote by (ei)zzol this encoding. Note that just as for w, this encoding can be fully
leaked to the adversary. Our sampler then works as follows:

1. pick n — 1 random values ug, u1, ..., Up_o over I,
2. output (ri)?gol = NTTMult((uo, 1, .., uUn—2,0), (€0, €1, -, €n—1))

where NTTMult is the NTT-based multiplication described in Section 3.

It is not hard to see that the result is indeed an encoding of 0: since the (e;); encode a 0, then
the encoded product is also a 0. The uniformity is slightly more tricky to see. We claim that with
overwhelming probability (over the random choice of (e;);), the function:

(uo,ul, ey un_g) — NTTMU|t((UQ,U1, ey un_g,O), (60, €1,... ,€n_1)) s (35)

is invertible. This function is indeed linear and it can be seen as a multiplication by an (n — 1) x n
matrix. We empirically validated that this matrix is of rank n — 1 with overwhelming probability.” By
discarding one column we can get a full-rank square matrix of dimension n — 1, allowing the recovery
of the (ug,u1,...,un—2) from output encoding. Therefore, we have a one-to-one mapping between the
vectors (ug, ut, ..., Un_2) € F*~! and the w-encodings of 0, (Ti)?;ol € F" with Decw((ri)?gol) =0.

The output linearity is a direct consequence of the above. Since the u;’s can be expressed as linear
combinations of the r;’s, then all the intermediate variables of the sampling procedure can be expressed
as such linear combinations as well.

4.2 Arithmetic Program Compiler

We consider an arithmetic program P processing variables defined over a prime field F. We show how to
transform such a program into a leakage-secure arithmetic program I7. Each arithmetic instruction of P
gives rise to a corresponding gadget in I that works on encodings. We describe these different gadgets
hereafter.

Copy gadget. The copy gadget simply consists in applying a refreshing procedure to copy an encoded
variable into the same freshly encoded variable. Let (ai)?z_ol be an w-encoding of a. The copy gadget
compute an w-encoding (aé)?;ol of a as:

(ag,ay,...,a,_y) « refresh(ag,as,...,an_1)

9 To avoid to rely on an empirical assumption, one could easily check whether the generated encoding (ei): gives
rise to a full-rank linear transformation.
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The copy gadget is used whenever an output w-encoding (ai)?gol from some previous gadget is used
as an input of several following gadgets. If (ai)?z_ol is to be used in input of N following gadgets, one
makes N — 1 extra copies (in such a way that each new copy enters the next copy gadget):

(@) = (@) = - = (al™M)py
(4)

This way, each fresh encoding (a; )?;01 enters at most two different gadgets: the copy gadget and one

of the IV computation gadgets.

Addition gadget. Let (ai);;_ol be an w-encoding of a and (bi)?z_ol be an w-encoding of b. To compute
an w-encoding (ci)?;ol of ¢ = a + b, we simply compute:

(coyC1y. .y Cn1) < refresh(ag + bo, a1 + b1,...,an-1 + bn_1)

Subtraction gadget. Let (ai)?gol be an w-encoding of a and (bi);’;()l be an w-encoding of b. To compute
an w-encoding (ci)?z_ol of ¢ = a + b, we simply compute:

(Co,cl, .. .,Cn_l) — refresh(ao — bo,al — bl,. ey Ap—1 — bn—l)

Multiplication gadget. Let (ai)?z_ol be an w-encoding of a and (b,;);:ol be an w-encoding of b. To
compute an w-encoding (ci)?gol of ¢ = a- b, we simply compute:

(CoyClyenvyCrot) refresh(NTTMuIt((ao, ai,...,an-1),(bo,b1,..., bn,l)))
where NTTMult denotes the NTT-based multiplication described in Section 3.

4.3 Compositional Security

The compositional security of our construction is based on the two following properties of the refreshing
procedure:
— Uniformity: for a given w € F* and a given value a € FF, the w-encoding (a;);’;ol in output of the
refreshing procedure is uniformly distributed and independent of the input w-encoding (a,;)?z_ol;
— I/O linear separability: the intermediate variables of the refreshing procedure can each be ex-
pressed as a deterministic function of a linear combination of the (a;); and a linear combination of

the (a));.

The uniformity property is a direct consequence of the uniformity of the Enc,(0) sampler. The 1/0O
linear separability holds from the output linearity of the Enc, (0) sampler since the shares (r;); output
by the sampler satisfy r; = a} — a; for every 4, implying that any linear combination »_,v;r; equals
>y — > viaq and is hence a deterministic function of a linear combination ) ,v;a; and a linear
combination ) v;a;.

The I/O linear separability of the refreshing procedure implies that its leakage can be split into some
leakage depending only on its input encoding, which is the output (before refreshing) from a previous
gadget, and some leakage depending only on its output encoding, which is the input of a next gadget.
This way, the full leakage can be split into subleakages each depending on the input/output of one
gadget. Moreover, the uniformity property implies that all these subleakages are mutually independent.
They can hence be analyzed separately: if none of them reveal information, then the full leakage does
not reveal information either. This is illustrated on Figure 1, where the input/output encodings of each
gadget (and the corresponding separated leakage) is represented by a different color.

The compositional security of our construction is formalized in the following theorem.

Theorem 3. Let P be an arithmetic program taking some input * € F° and let II denotes the corre-
sponding program protected with n-size encodings as described above. For every 6 < 1/(33logn), II is
e-leakage secure in the 6-random-probing model where

1 —335logn)? 2
(1 —33dlogn) n) n)7

5 T (36)

e =3|P|- (2exp(—

where |P| denotes the size of P i.e. its number of arithmetic instructions.
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Proof. Let |II| denotes the number of gadgets in I1. Since the output of each gadget is refreshed (and
nothing more), the number of call to the refreshing procedure is also |II|. Each arithmetic instruction in
P gives rise to one associated gadget, plus up to 2 copy gadgets if necessary. We hence deduce |IT| < 3|P].

Let us denote by rmax the event that at most {5 operations leak in each refreshing. By applying the
Chernoff bound (see Corollary 1), we have

Pr(-rmax) < [IT| - ) (—=, Nyos) , (37)

(11’
where N,o denotes the number of elementary operations in the refreshing procedure. Let us further
denote by gmax the event that at most {7 operations leak in each gadget (without refreshing). In the
same way as above, we have

| 11|

Pr(—gmax) < Z@ZJ(%J\[(%‘)) < || - n
i=1

(ﬁaNgad) ’ (38)
where N denotes the number of elementary operations in the ith gadget and where Ngaq denotes the
max (which is reached by the multiplication gadget).

In the following, we shall denote by ( ) and (b( ); the input encodings of the ith gadget of IT and

by ( c; )J the output encoding (before refreshmg) of the ith gadget of I1. Let us further denote by £ the
full é-random-probing leakage of I, so that we have:

|1 |11]

c=Jg" u |Jr® (39)
=1 =1

where G denotes the leakage from the ith gadget (without refreshing) and where R® denotes the
leakage of the ith refresh. Specifically, G) and R() are families of intermediate variables (inputs of
elementary operations) that are revealed by the d-random-probing leakage. If rmax and gmax occurs, we
have |G| < 22 and |[R()| < 22,

According the the I/O linear separability property of the refreshing procedure, we can define a

separated leakage L' as
|11

L= U (GO UADUBD uC) (40)
i=1
where A() is a set of linear combinations of (a;i)) ;, B® is a set of linear combinations of (bg»i)) 5, CW s a

set of linear combinations of (cgl)) ;» such that £ is a deterministic function of £’. This implies that if £’
is statistically independent of the program input «, then so is £. The remaining of the proof consists in
showing that the former occurs with overwhelming probability (for a sound choice of the parameters).

We shall bound the probability (over the distribution of w) that the family £’ is statistically dependent
on x, hereafter denoted x v £’. We have

|17
ev L =\ (zvg"uADuBDuUCY) . (41)

i=1

By the uniformity property of the refreshing, we have that, given the program input @, the different

families of input/output shares { (@ ) )i 01, (b(z));l 01, (c(- Dyn— 1} are mutually independent. We hence get
|11 _ _ _ _
Pr(xv L) <) Pr(zvg?ud®uBDuct). (42)
i=1

We can then upper bound the probability Pr (a: v G®» U A®D uBH Y C(i)) when the ith gadget is a
secure multiplication by following the proof of Theorem 2. The only difference is that the attacker gets
additional linear combinations of the input/output shares from the refreshing procedures. Specifically,
we would have
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— up to £] = 2¢; + {3+ 20} linear combinations of the form ). ay ;a,, for 1 < k < £f;
— up to 05 = 205 + {3 + 2{4 linear combinations of the form ), By ;b;, for 1 < k < 43;
— up to {5 = 204 + 205 + 2¢4 linear combinations of the form >, ; vk js;, for 1 <k < £3;

where 7, ¢4 and ¢4, are the number of leaking operations in the input/output refreshing procedures.
Taking the constraint /; < {7 and £ < {7 for every i, we still get 7 + 3 < n and £5 + 3 < n. That is,
if rmax and gmax occurs, we get

Pr(zv GO UAD UBDUCH | rmax A gmax) < iﬁ . (43)
For copy, addition and subtraction gadgets, the proof is quite simple. When an operation leaks in such
a gadget, it reveals one shares from each input encoding. We hence get less that {7 linear combinations
on each input encoding (from the gadget leakage), plus 21—7{ linear combinations on each input encoding
(from their respective refreshing), plus 21—71‘ linear combinations on the output encoding, which can be
split into independent linear combinations on the two input encodings. We clearly get less than n linear
combinations on each encoding, which allows us to apply Lemma 3 and to obtain (43) for every kind of

gadget.
We finally get

| 1]
Pr(x v L") < Pr(-rmax) + Pr(—-gmax) + Z Pr(zv GO UAD UBDUCH | rmax A gmax)
i=1

n 2n
Nrcf) +w(ﬁ7Ngad) ) )

n
§|H"('¢)( er

ﬁ7

which together with Nief, Ngaa < 3nlogn concludes the proof. O

5 From Arithmetic Random Probing to Noisy Leakage

5.1 Logical Programs

The definition of a logical program is analogous to the definition of an arithmetic program but it is
composed of logical instructions over {0,1}* such as the bitwise AND, OR, XOR, logical shifts and
rotations, as well as the addition, subtraction, and multiplication modulo 2% (namely typical instructions
of a w-bit processor). In the e-noisy leakage model, a logical program leaks an e-noisy leakage function
f(mj,mg) of the pair of inputs of each logical instruction m; < m; * my.

The security reduction of Duc et al. (Lemma 1) then implies that a logical program IT that is secure
against J-random-probing leakage is also secure against ¢’-noisy leakage with ¢’ = §/22%.

5.2 A Generic Reduction

We then have the following reduction of random-probing model for a logical programs, to the random-
probing model for an arithmetic programs:

Lemma 4. Let IT be a e-leakage secure arithmetic program in the §-random-probing model, then there
exists a functionally equivalent logical program II' that is e-leakage secure in the §'-random-probing model
for some &' satisfying

1) 1 1
¥ =1-(1-9)"N > < with N= O(Elogﬂﬂlog (Elog|]F|)) . (44)
Proof. The logical program II’ is simply the program II where arithmetic instructions are built from
several w-bit logical instructions. It is well known that the addition and subtraction on IF can be computed

in N = O(Zlog|F|) elementary (w-bit) operations, and that the multiplication on F can be computed
from N = O(2 log |F|log (+ log [F|)) elementary (w-bit) operations.
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Assume that there exists an adversary A’ with advantage € that makes use of a §’-random-probing
leakage on II’, then we show that there exists an adversary A with advantage ¢ that makes use of a
d-random-probing leakage on I1. Since by assumption no such adversary A exists, then by contraposition
neither does such adversary A’, meaning that I’ is indeed e-leakage secure in the ¢’-random-probing
model.

We construct an adversary A that is given the full input to an arithmetic instruction of I whenever
at least one of the corresponding logical instruction leaks in IT’. Informally, it is clear that this can
only increase the success probability. To make this reasoning formal, we need to construct an adversary
A that receives the strengthened leakage, resamples it to make its distribution identical to that of the
d’-random-probing leakage on II’ and then call A’. When A receives L as leakage for an arithmetic
instruction, it simply sends | to A’ for all the corresponding logical instructions. When it receives the
full input of the arithmetic instruction (meaning that at least one corresponding logical instruction of
IT" must leak), it can compute all the inputs of the corresponding logical instructions in I7’, and reveal
each of them to A’ with some (biased) given probability. Since we do not consider the computational
complexity of the adversaries, the easiest way to achieve a perfect simulation is to use rejection sampling.
Namely, for every logical instruction in the group, the input is revealed with probability ¢’. If at the end
of the group, no input was revealed, simply restart the revealing process for the same group. This way,
we have constructed an adversary A using a d-random-probing leakage on IT where

§=1-(1-8N,

for N = O( log |F| log log |IF\) Since by assumption no such adversary exists, this means that no adversary
A’ exists with advantage € that makes use of a ¢’-random-probing leakage on II’. O

Combining the above lemma with Lemma 1, and considering a constant word-size w, we get a tight
reduction of the security in the noisy leakage model for logical program to the security in the random-
probing model for arithmetic program:

Lemma 5. Let IT be a e-leakage secure arithmetic program in the §-random-probing model, then there
exists a functionally equivalent logical program II' that is e-leakage secure in the §'-noisy leakage model
for some &' satisfying
)
!/

= . 45
Ollog [Fllog log [F]) (45)

5.3 Application to Our Scheme

In the previous section we have shown that for § = O(1/logn) our construction is e-leakage secure in
the d-random-probing model with
e = negl(\) + negl’(n) (46)

where negl and negl’ are some negligible functions and where ) is some security parameter such that
log |[F| = X + logn.

By applying the above reduction to our construction (and recalling that we have |F| = O(n)), we
obtain the following corollary of Theorem 3:

Corollary 3. Let II' denotes the secure logical program corresponding to our construction (see Sec-
tion 4). II' is e-leakage secure in the &-noisy leakage model where ¢ = negl(\) + negl'(n) and &' =

O(1/((logn)?loglogn)).

6 Practical Aspects and Open Problems

Securing arbitrary computation. Although our scheme is described to work on a finite field F
with specific structure, it can be used to secure any arbitrary computation represented as a Boolean
circuit. Indeed, it is possible to embed a Boolean circuit into an arithmetic program over F. Each bit is
simply represented by an element a € {0,1} C F. The binary multiplication then matches with the F-
multiplication over this subset. Regarding the binary addition €, it can be implemented with operations

over [ as:
a®db=a+b—2ab, (47)
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for every a,b € {0,1} C F. Of course such an embedding comes at a high cost in practice and our scheme
would not be efficient to protect e.g. an AES computation. However, our scheme is asymptotically more
efficient than previous ISW-based schemes meaning that there exists some masking order n for which
an implementation of our scheme would be more efficient than an implementation of a previous scheme.
Moreover and as discussed hereafter, we think that our scheme could be practically improved in many
ways.

Practical efficiency. For any cryptographic computation on a base field F with appropriate structure,
our scheme should be very efficient in practice. We recall that the field should be such that |F| = a-n+1,
for n being a power of 2 and « being large enough so that n/« is negligible. A 256-bit prime field such as
those used in Elliptic Curve Cryptography could for instance satisfy these criteria. An interesting open
issue would be to extend our scheme to work on other algebraic structures and in particular on binary
fields (e.g. to efficiently secure the AES) or on rings used in lattice-based cryptography.

On the size of the field. We note that we need a ‘big’ field (typically of size 128 + 2logn) in order to
have enough randomness when picking w. However this might be a proof artefact and the scheme could
be secure for some constant w and/or using smaller fields. Another direction of improvement would be
to mitigate or remove this constraint with an improved construction and/or proof technique.

Packing encodings. Finally our scheme could also probably be improved by using the principle of
packed secret sharing as suggested in [ADF16,ADD™15] since our encoding is a kind of randomized
Shamir’s secret sharing.
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A  Number Theoretic Transform

The Number Theoretic Transform (NTT) is essentially a (Fast) Fourier Transform defined in a finite
field (or ring) where inaccurate floating point or complex arithmetic can be avoided. The NTT can be
used to multiply two polynomials over a finite field in quasilinear complexity. Let [, be a prime finite
field such that d | p— 1 for some integer d (F, contains d-th roots of unity) and let A be a (d — 1)-degree
polynomial over Fp[z] such that A(z) = ag + a1z + azz® + - + ag—12%~1. For a given primitive d-th
root of unity &, the NTT maps the coefficients of A to the evaluations A(£%) with 1 <i < d:

NTTe : (ag, a1, ..,a4-1) — (AEY), A(E?),..., A(gY)) . (48)
For d being a power of two, the NTT can be computed in time complexity O(dlogd). To show this, let
us define Ay and Aq, the two (g — 1)-degree polynomials

Ao(x) = ag + agx + agx® + - + ad_zx%71

Ay(x) = a1 + azz + asz + - + ad,lmg_l
which satisfy
A(x) = Ag(2?) + zA1(2?).
The problem of evaluating A(x) at each d-th root of unity &, for 1 < i < d, is reduced to the problem

of evaluating Ag(x) and A;(z) at the points &2, for 1 < i < %, and we can combine the results with

A(€) = Ag(€%) + A1 (€2). The polynomials Ag(x) and A;(z) can also be evaluated at the points £2 with
the same divide and conquer strategy, using the polynomials Agg, Ag1, A10, A11 satisfying
A()(l') = A(]()(!E2) + £L'A01(£E2) and Al({E) = AOl(.’Ez) + $A11($2) .

This divide and conquer strategy can be iterated log,(d) times. At the ¢-th step we have 2¢ polynomials

A, of degree £ for u € {0, 1} that must be evaluated in &’ for j = 2¢,2-2¢, ..., £ . 2! which makes a
total of 2 - % = d evaluations. Moreover, from £j+% = —¢7 we have
Au(€) = Ayo(§7) + & Ayn(€7) and Ay (§772) = Ayo(€¥) — & Ayn (€%) (49)

implying that the number of evaluations can be merely divided by two.

In practice, we start with ¢ = logy(d), where we have 2* = d constant polynomials A, = a,(y,) with
¢(u) denoting the integer corresponding to the binary expansion w € {0, 1}°82(), Then we iterate (49)
for ¢ from log,(d) down to 1 where we have our d evaluations of A. The overall process is summarized
hereafter:
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1. (007017...,Cd,1) e(ao,al,...,ad,1)

2. for t = logy(d) — 1 down to 1:

3. j=2t k=20t

4 for i € U];;Ol Uje

5 (¢i; Cigj) = (i + & cigjr ci — & ciyj)

where U; , = {(2¢4,...,(20+1)j — 1)} and where the index shiftings of ¢ are done modulo d, i.e. ¢;4; =
Ci+j mod d- It can be checked that the above evaluation of NTT, takes a total of % multiplications,
% additions and % subtractions.

Using the NTT with a dth root of unity, we can efficiently compute the product C(z) = A(x) - B(z)

for any two polynomials A, B € F,,[z] of degree up to n — 1 with d = 2n. We first apply the NTT to get
d evaluations of both polynomials:

(A(EY), A(€?), ..., A€Y) =NTT¢(ao, a1, .., an-1,0,...,0)
(B(£Y),B(£?),...,B(£%) = NTTe(bo, b1, ..., bp-1,0,...,0)
from which we get d evaluations of C' by C(¢%) = A(£) - B(¢Y) for 1 < i < d. Finally, we can recover

the coefficients of the output polynomial C' by computing the inverse NTT on (C(£),C(£1),...,C (&%),
which satisfies

(corcrre-rca) = NTTZH(C(EY), C(€), ..., C(ED) = NTTes (20(51), 20(52), L %cgd)) .
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Abstract. The probing security model is widely used to formally prove the security
of masking schemes. Whenever a masked implementation can be proven secure in
this model with a reasonable leakage rate, it is also provably secure in a realistic
leakage model known as the noisy leakage model. This paper introduces a new
framework for the composition of probing-secure circuits. We introduce the security
notion of input-output separation (I0S) for a refresh gadget. From this notion, one
can easily compose gadgets satisfying the classical probing security notion —which
does not ensure composability on its own— to obtain a region probing secure circuit.
Such a circuit is secure against an adversary placing up to ¢ probes in each gadget
composing the circuit, which ensures a tight reduction to the more realistic noisy
leakage model. After introducing the notion and proving our composition theorem,
we compare our approach to the composition approaches obtained with the (Strong)
Non-Interference (S/NI) notions as well as the Probe-Isolating Non-Interference (PINI)
notion. We further show that any uniform SNI gadget achieves the IOS security
notion, while the converse is not true. We further describe a refresh gadget achieving
the IOS property for any linear sharing with a quasilinear complexity ©(nlogn) and
a O(1/logn) leakage rate (for an n-size sharing). This refresh gadget is a simplified
version of the quasilinear SNI refresh gadget proposed by Battistello, Coron, Prouff,
and Zeitoun (ePrint 2016). As an application of our composition framework, we
revisit the quasilinear-complexity masking scheme of Goudarzi, Joux and Rivain
(Asiacrypt 2018). We improve this scheme by generalizing it to any base field (whereas
the original proposal only applies to field with nth powers of unity) and by taking
advantage of our composition approach. We further patch a flaw in the original
security proof and extend it from the random probing model to the stronger region
probing model. Finally, we present some application of this extended quasilinear
masking scheme to AES and MiMC and compare the obtained performances.
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*Revised version of a paper published in IACR Transactions on Cryptographic Hardware and Embedded
Systems, 2021(3). The current version is dated from June 2022.



1 Introduction

In cryptography, side-channel attacks are all attacks based on extracting information from
a physical implementation of a cryptosystem. Rather than exploiting some weakness in
the underlying cryptographic algorithm, the leakage information is exploited by attackers
to extract the secret key from a specific implementation.

Probing security is a notion put forward by Ishai, Sahai and Wagner in [31] to evaluate
the security of a circuit against a class of physical attacks. Specifically, they consider
t-probing attacks in which the adversary has the ability to place some probes on ¢ wires of a
circuit processing some secrets. The circuit is said to be t-probing secure if no information
leaks from the values of the ¢ probed wires. More formally, one should be able to perfectly
simulate the distribution of the probed wires without any knowledge on the secrets. In
their paper, Ishai et al. propose a scheme, the so-called ISW scheme, to compile a circuit
into a new randomized circuit (i.e. a circuit featuring random generation gates) which
is resistant to t-probing attacks. Their scheme used some additive secret sharing (a.k.a.
Boolean masking) of the processed variables. Specifically, each variable x is split into
n > 2 variables x1, x2, ..., x,, called the shares, which are uniformly distributed among
n-tuples satisfying ¢ = 21 + 2 + - - - + x,, (where + is the addition on Fy in the original
scheme).

Using such an additive sharing to protect a cryptographic computation was already
proposed in 1999 as a protection against side-channel attacks [20, 28]. Many masking
schemes describing efficient implementations of ciphers protected at some given (low)
orders were published in the early 2000’s, see e.g. [35, 3, 36]. In this context, the
probing security notion is analogous to the security against so-called higher-order side-
channel attacks. In such an attack, an adversary uses ¢ leakage points from a power
consumption trace (or electromagnetic trace) to extract information on the secret. If
properly implemented, a t-probing secure scheme achieves provable security against this
kind of attacks. The ISW scheme had hence a strong impact on the side-channel research
community and it was used as a building block in many popular masking schemes, see e.g.
[41, 33, 18, 24, 22, 40, 44, 30, 11, 12, 32].

Although an ISW-based masking scheme can achieve some level of resistance against
side-channel attacks, the probing security notion is not fully satisfactory in this context.
In practice a side-channel adversary gets some leakage on the full computation and has no
reason to limit herself to t leakage points. Nevertheless, the side-channel leakage is often
(or can be made) noisy and the noise is known to be amplified by the masking order [20].
This was the motivation behind the formal noisy leakage model introduced by Prouff and
Rivain in [39]. In this model, every variable (or wire) = in the computation leaks a noisy
function f(x). The noisy property is captured by assuming that the bias introduced in the
distribution of x by an observation of f(x) is smaller than some bound .

Subsequently, Duc, Dziembowski and Faust showed that the security in the noisy leakage
model could be obtained for a probing-secure scheme through a security reduction [25]. In
a nutshell, the so-called DDF reduction considers an intermediate leakage model called the
random-probing model, which was already considered by Ishai et al. in [31] and formalized
by Ajtai in [2], in which each variable (or wire) is leaked to the adversary with a given
probability p. By applying the Chernoff bound, one gets that a ¢-probing secure circuit C
is also p-random probing secure with p = O(t/|C/|) (where |C| denotes the number of wires
of 6) Duc et al. could then show a transition from the p-random probing security to the
d-noisy leakage security with § = O(p/|K|) where |K| is the base field of the computation.
It was recently shown that the impact of the field size can be relaxed by refining the
granularity of the computation [29] or considering alternative definitions of the noisy
leakage model [38].

The DFF reduction and the obtained security in the noisy leakage model is thus mainly



impacted by the leakage rate (or probing rate) which is the ratio between the number of
tolerated probes and the size of the circuit [6]. In order to tolerate a significant leakage
parameter § = O(t/|C|), the leakage rate should be as close as possible to 1. In particular,
one should be able to tolerate a number of probes that grows linearly with the circuit.
To this aim, the circuit should achieve the stronger notion of region probing security
formalized by Andrychowicz, Dziembowski, and Faust in [6], namely it should be separable
into regions that each tolerate some amount of probes independently of the total size
of the circuit. This notion was already considered in the work of Ishai et al. and their
scheme was shown to be region probing secure. Specifically, it can tolerate up to t < n/2
probes per protected gate, or gadget, for a masking order n. Since the ISW gadgets require
O(n?) operations, the obtained leakage rate is of O(1/n). Such a leakage rate is not fully
satisfactory since it implies that the leakage noise should decrease linearly with the number
of shares. In particular, no security can be obtained for the ISW gadgets in the context of
a constant leakage rate (i.e. on a given target device) and some practical attacks were
exhibited to underline this issue [9].

Fortunately, some schemes are known that achieve constant (or quasi-constant) leakage
rates. Such a scheme was first proposed by Ajtai in [2] which achieves random probing
security with leakage rate O(1). Another scheme, partly based on Ajtai’s work, was
proposed by Andrychowicz, Dziembowski, and Faust in [6] which achieves probing security
with leakage rate O(1/logn), and random-probing security with leakage rate O(1). More
recently, Ananth, Ishai and Sahai [5] have proposed a