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State of the art

® State-of-the-art noisy-leakage-secure schemes
® most schemes with at least O(n°) complexity

® a few schemes with O(1) leakage rate, but constant not explicit
® |n what follows
® region probing security in quasilinear complexity

® random probing security with explicit constant leakage rate
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Wrapping up:
® Gadget complexity: O(nlog n)
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|[dea: bootstrap constant-size (small) gadgets
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Concrete instantiations

3-share gadgets
Gr:zp < 1 tx : @(|C|K39)

lp < Iy T Xy

5-share gadgets

Gg:z1 < (rj+ 1)+ X
G = ()41 = O(|C|k>?%), p,,.=2"1
3 < (41 + x4
g — (ry+715) + x4
Zs < (rs+ 1)) + X5
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Provable security against side-channel attacks
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Performances

Gr:zp <1 +x : "- ( | C ‘ K 3°9) -

_ 2—7.5

Zz <« rz T x2 ..‘. pmax

<

o B
p ..
\‘ 8
‘o
\.

— Improved
complexity

5 3
5-share gadagets i o
§ — optimised

Implementations

Z3 <« (7'1 + 7‘2) + X3

Gr:zp < (n+n)+x
5 < (np+13)+x # @ ( ‘ C ‘ K 3'2) ‘ Pax = 2_12
25 = (ry+ 1)+

g < (r T T 5) + Xy v 4




VeriSiCC Seminar 2022

Verification and Generation of Side-Channel Countermeasures

September 22, 2022, Paris

https://cryptoexperts.com/verisicc/seminaire-2022.html
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