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Example: DPA on AES

∼ 𝖧𝗐(𝖲(x ⊕ k)) + 𝒩(μ, σ)

f ( , )✉

Gaussian noiseHamming weight  
of s-box output 

= 𝖧𝗐(𝖲(x ⊕ ̂k))

Prediction 

(known) byte of the plaintext

(guess) byte of the key

low correlation for  
the wrong guess 

Leakage model



And it 
really 
works!

correlation traces  
for wrong guesses

correlation trace  
for good guess

Example: DPA on AES
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x = x1 ⊕ ⋯ ⊕ xn

Apply secret sharing at  
the computation level

randomly 
generated 

constrained to  
keep the correctness

y

x

y1

x1
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xn

y2

x2 ⋯

⋯



independent of x

First order masking: x = x1 ⊕ x2

x1 x2

independent of x  no correlation (DPA fails)⇒
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⚠  jointly depend on x

Second order masking: x = x1 ⊕ x2 ⊕ x3

x1 x2

Masking

 3rd order DPA⇒

x3

😺 / 🐭 
game!
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Motivation: soundness of masking with noise 

😈

x1 xnx2 ⋯

∼ x1 + 𝒩(0,σ) ∼ x1 + 𝒩(0,σ) ∼ x1 + 𝒩(0,σ)

 ?x

🧑🎓

🧑🎓 What about the leakage of a full computation?

You’re right with 
advantage

≈ (1/σ)n



The noisy leakage model

Memory

Computation I1 I2 IN⋯

Assumption: “only computation leaks”🧑🎓



The noisy leakage model

Memory

Computation I1 I2 IN⋯
in1 in2 inNout1

out2 outN

Assumption: “only computation leaks”🧑🎓



The noisy leakage model

Assumption: “only computation leaks”

Memory

Computation

Leakage

I1 I2 IN⋯
in1 in2 inNout1

out2 outN

f2(in2) fN (inN)f1(in1)

🧑🎓



The noisy leakage model

I1 I2 IN⋯
in1 in2 inNout1

out2 outN

f2(in2, ) fN (inN, )f1(in1, )$ $ $
Random tapes

Memory

Computation

Leakage

Assumption: “only computation leaks”🧑🎓



The noisy leakage model

⋯

I1 I2 IN

f1(in1) f2(in2) fN(inN)

 multivariate noisy leakagefi(ini) ⇒
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Noisy leakage functions

A function is  -noisy  if  (for ): 

                       

δ X ∼ 𝒰

𝔼y[Δ(X; (X ∣ f(X) = y))] ≤ δ

statistical distance 
between  and  
and given 

X X
f(X) = y

expectation on 
the possible 

leakage values

more noise  
 smaller ⇒ δ
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Soundness of masking with noise (generalised)

😈

x1 xnx2 ⋯

f1(x1) f2(x2) fn(xn)

 ?x 🧑🎓

You’re right with 

advantage ≈ δn

-noisy functionsδ
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x ⃗x = (x1, …, xn)

x = x1 + ⋯ + xn (on a field )𝕂

the shares 

number of shares 

sharing

Masking

⚠ all the shares are 
necessary to recover x 🎲 any  shares are 

completely random 
n − 1
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Crypto computation modelled as an arithmetic circuit on 𝕂

input gates 

output gates 

addition gates 

multiplication gates 

copy gates 

$+ random gates

Circuit model

λ+ linear functions 

λ λ
$

$



⃗x ⃗y

⃗z
gadget : small circuit computing  

an operation on sharings 

Gadgets

x y

z

gate 



Adition gadget

⃗x ⃗y

⃗z

x y

z
sharewise computation  

  addition gates⇒ n
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Linear gadget

x

z

λ

z1

x1

zn

xn

z2

x2

⋯λ λ λ

+

+

=

=

x

λ(x)+ ⋯ +

+ ⋯ +

sharewise computation   evaluations of ⇒ n λ
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⃗x

⃗x ′ 

fresh  
randomness 

 
statistical 

independence

⇒

sharing of  x

Refresh gadget
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wire   wires (sharing)→ n
gate  gadget→

Encode Encode

Decode Decode

functional 
equivalence

Standard circuit compiler

noisy leakage

How to prove  
the security vs.  
-noisy leakage?δ

🧑🎓
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Encode

Decode

input

output

w1
w2

wt

⋮

   
   

 = function of input  
and internal randomness 

(w1, …, wt)

🧑🎓

-probing security: 
 can be  

perfectly simulated  
w/o any knowledge 

about the input

t
(w1, …, wt)

Probing model



   
   

🧑🎓

-probing security  
 

security against  
-order DPA

t
⇔

t

Probing model

any  leakage points  
independent of the secrets

t

…
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 probes per  
gadget (or region)

t

with t = r × |G |

probing rate

number of wires in G

 -region probing security  ⇒ r

Region probing model



Security of sharewise gadgets

z1

x1

zn

xn

z2

x2

⋯λ λ λ

…
 probesn − 1

= completely  
random 🎲

🧑🎓

sharewise gadget 
 inherent probing 

security 
⇒
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ISW multiplication gadget

x1y1 x1y2 x1y3
x2y2 x2y3

x3y3

+
x2

x2y1
x3y1 x3y2

T

+
r1,2 r1,3

−r1,2 r2,3
−r1,3 −r2,3

cross-products ∑i,j
xiyj

fresh randomness 
(cancelling out)

(
z1
z2
z3

)
row sum 

🧑🎓
 probes    info  

on at most  shares
t ⇒

t
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Composition security

⚠  probing security for gadgets    global (region) probing security ⟹

💡 composition security notions  

⃗x

⃗y

 internal probest1
 output probest2 }

can be perfectly  
simulated from 

the knowledge of 
 input shares  t1

Example: strong non-interference (SNI)

   SNI gadgets  global region probing security  ⇒



But… wait a minute!

w1

w2

wt

⋮

🤔How do I get from 
probing security …

… to noisy leakage security?!
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⊥ 𝗐𝗂𝗍𝗁 𝗉𝗋𝗈𝖻𝖺 1 − p

leakage 
probability 

Random probing model

In average 
leaking wires per 

gadget

p ⋅ |G |
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{w 𝗐𝗂𝗍𝗁 𝗉𝗋𝗈𝖻𝖺 p
⊥ 𝗐𝗂𝗍𝗁 𝗉𝗋𝗈𝖻𝖺 1 − p

leakage 
probability 

Random probing model

In average 
leaking wires per 

gadget

p ⋅ |G |

🧑🎓

-region probing security 
 -random probing security 

with  

r
⇒ p

p = Θ(r)

Chernoff bound:  
  leaking wires with 

overwhelming probability 
< 2 p |G |
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Key lemma: 

If  is -noisy, then   s.t. 

 

where 

f δ ∃ f ′ 

f(x) = f ′ (ϕ(x))

ϕ(x) := {x 𝗐𝗂𝗍𝗁 𝗉𝗋𝗈𝖻𝖺 p ≤ δ ⋅ |𝒳 |
⊥ 𝗐𝗂𝗍𝗁 𝗉𝗋𝗈𝖻𝖺 1 − p

 -noisy leakage can be simulated  
from -random probing leakage

⇒ δ
p

Random probing leakage
ϕ(w1), ϕ(w2), … , ϕ(wN)

Noisy leakage  
 f1(w1), f2(w2), … , fN(wN)

Apply  f1′ , …, fN′ 

-random probing security  
 -noisy security with 
p

⇒ δ δ = Θ(p)
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⇒
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🏆
efficient masking schemes 
secure vs. constant (high) 

leakage rate



Secure schemes

🛡



State of the art

• State-of-the-art noisy-leakage-secure schemes 

• most schemes with at least  complexity 

• a few schemes with  leakage rate, but constant not explicit  

• In what follows  

• region probing security in quasilinear complexity 

• random probing security with explicit constant leakage rate

𝒪(n2)

𝒪(1)



Security in quasilinear complexity

🚀
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A -sharing of   ⃗v x

⃗x = (x0, x1, …, xn−1) s.t. ⟨ ⃗v , ⃗x ⟩ = x =
n−1

∑
i=0

xi ⋅ ωi
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⃗x = (x0, x1, …, xn−1) s.t. ⟨ ⃗v , ⃗x ⟩ = x =
n−1

∑
i=0

xi ⋅ ωi

     for      ⃗v = (1,ω, ω2, …, ωn−1) ω $ 𝔽

Polynomial  
(shares = coefficients)

P ⃗x (ω)
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Multiplication gadget

evaluation of  
  in  pointsP ⃗x 2n

evaluation of  
  in  pointsP ⃗y 2n point-wise multiplication 

of the evaluations

coefficients of 
  P ⃗x ⋅ P ⃗y

sharing of  
x ⋅ y

sharewise operations 
 probing secure⇒

what about  
the FFT?

🤔
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Probing security

FFT⃗x ⃗r = (P ⃗x (ξ0), …, P ⃗x (ξ2n−1))

w1

w2

wt

⋮
w1
w2
⋮
wt

= [ A ] ⋅

x1
x2
⋮
xt

Lemma 1

💡 FFT computes linear  
combinations of the ’sxi

If      then      ⃗v =

ω0

ω1

⋮
ωn−1

∉ ⟨ [ A ] ⟩
w1
w2
⋮
wt

∼ 𝒰(𝔽 t ) (assuming   
 full rank wlog)

A🧑🎓



Probing security

Lemma 2

 at most  values of    s.t.   ∃ t ω ∈ 𝔽 ⃗v =

ω0

ω1

⋮
ωn−1

∈ ⟨ [ A ] ⟩ 🧑🎓



Probing security

 at most  values of    s.t.   ∃ t ω ∈ 𝔽 ⃗v =

ω0

ω1

⋮
ωn−1

∈ ⟨ [ A ] ⟩

Lemma 1 + Lemma 2

 cannot be simulated P [ (w1, …, wt) ] ≤
t

|𝔽 |
<

n
|𝔽 |

🧑🎓

🧑🎓

Lemma 2
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(IOS) property

probing 
security

 region probing security⇒

RefreshRefresh

Re
fre

sh

Refresh



Composition security

input-output  
separation  

(IOS) property

probing 
security

 region probing security⇒

RefreshRefresh

Re
fre

sh

Refresh

Wrapping up: 

• Gadget complexity:  

• Probes per gadget:  

• Leakage rate: 

Θ(n log n)

Θ(n)

Θ(1/log n)



Security with constant leakage rate

🥇o(1)



Simulation with abort

1. Sample a set of leaking wires 

 

2. Simulate the corresponding wire values 

          

• Failure probability 

W ← 𝖫𝖾𝖺𝗄𝗂𝗇𝗀𝖶𝗂𝗋𝖾𝗌(Ĉ, p)

𝖲𝗂𝗆 : W ↦ {perfect simulation

⊥ (abort)
δW = {1 if 𝖲𝗂𝗆(W) = ⊥

0 otherwise

f(p) = ∑
W

δW p|W|(1 − p)s−|W| ≤ ∑
i

ci pi

{w 𝗐𝗂𝗍𝗁 𝗉𝗋𝗈𝖻𝖺 p
⊥ 𝗐𝗂𝗍𝗁 𝗉𝗋𝗈𝖻𝖺 1 − p
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Goal: amplification of random probing security
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Random probing expandability (RPE)

W Simulator

⃗x ⃗y

⃗z
J

W JI1 I2
I1 I2

⃗x |I1
⃗y |I2

sim id= ( , )⃗w |W ⃗z|J′ 

 always existI1, I2

RPE threshold :  ,   
(  or ) = simulation failure 

t |J | ≤ t
| I1 | > t | I2 | > t

if , sim. can choose 
 s.t. 

|J | > t
J′ |J′ | = n − 1

J′ 

J′ 
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⃗x ⃗y

⃗z
J

W JI1 I2
I1 I2

⃗x |I1
⃗y |I2

sim id= ( , )⃗w |W ⃗z|J′ 

 always existI1, I2

RPE threshold :  ,   
(  or ) = simulation failure 

t |J | ≤ t
| I1 | > t | I2 | > t

if , sim. can choose 
 s.t. 

|J | > t
J′ |J′ | = n − 1

J′ 

J′ 

🤯



Random probing expandability (RPE)

🧑🎓 Base gadgets  -RPE    expanded gadgets  -RPE 
                                            expanded gadgets  -RPE  

{G} f ⇒ {G(2)} f (2)

⇒ {G(k)} f (k)

 simulation security vs.  
-random probing leakage

f (k)(p)
p



Generic constructions

Y G⊕( ⃗x , ⃗y ) = G𝖱( ⃗x ) + G𝖱( ⃗y )

G ( ⃗x ) = (G𝖱( ⃗x ), G𝖱( ⃗x ))Y



Generic constructions

Y G⊕( ⃗x , ⃗y ) = G𝖱( ⃗x ) + G𝖱( ⃗y )

G ( ⃗x ) = (G𝖱( ⃗x ), G𝖱( ⃗x ))Y

G⊗( ⃗x , ⃗y ) ↦

x1 ⋅ G𝖱( ⃗y )
x2 ⋅ G𝖱( ⃗y )

⋮
xn ⋅ G𝖱( ⃗y )

+ greedy use of randomness



Efficient instantiations
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Your gadget is -RPEf

constant-size (small) gadgets



Efficient instantiations

IronMask
Y

Your gadget is -RPEf

Maximum tolerated leakage probability

   such that    pmax ∈ [0,1) f(pmax) < pmax

constant-size (small) gadgets



Efficient instantiations

3-share gadgets

5-share gadgets

G𝖱 : z1 ← (r1 + r2) + x1

z2 ← (r2 + r3) + x2

z3 ← (r3 + r4) + x3

z4 ← (r4 + r5) + x4

z5 ← (r5 + r1) + x5

G𝖱 : z1 ← r1 + x1
z2 ← r2 + x2

z3 ← (r1 + r2) + x3
} ⇒

} ⇒

𝒪( |C |κ3.9) , pmax = 2−7.5

𝒪( |C |κ3.2) , pmax = 2−12



Conclusion

Provable security against side-channel attacks ✓
(Fully) bridging theory and practice
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I1 I2 IN⋯
in1 in2 inNout1

out2 outN
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data isolation



Physical assumptions

I1 I2 IN⋯
in1 in2 inNout1

out2 outN

f2(in2) fN (inN)f1(in1) ⋯

independent noise data isolation



Noise parameters

device / 

implementation

leakage

distribution

noise

parameter

δ

leakage

probability 

p



Performances

3-share gadgets

5-share gadgets

G𝖱 : z1 ← (r1 + r2) + x1

z2 ← (r2 + r3) + x2

z3 ← (r3 + r4) + x3

z4 ← (r4 + r5) + x4

z5 ← (r5 + r1) + x5

G𝖱 : z1 ← r1 + x1
z2 ← r2 + x2

z3 ← (r1 + r2) + x3
} ⇒

} ⇒

𝒪( |C |κ3.9) , pmax = 2−7.5

𝒪( |C |κ3.2) , pmax = 2−12

 improved  
     complexity 
→

 optimised  
     implementations
→



VeriSiCC Seminar 2022 
Verification and Generation of Side-Channel Countermeasures 

September 22, 2022, Paris 

https://cryptoexperts.com/verisicc/seminaire-2022.html



Thank you!

🙏🤔⁉🙋
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