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Chari, Jutla, Rao, Rohatgi - CRYPTO'99

Goubin, Patarin - CHES'99

Apply secret sharing at
the computation level
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Back before 2010:
e Solutions based on table randomisation
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Ishai, Sahai, Wagner - CRYPTO 2003

Probing model
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Ishai, Sahai, Wagner - CRYPTO 2003

Probing model
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Efficient application to

block ciphers

Rivain, Prouff - CHES 2010 Carlet, Goubin, Prouft, Quisquater, Rivain - FSE 2012

® Represent an m-bit s-box as an algebraic circuit on GF(2™)

® Use ISW scheme for GF(2™) multiplications

® Observation:

® | inear operation = O(n) complexity

® Multiplication = O(n?) complexity

® S-box representations with the minimum number of multiplications

= optimal circuit for AES / e

ticient heuristics for general s-boxes
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Many follow-up works

® Formal composition security notions
® Secure refresh gadgets
® Methods for placing refresh gadgets

® Efficient heuristics to minimise non-linear operations



Many follow-up works

® Formal composition security notions
® Secure refresh gadgets
® Methods for placing refresh gadgets

® Efficient heuristics to minimise non-linear operations

End of the story?
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3. Provable security vs. noisy leakage
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The noisy leakage model

Micali, Reyzin - TCC 2004 Prouff, Rivain - EUROCRYPT 2013
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"Only computation leaks” assumption
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The noisy leakage model

Micali, Reyzin - TCC 2004 Prouff, Rivain - EUROCRYPT 2013
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The noisy leakage model

Micali, Reyzin - TCC 2004 Prouff, Rivain - EUROCRYPT 2013
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The noisy leakage model

Micali, Reyzin - TCC 2004 Prouff, Rivain - EUROCRYPT 2013

/\ o A\

"Only computation leaks” assumption Noisy leakage functions

Memory
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Noisy leakage functions

A tfunction is o-noisy it (for X ~ %):

= [AGX: (X1 =))] < o




Noisy leakage functions

A tunction is 5-n0|sy |f (forX U):
N ( (X\f(X)=

)| <

\ statistical distance

between X and X
and given f(X) =y



Noisy leakage functions

A tunction is 5-n0|sy |f (forX %)
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expectation on \ o ,
. statistical distance

the possible
Ieakage values between X and X
and given f(X) =y




Noisy leakage functions more noise

A tunction is 5-n0|sy |f (forX %)
( (X \f(X) =y))|

expectation on \ - .
. statistical distance

the possible
leakage values between X and X
and given f(X) =y




Masking security in the noisy leakage model

® Generalised soundness of masking
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Masking security in the noisy leakage model

® Generalised soundness of masking

X1 %%

£(p) £(5)

advantage & 0"

\> ' / | You're right with
<{ X7
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® Formal proof for masked block cipher

® |cak-free refresh gadget A




Duc, Dziembowski, Faust - EUROCRYPT 2014

Region probing model

Ugets ! probes per region
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Region probing model

Ugets ! probes per region




Duc, Dziembowski, Faust - EUROCRYPT 2014

Region probing model

Random probing model
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Duc, Dziembowski, Faust - EUROCRYPT 2014

Region probing model

Random probing model

1 with proba 1 —p

+“ T
> %
Do C o WU
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Ugets ! probes per region




Duc, Dziembowski, Faust - EUROCRYPT 2014

DDF reduction:
r-region probing security
=
p-random probing security

with p = O(7)
=
0-noisy leakage security

- with 8 = O(p)




Duc, Dziembowski, Faust - EUROCRYPT 2014

DDF reduction: Chernoff bound

r-region probing security /

p-random probing security
with p = O(7)
=
0-noisy leakage security

- with 8 = O(p)




Duc, Dziembowski, Faust - EUROCRYPT 2014

DDF reduction: Chernoff bound

r-region probing security /

p-random probing security | Key lemma of DDF

with p = O(7)

0-noisy leakage security

— with 0 = O(p)




The DDF reduction Duc, Dziembowski. Faust - EUROCRYPT 2014

Chernoff bound
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State of the art

® State-of-the-art noisy-leakage-secure schemes
® most schemes with at least O(n”) complexity

® a few schemes with O(1) leakage rate, but constant not explicit



State of the art

® State-of-the-art noisy-leakage-secure schemes
® most schemes with at least O(n°) complexity

® a few schemes with O(1) leakage rate, but constant not explicit
® |n what follows
® region probing security in quasilinear complexity

® random probing security with explicit constant leakage rate
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Quasilinear masking

Goudarzi, Joux, Rivain - ASIACRYPT 2018

Goudarzi, Prest, Rivain, Vergnaud - TCHES 2021

A V'-sharing of x

—

X = (X, X[5..0sX,_1) St (V, X



Quasilinear masking

Goudarzi, Joux, Rivain - ASIACRYPT 2018

Goudarzi, Prest, Rivain, Vergnaud - TCHES 2021

A V'-sharing of x

—

X = (X9 X[s a5 Xy 1)

— 2 Al n—l)

vV = (1o, w7, ...,® for w<« [



Quasilinear masking

Goudarzi, Joux, Rivain - ASIACRYPT 2018

Goudarzi, Prest, Rivain, Vergnaud - TCHES 2021 POIynom’aI P? (a))
(shares = coefficients)

A V'-sharing of x

—

X = (X9 X[s a5 Xy 1)

vV =0w,o%...,0"

for w<«[F



Efficient multiplication

® et 7 such that
}EFZZIDR*.IFV

® \We get
2n—1

Pr(w)= ) o =x-y
1=0



Efficient multiplication

® et 7 such that
® \We get




Efficient multiplication

® |et 7 such that

P; = P+ P

® \We get

® Compression:

— (t(), cees tn—l) + C()n ‘ (tn, cees tzn_l)

N
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Multiplication gadget

evaluation of
P— in2n points

Compress |

evaluation of

P in 2n points



Multiplication gadget

evaluation of
P— in2n points
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Multiplication gadget

evaluation of coefficients of
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Multiplication gadget
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Multiplication gadget

evaluation of coefficients of
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Multiplication gadget

evaluation of coefficients of
__ P— in2n points P+ - P

Compress |- —%

4 —| Refresh U

sharing of
Xy

sharewise operations

what about

the FFT? evaluation of N -

@ P~ in2n points point-wise multiplication
T

of the evaluations = probing secure



Probing security

¢ FFT computes linear
combinations of the x;'s



Probing security

¢ FFT computes linear
combinations of the x;'s

Wy A

Wz B [ A ] X2

Wi A

\

W
W (assuming A

~ YU ([F!

(F) full rank wlog)
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Probing security

4 ~
Lemma 2 0
]
J at most tvaluesof w € Fst. V= ¢ = <lA ])
a)n—l
- Y
4 \
lemma 1 + Lemma 2
. [ n
P [ (wy, ..., w,) cannot be simulatea ] <
| [F] | [F|
\ Y




Composition security

probing
security ™

input-output ~~
separ ation
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= region probing security h
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5. Security with constant leakage rate




The eXpanSiOn Strategy Ananth, Ishai, Sahai - CRYPTO 2018

® |dea: bootstrap constant-size gadgets

® Amplification of random probing security

p — f(p)



The eXpanSiOn Strategy Ananth, Ishai, Sahai - CRYPTO 2018

® |dea: bootstrap constant-size gadgets

® Amplification of random probing security

p — f(p) — f(f(p))



The eXpanSiOn Strategy Ananth, Ishai, Sahai - CRYPTO 2018

® |dea: bootstrap constant-size gadgets

® Amplification of random probing security

p — fip) — f(flp) — - — fP(p)



Ananth, Ishai, Sahai - CRYPTO 2018

® |dea: bootstrap constant-size gadgets

® Amplification of random probing security

p — fip) — f(flp) — - — fP(p)

Belaid, Coron, Prouff, Rivain, Taleb - CRYPTO 2020

Belaid, Rivain, Taleb - EUROCRYPT 2021

® Formalise new composition / expansion notions

® Obtain lower complexity / tolerate higher leakage rate
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The expansion strategy

wire = n-shared wire

gate = n-share gadget

3 types of gates e "
W 3 types
¥ A — s
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Random probing expandability (RPE)

w J I, I, always exist

m&mu\ator

sim £ (W . 2)7)

RPE threshold t: |J| <'t, it |J| > ¢, sim. can choose

(|1;] > tor |I,| > t) = simulation failure J'st |J]|=n-1




Random probing expandability (RPE)

® Failure events:
Fo=L|>t) FH=(L]|>1)
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Random probing expandability (RPE)

® Failure events:
Fo=L|>t) FH=(L]|>1)
® The gadgetis &-RPE if
Pr(%,)<e, Pr(F,) <e, Pr(F, NF,) < ¢&*
VJ and w.r.t. random W « LeakingWires(p)

® The gadget if f-RPE it € = f(p)
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(Base gadget {G} f-RPE = expanded gadgets {G'?} f*- RPE> g

how to simulate
this share?

Now what it a

tailure occurs ?

X|TXy)TX3=X . ask x to the

simulation of G

needs all the
left input shares

Wbase « Wbase U {x}




Expansion security

(Base gadget {G} f-RPE = expanded gadgets {G(z)}fz—RPE>

how to simulate Now what if 3
G(Z) this share? dai\ure occurs ’?/

X|TX)TX3=X , ask x to the

simulation of G

needs all the
left input shares

— T base ~ WhaseV )

ccurs with proba € = f(p) * wire in Wy, ., with proba & |~

[L.

failure o
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Expansion security

~ LeakingWires(¢)
® Failure probability:

Pr (Sim-G® fails) = Pr (Sim-G fails on(Wj, c0
= f(e) = (f(p))
o G\Wis fP)-RPE

e By induction G® is f¥-RPE
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log 4

max

= |C| = O6(|C|-x% with e=
logd




Complexity analysis
K-bit security

Choosing & 1FVp) <2

A i 0 Ay
= |C| = O(|C|-k% with e=—"&
logd
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Complexity analysis

k-bit security ~ max eigenvalue
IN gate-count

Choosing k s.tl_f®(p) <278

= |C| = 6(|C| -k with

amplitication order

) =cup’+




Complexity analysis

Design guidelines:
® maximize amplitication order d

® minimize max eigenvalue 4 .



Complexity analysis

— Upper bound: d < ;

Design guidelines:

® maximize amplification order{d }

® minimize max eigenvalue 4 .




Complexity analysis

= Upper bound: d < >

Design guidelines:

® maximize amp\ification orde

® minimize max eigenvalue 4 .

|

<

Q

o

S

3
= O O O
A




Complexity analysis

~ Upper bound: d < >

Design guidelines:

® maximize amplification order{d }
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Complexity analysis

n+ 1

-~ Upper bound: d < :

Design guidelines:
® maximize amplification order{d }

® minimize max eigenvalue 4, .

, we can be greedy
in randomness
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Generic constructions

Gg(X,y) = Gr(X) + GRr(Y)
GA(X) = (GR(X), Gr(X))

Al GR(7)
Ap GR(7)

+ greedy use of randomness

Ap GR(V)



GGeneric constructions

n+1
2

e Optimal amplitication order d =

® Max eigenvalue:

aa ac F

=
ca cc
M =

0 0 n?

K K K

ydl § ad “
s ) = ev( Jrommeeemer (O(1110g 1)

3 k BN - = gy _p B g wiaid o -
o N~ " p - -
e |
-
3 I
b/ —
& 4
-
Sl
- g

= O O O

n* = asymptotic
~ bottleneck

loghd, . 1o

o Complexity O(|C|-k°) with e = log d — 2



Generic constructions

. e n+1 | For some large enough F
e Optimal amplitication order d = L 2 )
2 V

Belaid, Rivain, Taleb, Vergnaud - ASIACRYPT 2021

® Max eigenvalue:

aa ac *
ca cc *

0 0 n?

K K K

ca ccl/ M

= O O O

Ay = @(n)” . asymptotic

bottleneck

. | l0g Aax  n—oo
o Complexity O(|C|-«k¢) with e =——— ——
logd



Efficient instantiations

3-share gadgets
Gr:zp < 1 tx : @(|C|K39)

lp < Iy T Xy

5-share gadgets

G : 71 < (r + 1) + x
G = ()41 = O(|C|k>?%), p,,.=2"1
3 < (41 + x4
g — (ry+715) + x4
Zs < (rs+ 1)) + X5



Conclusion

Contributions
e Efficient tight probing-secure masked implementations
® Formalisation of noisy side-channel leakage
® Provable security against noisy leakage
Perspectives
® Bridging the gap between theory and practice
® Improving the practical efficiency of noisy-leakage secure schemes
® Formal verification methods for noisy-leakage secure schemes

® Provable security against more powerful adversary (tault attacks / white-box model)



