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Roadmap

® MPC-in-the-Head with Additive Secret Sharing
® Optimisations
® SDitH Signature Scheme: MPCitH with Syndrome Decoding

® MPC-in-the-Head with Threshold Secret Sharing



MPC-in-the-Head with
Additive Secret Sharing



® Jointly compute
[[.X]]l ‘ [[X]]Z o(x) = {Accept it F(x) =y

Reject it F(x) #y

® (N—1) private: the views of any N — 1
parties provide no information on x
® Semi-honest model: assuming that the
parties follow the steps of the protocol
X
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¢ Jointly compute

Accept it F(x)=1y
g(x) = {R | .
eject it F(x) #y

® (N —1) private: the views of any N — 1
parties provide no information on x

® Semi-honest model: assuming that the
parties follow the steps of the protocol

® Broadcast model

» Parties locally compute on their shares

[x]] = [l
» Parties broadcast [a]] and recompute a

» Parties start again (now knowing a)




[[X]]l [[x]]z [[x]]N

linear Lall; = e(lx]l)) | | lal, = e(lx],) Lally = e(lx]y)

function ¢

public

recovery

Lall, + Lall, + e+ Lally =




1l [x1l, [x1ly
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function ¢

public
recovery
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linear
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[[X]]l [[x]]z [[x]]N

linear Lall; = e(lx]l)) | | lal, = e(lx],) Lally = e(lx]y)

function ¢

public
recovery
Lall, + Lall, + e+ Lally =
linear
function y A1 = wla, [xDp] (LA1, = w(a, [x],) /1y = w(a, [x]ly) |
public
recovery
LA + A1, 2 A o A1y = [

Accept
and so on... g:.(v,a,p,...)—

Reject



Example: matrix multiplication y = Hx

PN

[x]] N

mult. by H
is linear

lally = H - [[x]] oublic

recovery

[all + [all, + - + Lally =

. @) Accept ity=a N .
, Q) = Q) = t < —
oY Reject ity # a 80y- ) =P Y
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1) Generate and commit shares

[[x]] — ([[x]]la ce [[x]]N)

Prover

Com”'([[x]];)

Com/¥([[x]ly)
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1) Generate and commit shares

[[x]] — ([[x]]la ce [[x]]N)

@ Run MPC in their head

lx]l \ / x]l,

Lxlly '/' \‘ x5

k

Prover

Com”'([[x]];)

Com/¥([[x]ly)

—_— s M —

send broadcast

lally, ..., lally

—_——
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1) Generate and commit shares

ﬂ;fﬂ — (H){”19°°°9[LthV)

@ Run MPC in their head

[xT, k /’/\[}iﬂz
=y

HXHN' HXH3

Prover

Com”'([[x]];)

Com/¥([[x]ly)

—_— s M —

send broadcast

ladly, ..., Lally

—_——

¥
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@ Chose a random party
i* <% {1,....N)
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1) Generate and commit shares Com”1([[x]],)

[x]] = ([[X]]l, ceus [[x]]N) COmpN([[x]]N)

—_— s M —

@ Run MPC in their head

send broadcast
[[a]]la Ry [[a]]N

@ Chose a random party
[* i* <% {1,....N)

@ Open parties {1,...,N}\{i*} I

Prover Verifier




1) Generate and commit shares Com”1([[x]],)

[x]] = ([[X]]l, ceus [[x]]N) ComﬂN([[x]]N)

_—

@ Run MPC in their head

send broadcast
[[a]]la JURY [[a]]N

@ Chose a random party
7% i S {1,...,N}

B Check Vi # i*
- Commitments Com”i([[x]].)

@ Open parties {1,..., N}\{i*} ————————————— - MPC computation [[a]l; = ¢(llx]l;)

Check g(y, @) = Accept

Prover Verifier




MPCitH transform

® Zero-knowledge <= MPC protocol is (N — 1)-private
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MPCitH transform
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® Soundness
> if g(y, ) # Accept — Veritier rejects
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- either [[x]] = sharing of correct witness F(x) =y

— Prover honest
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1
— Cheat undetected with proba —
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MPCitH transform

® Zero-knowledge <= MPC protocol is (N — 1)-private

® Soundness
> if g(y, ) # Accept — Veritier rejects
> it g(y, @) = Accept, then

- either [[x]] = sharing of correct witness F(x) =y Soundness

— Prover honest error

- or Prover has cheated for at least one party

1
— Cheat undetected with proba —

N
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PN
[l
[[a]]N = H - [[X]]

HGHN

|
=

Verifier

Chec

k Vi # 1*

- Commitments Com”i([[x]].)

Chec

MPC computation [[a]], = H - [[x]];
ca:=2]all, =y
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False positive probability

® False positive = MPC protocol outputs “Accept” while [[x]] s.t. F(x) #y
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False positive probability

® False positive = MPC protocol outputs “Accept” while [[x]] s.t. F(x) #y
® False positive probability:

p = max P|MPC : ([ix]l, [Al, &) ~ "Accept” | F(x) # Y]
val

(over the randomness of ¢ )

® Soundness error:




Example: [BN20] check product xy = 7

[l Ly 1y, Lzl




Example: [BN20] check product xy = 7

[[x]]p [[)’]]1» [[Z]]1 [[x]]Na [y ]]Na [[Z]]N
[[61]]1, [[b]]19 [[C]]l [[a]]N’ [[b]]N’ IIC]]N « hintab = ¢




Example: [BN20] check product xy = 7

Ixlly, Lyl Uzl [y, [yl Lzl .
[all,, [P1, [l Lally, [P1s [clly — hintab = c
s ‘o e < random ¢




Example: [BN20] check product xy = 7

L1l Lyl Lz]ly
[ally, [O1y, Lclly — hintab = c
E + random &
[ally = ellxlly + llally
Ay = lylly + o1y

[xlly, vl [zl
Hdﬂlaﬂbﬂlaﬂcﬂl

€
Lall, = ellx]l; + [all
A1 = iyl + (21

ad=€cx+ a

[edly 1411 lally 141y B=y+b




Ix1ly, [y, [z [[x]]Na [[y]]N’ [[Z]]N

€ +— random ¢
[ally = ellxlly + [ally
[[,B]]N — [[)’]]N + [[b]]N

€
Lall, = ellx]l; + [all
11, = vl + 2],

ad=€cx+ a

Ledly 1411 lally A1y B=y+b

[vll; = ellzll; — llcll; + allbll; [viy = ellzlly — lclly + allblly
+pllall, — ap +hllally — ap

[vl, [vily V




Ix1ly, [y, [z [[x]]Na [[y]]N’ [[Z]]N

€ +— random ¢
[ally = ellxlly + [ally
151y = lylly + 161y

E
lall; = ellx]l; + lall,
11, = vl + 2],

= ex +
[l 141, [ally [ADy S—vib
[vll; = ellzll; — llcll; + allbll; [viy = ellzlly — lclly + allblly
+pllall, — ap +hllally — ap
Ivil, [vily V

Accept itv=0
gv) =4, . .
Reject ifv#0



Ix1ly, [y, [z [[x]]Na [[y]]N’ [[Z]]N

€ +— random ¢
[ally = ellxlly + [ally
151y = lylly + 161y

E
lall; = ellx]l; + lall,
11, = vl + 2],

= ex +
[l 141, [ally [ADy S—vib
[V, = ellzll; = llclly + ellbll, [Vily = ellzlly = llclly + ellolly
+pllall, — ap +hllally — ap
vl [vily v
() = {Acc:ept ifv=20 f xy=zandab=c, then v=20
S Reject ifv#0 tf xy#2z or ab # c, then Pr[v =0] = 1/|[F]




Ix1ly, [y, [z [[x]]N» [[y]]N’ [[Z]]N

€ +— random ¢
[ally = ellxlly + [ally
151y = lylly + 161y

E
lall; = ellx]l; + lall,
151, = vl + 2],

= ex +
Lally LA Ladly 171y Z — ;x+ ba
[V, = ellzll, — llcll; + allbll; [Vily = ellzlly — llclly + allblly
+pllall, — ap +hllally — ap
vl vy false positive
probability

Accept if v=20 f xy=zandab =c, then v=0
g(v) =

Reject ifv#0 f xy#z or ab # ¢, then Pr[v = 0]




Verifying arbitrary circuits

® Product-check protocol = protocol tor checking any arithmetic circuit C(x) =y
® Principle:
> Let {¢; = a; - b;} all the multiplications in C
» Extended witness: w =x || (¢y,...,C))
» Compute [[y]] = linear function of [[w]] — check [y]] = sharing of y
> [la;1l, [611, [c; ]l = linear functions of [w]] — product check on [[a/]l, [5;]], [¢]]



Optimisations
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® Signature = transcript P = V (x7 iterations)
> {Com”i([[x]].)} — N commitments

> [ledly, --- [ally — N MPC broadcasts

> {x], pi} i — N — 1 input shares + random tapes
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Optimising communication (sig. size)

® Signature = transcript P = V (x7 iterations)

> {Com”i([[x]].)} — M ecommitments — hash +1 commitment

® First optimisation: hashing

> [ally, ..., lally = A~ =Hash([a], ..., [ally), a=2]a];
> Verification

- llall; = @(lxll,) Vi#Fi*

- [ally = a — X[ all;

- Check Hash([[all;, ..., [ally) = A
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Knowledge with Applications to Post-Quantum Signatures” (CCS 2018)
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Second optimisation: seed trees

e [KKW18] Katz, Kolesnikov, Wang: “Improved Non-Interactive Zero
Knowledge with Applications to Post-Quantum Signatures” (CCS 2018)

® Pseudorandom generation from seed
» ([[x1l;, p;) < PRG(seed,)
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® Seeds {seed;} generated from a common “root seed”



Second optimisation: seed trees

e [KKW18] Katz, Kolesnikov, Wang: “Improved Non-Interactive Zero
Knowledge with Applications to Post-Quantum Signatures” (CCS 2018)

® Pseudorandom generation from seed
> ([lx1l;; p) < PRG(seed;)
- [xlly = x = 22, [x]),
® Seeds {seed;} generated from a common “root seed”

® Goal: revealing {seed;},;+ with less than (N — 1) - 4 bits



(seed1, seed?2) <« PRG(parent_seed)






N
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A to be revealed



Second optimisation: seed trees

sibling path

to be revealed




Second optimisation: seed trees

sibling path
— log(V) seeds

to be revealed




Second optimisation: seed trees

® Signature = transcript P = V
» {Com”([[x]].)} — AFeemmitments — hash +1 commitment
> [l ..., [ally = MMPCbreadeasts — hash (+1 MPC broadcast)

> {[x]l, pi}isin — N—Iinputshares+randomtapes — log(N) seeds
+ [[xlly if i* #N



Second optimisation: seed trees

® Signature = transcript P = V
» {Com”([[x]].)} — AFeemmitments — hash +1 commitment
> [l ..., [ally = MMPCbreadeasts — hash (+1 MPC broadcast)

> {[xD; p;}ieix = N—Tinputshares+randomtapes — log(V) seeds

o
® \erification + [x]ly it i* #N

- Sibling path — {seed;}, ;-
- seed; = ([[xll;,p;) Vi#i*



Optimising computation: hypercube technique

e [AGHHJY23] Aguilar Melchor, Gama, Howe, Hulsing, Joseph, Yue. "The
Return of the SDitH" (EUROCRYPT 2023)
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Optimising computation: hypercube technique

e [AGHHJY23] Aguilar Melchor, Gama, Howe, Hulsing, Joseph, Yue. "The
Return of the SDitH" (EUROCRYPT 2023)

® High-level principle
> Apply MPC computation to sums of shares
Zier ;] — Zigr Lol
» Only log N + 1 such party computations necessary for the prover

> Only log N for the verifier
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Optimising computation: hypercube technique

e [AGHHJY23] Aguilar Melchor, Gama, Howe, Hulsing, Joseph, Yue. "The
Return of the SDitH" (EUROCRYPT 2023)

® High-level principle
> Apply MPC computation to sums of shares
Zier ;] — Zigr Lol
» Only log N + 1 such party computations necessary for the prover

> Only log N for the verifier

® See Nicolas Gama’s talk at EC: https://youtu.be/z6nE4{OWVZA (49:33)


https://youtu.be/z6nE4fOWvZA

SDitH Signature Scheme:
MPCitH with SD



Syndrome decoding problem

® Parameters

o A field [Fq , mé&N (codelength), k< m (code dimension), w<m (weight)

® |et
o H « J-(qm_k)xm (random parity-check matrix)
® X «— [F’Z]’ s.t. wit(x) < w (SD solution)
o y=Hx (syndrome)

® From (H,y) find x



Syndrome decoding problem

® Parameters

o A field [Fq , mé&N (codelength), k< m (code dimension), w<m (weight)

® |et
o H « J-Elm_k)xm (random parity-check matrix)
® X «— IF’Z]”‘ s.t. wt(x) <w (SD solution)
o y=Hx (syndrome)

| xa | =k | xg| =m—k

® From (H,y) find x \ /

® Standard form (wlog): H=H'|l,_,) = y=H'xy+x3 where x=(x4]|xp)

> xzp=y—H'x,



Polynomial expression

interpolation
~~
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S()
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5(fm)
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Polynomial expression

interpolation
~~

X S(X)

S
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Polynomial expression

interpolation
~~

X S(X)

S()
-

- . Indicesi s.t. x; # 0
— E| <w = deg(Q) <w

] ]
= zero coordinate
Bl = non-zero coordinate
] ]

5(fm) O(fn)




Polynomial expression

interpolation
7~ S
X S(X) 0X) = |
. U O . E . indicesi s.t. x; # 0
— = El<w = deg(Q) < w
] ]
B = zero coordinate
Bl = non-zero coordinate
] ]

some degree < w — 1
polynomial

5(fm) O(fn)

= S(X0) - Q(X) evaluates to 0infy, ..oy, = SX) - QX) =(FOOMP(X

€| 1:m]



Polynomial expression

interpolation

xS0 ox)= | -5
N, O(f1) . €L

"= B

] ] It wt(x) < w then

— : : QO of degree < ws.t. S(X) - O(X)
evaluatesto Oinfi, ..., [,

] | =

S(F.) O(f,) 10, P of degrees < w, w — 1 s.t

5(X) - Q(X) = F(X) - P(X)

= SX) - O(X) evaluatesto Oin fi, ..., f,,



Polynomial expression

interpolation
xS0 ox)= | -5
N, O(f1) . €L
"= -
] ] It wt(x) < w then
— : : QO of degree < ws.t. S(X) - O(X)
evaluatesto Oinfi, ..., [,
] | o
S(F.) O(f,) 10, P of degrees <w, w—1 s.t
5(X) - Q(X) = F(X) - P(X)
=> S(X) - O(X) evaluatesto Oin fi, ..., [,

We'll show this



® Parties receive

o [[x,]l, [P1, [Q] sharings of x4, P, Q
e (H',y) SD instance




x4, P, Q]]1 x4, P, Q]]z

® Parties receive
.\ // o [[x,]l, [P1, [Q] sharings of x4, P, Q

e (H',y) SD instance
[[anP Q]]S

\/ l) Lo P. Ol

(x4, P, Oll4 where xp =y — H'x, and § = Interp(x, | xp)

® Parties jointly compute
Accept it SQ = FP

Reject otherwise

g(XA9P9 Q) — {



Schwartz—Zippel lemma

® |et P, and P, two degree-d polynomials of [ [X]

® |etrarandom point of I,

Pr [P(r) = Py(r) | Py # P,| < G



Schwartz-Zippel lemma

® |et P, and P, two degree-d polynomials of [ [X]

® |etrarandom point of I,

Pr [P(r) = Py(r) | Py # P,| < G

® Forarandomr € [FZ ,

Pr [S(r) - Q(r) = F(r) - P(r) | SQ # FP| < 27~ :

q’?



SDitH MPC protocol

® Principle: check SQ = FP on t random points (SZ lemma)
1. Locally compute [[xz]l =y — H'[[x4]]
2. Locally compute [S] by Lagrange interpolation of [x]] = ([[x4]l | [x5]])
3. Randomness oracle — ry,...,r, € [FC;7
4. Locally compute [S(r)1l, [Q(r)1l, F(r) - [P(r)]] Vie][l: ]

5. Check the product $(r)) - O(r;) = F(r;) - P(r;) from the shares
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e using [BN20] product-check protocol



SDitH MPC protocol

® Principle: check SQ = FP on f random points (SZ lemma)
1. Locally compute [[xz]l =y — H'[[x4]]
2. Locally compute [S] by Lagrange interpolation of [x]] = ([[x4]l | [x5]])
3. Randomness oracle — ry,...,1, € [FC?, Elyoner & E [FC;7
4. Locally compute [S(r)1l, [Q(r)1l, F(r) - [P(r)]] Vie][l: ]
5. Check the product $(r)) - O(r;) = F(r;) - P(r;) from the shares

e using [BN20] product-check protocol

ey +w—1Y)\ +w—1\""/ 1\t
e False positive probability: p = Z <> (m . ) (1 - v: ) (—}7)
: q q

n
1=0 9




Signature:

1.

2.

Generate random sharing [z 4], [P], [@Q], [a], [b], [c]

Commit the parties’ shares:

[zals, [P, [Q:, [ali, [b]i, [c]s —22E 5 com,

. Derive the first challenge (randomness of MPC protocol):

Hash
comi,...,compy » hy —re

. Simulate the MPC protocol:

[2a], [P, [Q, [al, [b], [c], e ——=— [a], [, [v]

. Derive the second challenge (index of non-opened party):

hi, [, [8], V] —=— hy— 1

. Build the signature from

hi, ha, {[[xA]]ia [[P]]ia [[Q]]’H [[a’]]’ia [[b]]ia [[C]]i}z'ep {Comia ﬂa]]ia [[6]]%7 [[U]]i}z'gél




Signature:
1. Generate random sharing [z 4], [P], [@Q], [a], [?], [c]

2. Commit the parties’ shares: % T

[[:BA]]% [[P]]za [[QII'M [[alli, [[b]]z, [[C]]z Commit >  Ccom;

3. Derive the first challenge (randomness of MPC protocol):

Hash

X T

4. Simulate the MPC protocol:

[24], [P], [Q1, [a], [o], [c], e ———— [a], [B], [v]

v

5. Derive the second challenge (index of non-opened party):

hifal, [8], [v]) —22 5 hy T

X T

6. Build the signature from X T




SDitH signature scheme

Signature:
1. Generate random sharing [z 4], [P], [Q], [a], [?], [c]

2. Commit the parties’ shares:

[z alls, [Pi, [Qls, [als, [b]:, [c]s Commit . om;

3. Derive the first challenge (randomness of MPC protocol):

Hash

X T

4. Simulate the MPC protocol:

[[xA]]a [[P]]? [[Qlla [[a']]’ IIb]]7 [[C]],T,S

5. Derive the second challenge (index of non-opened party):

hfel, [8], [v]) =22 hy T

X T

6. Build the signature from

X T

hypercube —

log N -

emu

- 1 party

ations



Parameter MPCitH Parameters Sizes (in bytes)

Set N / T n t D pk sk  Sig. Avg Sig. Max
SDitH-L1-hyp 2 — 17 4 3 27706 132 432 8476 8 496
SDitH-L3-hyp 22— 26 4 3 2~ 1.8 180 628 19498 19544
SDitH-L5-hyp 22 — 34 4 4 9942 244 838 33 843 33924

Instance KeyGen Sign Verity

ms cycles | sign ms cycles | verify ms cycles
SDitH-gt256-L1-hyp | 5.47  14.2M 4.18 10.8M 3.74 9.7TM
SDitH-gf256-L3-hyp | 6.41 16.6M 10.13 26.2M 8.83 22.9M
SDitH-gf256-L5-hyp | 11.06 28.7TM 19.25 49.9M 16.98 44.0M
SDitH-gf251-L1-hyp | 3.05 7.9M 8.17 21.2M 7.83 20.3M
SDitH-gf251-L3-hyp | 3.67 9.0M 17.98 46.6M 17.08 44 .3M
SDitH-gf251-L5-hyp | 6.36  16.5M 32.73 84.8M 31.26 81.0M




Parameter MPCitH Parameters Sizes (in bytes)

Set N / T n t D pk sk  Sig. Avg Sig. Max
SDitH-L3-hyp 2 — 26 4 3 2~ 1.8 180 628 19498 19544
SDitH-L5-hyp 22 — 34 4 4 9942 244 838 33 843 33924

128-bit security | |
Instance KeyGen Sign | Verify

ms cycles | sign ms cycles | verify ms cycles
SDitH-gt256-L1-hyp | 5.47  14.2M 4.18 10.8M 3.74 9.7TM
SDitH-gt256-L3-hyp | 6.41  16.6M 10.13 26.2M 8.83 22.9M
SDitH-gt256-L5-hyp | 11.06 28.7TM 19.25 49.9M 16.98 44.0M
SDitH-gt251-L1-hyp | 3.05 7.9M 8.17 21.2M 7.83 20.3M
SDitH-gf251-L3-hyp | 3.67 9.0M 17.98 46.6M 17.08 44.3M
SDitH-gt251-L5-hyp | 6.36  16.5M 32.73 84.8M 31.26 81.0M




1 variant based in MPCitH
¥ with threshold secret sharing

e

Parameter MPCitH Parameters Sizes (in bytes)

Set N / T n t D pk sk  Sig. Avg Sig. Max

SDitH-L1-hyp 2 — 17 4 3 27706 132 432 8476 8 496

SDitH-L3-hyp 22 — 26 4 3 2~ 1.8 180 628 19498 19544

SDitH-L5-hyp 22 — 34 4 4 9942 244 838 33 843 33924

128-bit security , |
KeyGen Sign Verify
Instance , -

ms cycles | sign ms cycles | verify ms cycles
SDitH-gf256-L1-hyp | 5.47  14.2M 4.18 10.8M 3.74 9.7M

SDitH-gf256-L3-hyp | 6.41 16.6M | 10.13  26.2M 8.83 22.9M
SDitH-gf256-L5-hyp | 11.06 28.7M | 19.25  49.9M | 16.98  44.0M
SDitH-gf251-L1-hyp | 3.05  7.9M 8.17  21.2M 7.83 20.3M
SDitH-gf251-L3-hyp | 3.67 95M | 17.98  46.6M | 17.08  44.3M
SDitH-gf251-L5-hyp | 6.36 16.5M | 32.73  84.8M | 31.26  81.0M




MPC in the Head with
Threshold Secret Sharing
(a.k.a. TCitH)



Background: Shamir’s secret sharing

[x]l = (lxdlys - - - [xlly)

® (Generate

> Let (ry,...,7,) < $

> Let P the polynomial of coefficients (x, ry, ..., 7,)

{mm=Pm>

: with fi, ..., fy € F distinct field elements
[[x]]N — P(fN)



Background: Shamir’s secret sharing

[x]l = (lxdlys - - - [xlly)

® (Generate

> Let (ry,...,7,) < $

> Let P the polynomial of coefficients (x, ry, ..., 7,)

{mm=Pm>

: with fi, ..., fy € F distinct field elements
[[x]]N — P(fN)

® Reconstruct

> Interpolate P from [x]],, ..., [x]ly
» x = P(0)
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® ( + 1, N)-threshold linear secret sharing scheme (LSSS)

> Linearity: [[x]] + vl = llx + vl
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® ( + 1, N)-threshold linear secret sharing scheme (LSSS)
> Linearity: [[x]] + V]l = [[x + V]I
> Any set of £ shares is random and independent of x

> Any set of £ + 1 shares = coefficients (x,ry, ...,1r,) = all the
shares



Background: Shamir’s secret sharing

® (£ + 1, N)-threshold linear secret sharing scheme (LSSS)
> Linearity: [[x]] + Y]l = l[x + v]|
> Any set of £ shares is random and independent of x

> Any set of £ + 1 shares = coefficients (x,ry, ...,1r,) = all the
shares

o [x] = (Ixll;, ..., [x]ly) is a Reed-Solomon codeword of (x, 7, ..., r,)



MPCitH with threshold LSSS (a.k.a TCitH)

® [FR23] Feneuil, Rivain. "Threshold Linear Secret Sharing to
the Rescue of MPC-in-the-Head" (Asiacrypt 2023)

e /K property = only open ¢ parties
® Verifier challengesaset/ C {1,...,.N} s.t. |I|=7

® Prover opens {[[x]l;, p;}ic;




1) Generate and commit shares Com”1([[x]],)

[[.X]] — ([[x]]la SRR [[x]]N) CompN([[x]]N)
—>
@ Run MPC in their head

send broadcast

o \ /f e lall, ---, [ally
\ @ Chose random set of parties
0,{'/ ’QO E3R I [C{l,...N},st. |[I|=7C
[\Iﬁ? ®) Check Vi eI
(IxTs 2)ics - Commitments Com”i([[x]].)
@ Open parties in [ - — - MPC computation [[a]l; = ¢(llx]l;)

Check g(y, @) = Accept

Prover Verifier




MPCitH with threshold LSSS (a.k.a TCitH)

1) Generate and commit shares

[[X]] — ([[x]]la cc e [[x]]N)

@ Run MPC in their head

o ‘IE)Q' [T,

@ Open parties in [

Prover

Com”'([[x]];)

Com”~([[x]]x)

send broadcast

lally, ..., [ally

—_—

|
e

(x1l;s picr

Threshold LSSS = cannot
generate shares from seeds

@ Chose random set of parties
ICH{l,....N},st. |I|=7C

B) Check Vi e I

- Commitments Com”i(|

- M
Chec

x] i)

°C computation [[a]

< g(y, a) = Accept

Verifier

i = @lx]l;)



MPCitH with threshold LSSS (a.k.a TCitH)

Threshold LSSS = cannot
generate shares from seeds

1) Generate and commit shares Com”1([[x]],)

[[X]] — ([[x]]la cc e [[x]]N) 3
Com”~([[x]]x)

[a]] is an RS codeword

= ¢ + 1 shares fully
determine the sharing

@ Run MPC in their head

send broadcast

lxll [x 1l
k // [l ... [ally

@ Chose random set of parties

0,{'/ Q‘ [x1l; I IC{l,...N},st. |I|="7
—
ﬂllg ® Check Vi e I
(B3 - Commitments Com”i([[x]].)
1’ Irl/ie
@ Open parties in [ s - MPC computation [[a]l; = ¢([lx]],)

Check g(y, @) = Accept

Prover Verifier




MPCitH with threshold LSSS (a.k.a TCitH)

Threshold LSSS = cannot
generate shares from seeds

1) Generate and commit shares Com”1([[x]],)

[x]] = ([[X]]l, . o [[x]]N) COm’ON([[-x]]N)

[a]] is an RS codeword

= ¢ + 1 shares fully
determine the sharing

@ Run MPC in their head

send broadcast

XTI, k // ], Lol ... Loy A

@ Chose random set of parties

0,{'/ Q‘ [x1l; I IC{l,...N},st. |I|="7
ﬂllg ® Check Vi e I
(1., ) - Commitments Com”i([[x]].)
i» Pi)iel
@ Open parties in I - MPC computation [[a]l; = ¢([[x],)

Check g(y, @) = Accept

= only £ + 1 party

, , Veritfier
computations required

Prover




MPCitH with threshold LSSS (a.k.a TCitH)

Threshold LSSS = cannot
generate shares from seeds

1) Generate and commit shares Com”1([[x]],)

[x]] = ([[X]]l, . o [[x]]N) COm’ON([[x]]N)

[a]] is an RS codeword

= ¢ + 1 shares fully
determine the sharing

@ Run MPC in their head

send broadcast

[l ... [ally A

@ Chose random set of parties

IC{l,..,N},st. |I|="C

B Check Vie [
- Commitments Com”i([[x]].)

- MPC computation [[a]l; = ¢([[x],)
Check g(y, @) = Accept

@ Open parties in [

£ parties opened = only £ + 1 party

. . Veritier
instead of N — 1 computations required

Prover




MPCitH with threshold LSSS (a.k.a TCitH)

Threshold LSSS = cannot
generate shares from seeds

1) Generate and commit shares Com”1([[x]],)

[[X]] — ([[x]]la cc e [[x]]N) 3
Com”~([[x]]x)

[a]] is an RS codeword

= ¢ + 1 shares fully
determine the sharing

@ Run MPC in their head

send broadcast

[l ... [ally A

@ Chose random set of parties

IC{l,..,N},st. |I|="C

B Check Vie [
- Commitments Com”i([[x]].)

°C computation [[a]l;

@ Open parties in [

Check g(y, @) = Accept

£ parties opened = only £ + 1 party only £ party
instead of N — 1 computations required  compytations required

Prover
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--------------------------

Merkle tree

child_node <« Hash(nodel, node2)



Opening [[x]];
= need to prove that [[x]].
Is consistent with the root

[[x]]i
- J)co)CJ)coJ)o)dJdJoJgJddgJugJL e e o

Merkle tree




Opening [[x]];
= need to prove that [[x]].
Is consistent with the root

x|l i

FUT
— _

Merkle tree




Opening [[x]];
= need to prove that [[x]].
Is consistent with the root

[Lx] i

TEEE

verification
— log(N) + 1 hashing

\ .
Merkle tree
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= need to prove that [[x]].
IS consistent with the root
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verification
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= need to prove that [[x]].
IS consistent with the root
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Opening [[x]];
= need to prove that [[x]].
IS consistent with the root
[[x]]l‘

verification
— log(N) + 1 hashing

Merkle tree \




1) Generate and commit shares

[[.X]] — ([[x]]la ce [[x]]N)

@ Run MPC in their head

@ Open parties in [

Prover

send broadcast

lally, ..., [ally

ULxl{ auth; g

@ Chose random set of parties

IC{1,...,N}, st |I| =

B Check Vie T
- Commitments Com”i(

- MPC computation [a.

Check g(y, @) = Accept

Verifier

2

x]]l)
1; = @(llx]l;)
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P|cheat detected] =— = | Soundness error =1 — —
N N



Soundness

not really good

£

P|cheat detected] =— = | Soundness error =1 — —
N N

® One would expect:



Soundness

not really good

A

P|cheat detected] =— = | Soundness error =1 — —
N N

® One would expect:

® But the veritier also check broadcast sharings [[«]]
- must be valid Shamir's secret sharings

- l.e. valid Reed-Solomon codewords

= limits the cheating possibilities
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® One would expect:

£
P[cheat detected] = v = | Soundnes
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- must be valid Shamir's secret sharings
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= limits the cheating possibilities
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Soundness

® One would expect:

4
P[cheat detected] = v = | Soundnes =] ——

® But the veritier also check broadcast sharings [[«]]
- must be valid Shamir's secret sharings

- i.e. valid Reed-Solomon codewords with false positives

= limits the cheating possibilities

AN-0)
) T

e \We actually have:




Soundness

® One would expect:

4
P[cheat detected] = v = | Soundnes

® But the veritier also check broadcast sharings [[«]]

- must be valid Shamir’s secret sharings not so great

- i.e. valid Reed-Solomon codewords with false positives

= limits the cheating possibilities

e \We actually have:
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® Prover can commit invalid sharings

o Let [x]|¥” = sharing interpolating ([[x]]i)
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e Many different [x]Y) = many possible false positives
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® Prover can commit invalid sharings

o Let [x]|¥” = sharing interpolating ([[x]]l-)

ieJ
e Many different [x]Y) = many possible false positives

11

Degree-enforcing commitment scheme”

% e \erifier = Prover : random {}/j}
e Prover — Veritier : [{]] = %, 7; - [[x]]
* Before MPC computation



Soundness

i Why?
oy
f

® Prover can commit invalid sharings

o Let [x]|¥” = sharing interpolating ([[x]]l-)

ieJ
e Many different [x]Y) = many possible false positives

11

Degree-enforcing commitment scheme”

% e \erifier = Prover : random {}/j}
e Prover — Veritier : [{]] = %, 7; - [[x]]
* Before MPC computation
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=1 = Similar soundness:
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MPCitH
+ seed trees

+ hypercube [AGHHJY23]

TCitH
=1

Prover runtime

Party emulations: log N +1
Symmetric crypto: O(N)

Party emulations: 2
Symmetric crypto: O(N)

Verifier runtime

Party emulations: log N
Symmetric crypto: O(N)

Party emulations: 1
Symmetric crypto: O(log N)




=1 = Similar soundness:
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N

MPCitH
+ seed trees

+ hypercube [AGHHJY23]

TCitH
=1

Prover runtime

Party emulations: log N +1
Symmetric crypto: O(N)

Party emulations: 2
Symmetric crypto: O(N)

Verifier runtime
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Symmetric crypto: O(N)

Party emulations: 1
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128-bit security: ~2KB
256-bit security: ~8KB
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1
£ =1 = Similar soundness: — + p %%

N
MPCitH :
TCitH
+ seed trees o1
+ hypercube [AGHHJY23] B
Prover runtime Party emulations: log N +1 Party emulations: 2
Symmetric crypto: O(N) Symmetric crypto: O(N)
[ . Party emulations: log N Party emulations: 1
Verifier runtime Symmetric crypto: O(N) Symmetric crypto: O(log N)
Size of tree 128-bit security: ~2KB 128-bit security: ~4KB
256-bit security: ~8KB 256-bit security: ~16KB
Number of parties N < | F|

4

(:

(:

£ \



1 P
£ =1 = Similar soundness: Fp \z§

N
MPCitH :
TCitH
+ seed trees o1
+ hypercube [AGHHJY23] B
Prover runtime Party emulations: log N +1 Party emulations: 2
Symmetric crypto: O(N) Symmetric crypto: O(N)
[ . Party emulations: log N Party emulations: 1
Veritier runtime Symmetric crypto: O(N) Symmetric crypto: O(log N)

Getting rid of these limitations

— TCitH with GGM tree

(:) (: (:

¢
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Step 1: Generate a replicated

secret sharing of x [ISN89]

— T

N N
/N / N\ /N N

7\ /\ 7\ /\ /7N 7\ 7\ 7\

rl 1/'2 coe eee 1 rN — X +AX

—> Party 1
w(x — Party 2

[x — Party N




Step 2: Convert it into a Shamir’s
secret sharing [CDIO5]

Step 1: Generate a replicated

secret sharing of x [ISN89]

/ \ with PX)=1-(/e)-X

N N
/N / N\ /N N

7\ /\ 7\ /\ /7N 7\ 7\ 7\

Let P(X) = A+ ) rP(X)
J

rl ;/'2 coe cos ]/'N = X _|_A

x — Party 2




secret sharing of x [ISN89]

-

N

T

N

Step 1: Generate a replicated

/ N\ / N\ / N\ / N\
/N /N 7N /N 7N 7N 7\ _7X\
r+r 'y = X +A,
w —> Party 1
x — Party 2

Step 2: Convert it into a Shamir’s

secret sharing [C

DI05]

Let P(X) = A+ ) rP(X)
J

with P(X) =1

o Ix]l = (Pey), ...,

valid Shamir’s secret

- (1/8]-) - X

P(ey)) is a
sharing of x



Step 1: Generate a replicated

secret sharing of x [ISN89]

— T

N N
/N / N\ /N N

7\ /\ 7\ /\ /7N 7\ 7\ 7\

rl r2 coe cos ;/'N = X _|_A

x — Party 2

Step 2: Convert it into a Shamir’s

secret sharing [C

DI05]

Let P(X) = A+ ) rP(X)
J

with P(X) =1

o [[.X]] — (P(el)a RRE

valid Shamir’s secret

- (1/6]-) - X

P(ey)) is a
sharing of x

. Party 1 can compute

[xl; = ), rPye)

JFl

(since P(e;) = 0)



TCitH with GGM trees

Step 2: Convert it into a Shamir’s
secret sharing [CDIO5]

Step 1: Generate a replicated

secret sharing of x [ISN89] Let P(X) = A, + Zj riPy(X)

with P(X) =1~ (l/e)- X

— — o [x]l = (P(ey), ..., P(ey)) is a
valid Shamir’s secret sharing of x

gt o oIy = X +4, . Party 1 can compute
OO OOOOO0O0O0O0 — Party | B b
G“ODGGDDGGGGDGGD — Party 2 [[x]]i _ Z I j(ei)

: J#

OE@OOOO0O0000O0000OW — Party v (since P(e;) = 0)
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TCitH with GGM trees

X Can be adapted

o r s 1 A Size of GGM tree

© Good soundness @f | oose fast
(only valid sharings) verification
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Using multiplication homomorphism

e Shamir's secret sharing satisfies:

] - [y1@ =[x - y] @
e Simple protocol to verify polynomial constraints
> wvald & fiiw)=0, ..., f,(w) =0

> parties locally compute

m

[all = [v] + f(Iwl)
j=1

randomness
from the verifier
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e Shamir's secret sharing satisfies:

@ - [yl =[x -y

e Simple protocol to verify polynomial constraints
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j=1
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Using multiplication homomorphism

e Shamir's secret sharing satisfies:

@ - [yl =[x -y

e Simple protocol to verify polynomial constraints

da
> wvalid & fiiw) =0, ..., f.(w)=0 (f)
TP
> parties locally compute (N)
- 4
: ~ {wi Soundness error
]:
check a =0 pre-committed randomness

false positive proba 1/|[F| sharing of O from the verifier



Using multiplication homomorphism

ch

false pos

e Shamir's secret sharing satisfies:

@ - [yl =[x -y

e Simple protocol to verify polynomial constraints

> wvald & fiiw)=0, ..., f,(w) =0

> parties locally compute

e
j=1

ecka=0

itive proba 1/

Fi

pre-committed
sharing of O

£l

Here: ¢ -degf, (

Soundness error

randomness
from the verifier



Signature from MQ and TCitH

MQ Problem Checking a MQ instance
® Parameters g - checking m quadratic
- AtieldF, , n €N {#variables), m & N (# equations) constraints on the secret x
® |et
- x < [ (MQ solution) We can directly apply
- A< P Vie [l m] (m random matrices) the previous protocol
- b, « [FZ Vie |l : m] (m random vectors)
y; = x'Ax+bix J\L
— y=(y1,,ym)€ J_Z/l S.1. )
g = xTA x+bTx sig| =~ 3 kB

e From ({A;},{b;}.y) find x




Original Size Our Variant Saving

Biscuit 4758 B 4048 B -15 %
MIRA 5640 B 5340 B -5 %
MiRitH-la 5665B 4 694 B -17 %
MiRitH-Ib 6298 B 5245B -17 %
MQOM-31 6 328 B 4027 B -37 %
MQOM-251 6 575B 4 257 B -35 %
RYDE 5956 B 5281B -11 %
SDitH 8241 B /335B -27 %
MQ over GF(4) 8 609 B 38588 -55 %
SD over GF(2) 11 160 B / 354 B -34 %
SD over GF(2) 12 066 B 6974 B 42 %

* N =256




Original Size Our Variant Saving
Biscuit 4758 B 3431 B
MIRA 5640B 4314 B
MiRitH-la 5665B 38/3B
MiRitH-Ib 6298 B 4 250 B
MQOM-31 6328 B 3567 B
MQOM-251 6575B 3418 B
RYDE 5956 B 4274 B
SDitH 8241 B 567/3B
MQ over GF(4) 38 609 B 3301 B

SD over GF(2) 11160 B / 354 B -34 %

SD over GF(2) 12 066 B 6974 B 42 %

* N =256 * N =2048




Shorter Signatures from TCitH-GGM

Two very recent works :

e [ BBMO+24] Baum, Beullens, Mukherjee, Orsini, Ramacher, Rechberger, Roy, Scholl. One
Tree to Rule Them All: Optimizing GGM Trees and OWFs for Post-Quantum Signatures.
https://ia.cr/2024/490

» General techniques to reduce the size of GGM trees: tree merging & proof of work

- Apply to TCitH-GGM (gain of ~500 B at 128-bit security)

e [BFGNR24] Bidoux, Feneuil, Gaborit, Neveu, Rivain. Dual Support Decomposition in the
Head: Shorter Signatures from Rank SD and MinRank. https://ia.cr/2024/541

» New MPC protocols for TCitH / VOLEitH signatures based on MinRank & Rank SD


https://ia.cr/2024/490
https://ia.cr/2024/541

Application of Shamir's
| | N secret sharing with Merkle
MPCitH with additive free commitments Original TCitH

sharing, e.q. .
[KKW18 BN920 [?OTZH framework [FR23a]




Application of Shamir's
| | N secret sharing with Merkle
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