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[[x]]1
[[x]]2

[[x]]3

[[x]]4

[[x]]5

• Jointly compute





• Broadcast model


‣ Parties locally compute on their 
shares 


‣ Parties broadcast  and 
recompute 


‣ Parties start again (now knowing )


• False positive probability 
 
        

g(x) = {Accept if F(x) = y
Reject if F(x) ≠ y

[[x]] ↦ [[α]]

[[α]]
α

α

Pr [ g(x) = Accept ∣ F(x) ≠ y ]

Public

domain

MPC model
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 = sharing
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Schwartz–Zippel lemma

• Let  and  two degree-  polynomials of 


• Let  a random point of 


• roots of 

P Q d 𝔽 [u]

r 𝔽

P(r) = Q(r) ⇔ r ∈ P − Q

Pr [P(r) = Q(r) ∣ P ≠ Q] ≤
d

|𝔽 |
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MQ problem
• Parameters


• A field  ,      (# variables) ,     (# equations)


• Let 


•                                         (MQ solution)


•                 (  random matrices)


•                     (  random vectors)


•      s.t.       


• From   find  

𝔽q n ∈ ℕ m ∈ ℕ

x ← 𝔽n
q

Ai ← 𝔽n×n
q ∀i ∈ [1 : m] m

bi ← 𝔽n
q ∀i ∈ [1 : m] m

y = (y1, …, ym) ∈ 𝔽m
q

y1 = xT A1x + bT
1 x

⋮
ym = xT Amx + bT

mx

({Ai}, {bi}, y) x



MQOM MPC protocol

• Parties receive 


•  sharing of the MQ solution


•  MQ equations


• Parties jointly compute


[[x]]

({Ai}, {bi}, y)

g(x) = {Accept if yi = xT Ai x + bT
i x ∀i

Reject otherwise

[[x]]1
[[x]]2

[[x]]3

[[x]]4

[[x]]5
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→ γ1, …, γm ∈ 𝔽 η
q
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∑
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γiEi(x) = 0
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Step 1: batching MQ equations

• Goal: check that  is s.t.    


• Randomness oracle    


• Batched check: 


     False positive probability :   


• Rewrite as 

[[x]] yi − xT Ai x − bT
i x

Ei(x)

= 0 ∀i ∈ [1 : m]

→ γ1, …, γm ∈ 𝔽 η
q

m

∑
i=1

γiEi(x) = 0

⇒ p1 =
1
qη

⟨x, w⟩ = z

w := (
m

∑
i=1

γiAi) x

z :=
m

∑
i=1

γi(yi − bT
i x)} Linear (affine) functions of 


 sharings  and  

locally computed 

x
⇒ [[w]] [[z]]

Extension of degree η



Step 2: inner product check

• Goal: check that , ,  are 
s.t. 


• Locally interpolate  
    ,  …,  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(2)  
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n2

j=1
XjWj

∑
n1

i=1
Q0( fi) = z
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Syndrome decoding problem
• Parameters


• A field  ,       (code length) ,      (code dimension) ,     (weight)


• Let 


•                           (random parity-check matrix)


•    s.t.            (SD solution)


•                                    (syndrome)


• From   find  


• Standard form (wlog):                    where     

𝔽q m ∈ ℕ k < m w < m

H ← 𝔽 (m−k)×m
q

x ← 𝔽m
q wt(x) ≤ w

y = H x

(H, y) x

H = (H′￼| Im−k) ⇒ y = H′￼xA + xB x = (xA |xB)
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• Parameters


• A field  ,       (code length) ,      (code dimension) ,     (weight)


• Let 


•                           (random parity-check matrix)


•    s.t.            (SD solution)


•                                    (syndrome)


• From   find  


• Standard form (wlog):                    where     

𝔽q m ∈ ℕ k < m w < m

H ← 𝔽 (m−k)×m
q

x ← 𝔽m
q wt(x) ≤ w

y = H x

(H, y) x

H = (H′￼| Im−k) ⇒ y = H′￼xA + xB x = (xA |xB)

|xA | = k |xB | = m − k

    ⇒ xB = y − H′￼xA
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x S(X)
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S( f1)
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⋮

Q(X) = ∏
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 evaluates to 0 in  ⇒ S(X) ⋅ Q(X) f1, …, fm ⇒ S(X) ⋅ Q(X) = F(X) ⋅ P(X)

∏
i∈[1:m]

(X − fi)

some degree  
polynomial

⩽ w − 1



SDitH MPC protocol

• Parties receive 


•  sharings of 


•  SD instance


• Parties jointly compute


   


where   and  

[[xA]], [[P]], [[Q]] xA, P, Q

(H′￼, y)

g(xA, P, Q) = {Accept if SQ = FP
Reject otherwise

xB = y − H′￼xA S = Interp(xA |xB)

[[xA, P, Q]]1 [[xA, P, Q]]2

[[xA, P, Q]]3

[[xA, P, Q]]4

[[xA, P, Q]]5



SDitH MPC protocol

• Principle: check  on  random points (SZ lemma)


1. Locally compute   


2. Locally compute   by Lagrange interpolation of 


3. Randomness oracle    


4. Locally compute    


5. Check the product  from the shares 


• using [BN20] product-check protocol 


• False positive probability:   

SQ = FP t

[[xB]] = y − H′￼[[xA]]

[[S]] [[x]] = ([[xA]] | [[xB]])

→ r1, …, rt ∈ 𝔽 η
q

[[S(ri)]], [[Q(ri)]], F(ri) ⋅ [[P(ri)]] ∀i ∈ [1 : t]

S(ri) ⋅ Q(ri) = F(ri) ⋅ P(ri)

p =
t

∑
i=0

(t
i) ( m + w − 1

qη )
i

(1 −
m + w − 1

qη )
t−i

( 1
qη )

t−i
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Threshold MPCitH

• [FR22] MPCitH using -threshold LSSS (linear 
secret sharing) 


‣ Linearity: 


‣ Any set of  shares is random and independent of 


‣ Any set of  shares → all the shares


‣ Example: Shamir’s secret sharing

(ℓ + 1, N)

[[x]] + [[y]] = [[x + y]]

ℓ x

ℓ + 1



Threshold MPCitH

[[x]]1 [[x]]2

[[x]]3

[[x]]4

[[x]]N

E.g. ℓ = 2

• [FR22] MPCitH using -threshold LSSS (linear 
secret sharing) 


‣ Linearity: 


‣ Any set of  shares is random and independent of 


‣ Any set of  shares → all the shares


‣ Example: Shamir’s secret sharing


• ZK property  only open  parties

(ℓ + 1, N)

[[x]] + [[y]] = [[x + y]]

ℓ x

ℓ + 1

⇒ ℓ



MPCitH transform with threshold LSSS
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⋯

ComρN([[x]]N)

②  Run MPC in their head

send broadcast
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③  Chose random set of parties 
      I ⊆ {1,…, N}, s.t. | I | = ℓI

④  Open parties in  I
([[x]]i, ρi)i∈I

⑤ Check 

      - Commitments 

      - MPC computation  
   Check 

∀i ∈ I
Comρi([[x]]i)

[[α]]i = φ([[x]]i)
g(y, α) = Accept
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Comparison

Additive sharing 
+ seed trees

+ hypercube

Threshold LSSS 
with 

Soundness error

Prover 
# party computations

Verifier 
# party computations

Size (in bits) of  
seed tree / Merkle tree

ℓ = 1

1
N

+ p (1 −
1
N ) 1

N
+ p ( N − 1

2 )
log N + 1 2

log N 1

λ(log N) 2λ(log N)
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= ℓ ⇒
1

(N
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sharing sent to 

the verifier s.t.
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[[ᾱ]]i
= …



Soundness

[[x]]1

𝒫1

[[x]]2

𝒫2

[[x]]N

𝒫N…

[[α]]1 [[α]]2 [[α]]N
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sharing sent to 

the verifier s.t.
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[[ᾱ]]i
= …

honest partiesI ≠

[[α]]i

[[ᾱ]]i
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Soundness

• False positive probability   →  more complex analysis [FR22]


• Soundness error





• Fiat-Shamir transform:  should be small for efficient application

p ≠ 0

1

(N
ℓ)

+ p
ℓ(N − ℓ)

ℓ + 1

p



Roadmap

• Technical background


• MQOM MPC protocol


• SDitH MPC protocol


• Threshold MPCitH


• MQOM signature scheme


• SDitH signature scheme



MQOM: MQ on my Mind
Feneuil and Rivain

• New MPCitH-friendly MPC protocol for MQ


• Batching of MQ equations [Fen22]


• New inner product checking protocol inspired from 
Banquet and Limbo [BDKOSZ21, DOT21]


• Standard additive sharing MPCitH techniques 


• Seed trees [KKW18] 


• Hypercube technique [AMGHHJY23]



Choice of parameters
• MQ parameters:


• Take 


• Test several       for 3 security levels  
using MQ estimator [BMSV22]


• MPC parameters:


• Take  (good tradeoff)


• Test several       


•  = number of // executions to thwart  
generic forgery attack (à la [KZ20])


• Two MQ instances:


•  : shortest signature / already 
considered in MQ-DSS


•  : larger field whose elements hold in 
bytes / more amenable to threshold MPCitH


• Fast variants with 

m = n

q → n

N = 256

(η, n1, n2) → τ

τ

q = 31

q = 251

N = 32
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Performances

• Sig sizes: 


• Cat I (128-bit):    6.3  7.8 KB


• Cat III (192-bit):  14  17 KB


• Cat V (256-bit):   24  30 KB


• Timings: one to few dozen Mc (megacycles)

−

−

−

• Key sizes:


• Cat I (128-bit):    |pk| , |sk|  100 B


• Cat III (192-bit):  |pk| , |sk|  160 B


• Cat V (256-bit):   |pk| , |sk|  220 B


⩽

⩽

⩽



Comparison

• Shortest signatures for non-structured MQ


• Other MQ signature schemes submitted to NIST


• either have large public keys (e.g. UOV)


• or are based on recent structured assumptions (e.g. MAYO)


• Other MPCitH schemes have 5 10 KB signature sizes (based on different assumptions)−



Roadmap

• Technical background


• MQOM MPC protocol


• SDitH MPC protocol


• Threshold MPCitH


• MQOM signature scheme


• SDitH signature scheme



• Originally proposed in [FJR22]


• Two variants: 


• “Hypercube”: additive sharing w. seed trees [KKW18]  
& hypercube technique [AMGHHJY23]


• “Threshold”: threshold MPCitH [FR22]

Syndrome Decoding in the Head (SDitH)
Aguilar Melchor, Feneuil, Gama, Gueron,  

 





Choice of parameters

• Two fields  and 


• Good size for SDitH / elements hold in bytes


• Binary vs. prime (latter might be more 
conservative?)


•  better for arithmetic (in particular in 
absence of carry-less multiplier)


•  better for pseudo-random sampling


• Other SD parameters  chosen to resist 


• Information Set Decoding (ISD)


• Generalised Birthday Algorithms (GBA)


   while minimising the signature size  
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Choice of parameters

• Two fields  and 


• Good size for SDitH / elements hold in bytes


• Binary vs. prime (latter might be more 
conservative?)


•  better for arithmetic (in particular in 
absence of carry-less multiplier)


•  better for pseudo-random sampling


• Other SD parameters  chosen to resist 


• Information Set Decoding (ISD)


• Generalised Birthday Algorithms (GBA)


   while minimising the signature size  

𝔽251 𝔽256

𝔽251

𝔽256

(m, k, w, d)

• MPC parameters


•  for hypercube variant


•  and   for threshold variant


     good tradeoff between  
         signature size and timings


•  : common field extensions to all 
variants and security categories


     easy implementation / good       
         tradeoff between the different 
         settings


•  and  chosen to minimise the signature 
size for target security

N = 256

N = q ℓ = 3

→

η = 4

→

t τ



Parameters and sizes

 Sig sizes: 


• Hypercube: 8.2 KB (19 KB, 33 KB)


• Threshold: 10.4 KB (25 KB, 45 KB)


• Hypercube 2KB shorter

Small keys



Performances

 Signing timings: 


• Hypercube: 5.2 ms (12 ms, 23 ms)


• Threshold:   1.7 ms (5 ms, 9 ms)


• Threshold 2-3x faster

 Verification timings: 


• Hypercube: 4.8 ms (11 ms, 21 ms)


• Threshold:   0.2 ms (0.6 ms, 1.2 ms)


• Threshold ~20x faster



Comparison

• Shortest signatures for SD on random linear codes


• Only submission to NIST using Threshold MPCitH  

                          fast variant (especially for verification)


• Other MPCitH schemes have 5 10 KB signature sizes (based on 
different assumptions)

→

−



Questions ?

🤔
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